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2 o

B =FdMEe Azvde BeylEa FE7)%5e 4 Resl ubhdel e s)&st
I . MIME(Multipurpose Internet Mail Extensions)[8]] t&ted wiA|x)e] 2AA 3}
AAAE A B AF, WAXY g53 € 238, 2ux sEe dss] 99
S/MIME(Secure/Multipurpose Internet Mail Extensions)[1][2]1€ M €81 £3 Exd
e 357158 FAst7] 95t A% A F 2@ 77 HolE Ay M9 A4 A
AHEE AFAMY FEAY AXNGRE FF & F USRS A 3 A3 B o) Ly
Timestamp[7]& Z &3ttt a2a8x N E WY 2o receiptRequest[4] A& S A}
$3t] a2t NP E EFY signed receiptld]E AR A A BuUA Ed H Y

FAGRE FF ¥ & UEEF Ao

L A&

el HAFE HFos dAgEoY B
AqME HAAE Bel AMEstn ok AxWY
o #Hegd B a8l g0y BA gA A
A HFE FEE ZA dehvdz Qi HA
Hde] F54 Al AR WEAzG Zaoly
Al A8, g ARAI ] £oldr] wEolt
ol WA 37l AMM HAE viARe FANIY &
A AF, WAAY ¢35 2 253, BAdx
715§ AFse S/MIMEel AL xglth 8%
T oAt eRE FF AMul: AFE 8 "
AP A MY AFMY FEAF A g8
a8ln AR AFA7E HRE Fol, Az Yo
e AEe FEA G¥E U9 € F g0 =
& ddd Avde £ 4RE £ B

P& W ojAE AF: T o] gk B =34
ME A 3 AE7|#e] 98 28 TimeStampE
o83l el 71HEd AEH A% AFA Y &
B4 I AAARE HF  F UAEF N dex,
S/MIME 7}% % receiptRequest £4-& o] &34
A A= P& EFE signed receipt
E F$AZ A BUA o AL Helurz
Nsg Y & F UEE g FEAu 2 AT
A3 78 BH_FAEE 22 £ JE F
R

KR
T Hdvld AA"E At

]
!—l

o

r-{n

1. gt

Hdvdo|& HAWY AEZEES] AE v
AlA A<l MIMEYl  CMS(Cryptographic
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Message Syntax)[3]T7ZHE Al&3le] MIME
Axe g M8 AP R AF 933 2 B
3 7e e HAMEY AASAUE GAHEA F44

g F A ¥ o] S/MIMEoZGa 3y
S/MIMES ZA M3 gEsta o]Fo{n.
D A%

MIMES] $41zt9] vjdyig M3& P48
Application/pkes7-mime[2] ¢} signedDatal3]E A}
€3l Wi Multipart/signed[2]¢] Application/
pkes7-signature[2]8 AM8-3 = ¥y o] gith

2) ¢z3t
Hegss 718 AAHstd MIMES ¢33 @
F UHEAEE 7€ oA FARY TAYNE €%

3}gtc}. Application/pkes7-mime$] EnvelopedData
(315 Apg3T.

2. BoatA] MUl 918 2 FAG}

FAAA 2[6]F MY Fol 5EFH AFA
7t delHo] fEE AFHE A3 dertE ¢
F UEE FAE AT A& guigt 2
Bl FEAHE AFTE JHME d95Fe=
8FHE Anjzeth. AALH MulzdAe A
BE AASHE BRI, FAF ALE RAsE
2AE WA 98 FAE AT st

D Mgz 2724

e XPAte WEA NP Age) A&d AF
ARQTAH AR)E ASok B0,

ex@aE WEA MHHR Agd HEMWE
AR)E Aedo gt

e XAt WMEA MFYY AHE JHG.

oNFAE WEA AFE WE FS W
AAge 7k

2) MBdFAe 8724

e S AE MEA ARAF Ao NF AFA
7t F&2%7HE AFHoF Foh.(CRL(Certificate
Revocation List)[10], OCSP(Online Certificate
Status Protocol){9] ©1&, 9124 Path AF)

e AFAE WEA NBHFTES o
e AFAE A HAANA receipt& BT

3. TimeStamping

TimeStamping[7]& dlolel g} Az7H& 458
o2 Z3A AB/HEEF e AR, R NG
o A diolHe EAFTS FHEY] HE ALE
g 53], A% A F AFA0 AAHAE |
a2 A g FEHE AF 8 5 UES F
th o]& HsAME AHE NLAHARE AT
A 3 AH7|B(TSA : Time Stamp Authority)[7]
o] Qlojof o). ol NEIFoEZHE FEJG
Timestampt FZ M| 20AM 27 HE A7ty A
gAgdo ozt AFHAHE o9 & F 9t
TimeStamping< Z A TSAo A ZABRE 233}
£ TimeStampReq[7]¢} 2o tid &€ WA xQ
TimeStampResp[7]12 4 Hoislch wlolg4 tj
g MEe FEAL 334 AF37 A8 Mg
& TimeStamping® A Ygt}t. S@HA A=
NAHBE ¥3}§ TimeStampTokend X Fstd
B9th  TimeStampTokend CMSolA Ao
SignedData®4]ol w2 SignedData®] encap
ContentInfo®] contentTypedl+ id-ct-TSTInfo[7]
& AA3 3 contento] & TSTInfol[7]2) DER Q1=
3 & ¥k

4. T35 B YL &4 (Attribute)
% Badd AulA2Zg 98 87HE 48 7}
A £J50 gl Fe ot
1) Content Timestamp &4

o Content Timestamp Attribute[5l& A% =
HolElo] § TimestampZ A signed Attribute
o XEEY. EF AFGAHd LEAAAY EXH

2g 293l7] 98 A1e&dh

e &334 id-aa-ets-contentTimestamp
OBJECT IDENTIFIER [5]

e &4
TimeStampToken[7]

ContentTimestamp RES

2) Signature Timestamp %4

® Signature Timestamp Attribute[7]% A3 3t
o] ¥ Timestamp2 A unsigned Attributed] X
gEt. §F AFGAHC AWy A q4FE FH
37 g8 AMgET A9 AFA A Fol A
o FEAHE BE ¥ F IEE T,

Y LEE
OBJECT IDENTIFIER [7}

o &gk SignatureTimeStampToken ::=
TimeStampToken

id-aa-signatureTimeStampToken
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3) ES-C Timestamp &4

o ES-C Timestamp Attribute[5]E Typel X
~Timestamp A% @ olH o g TimestampZ 4]
unsigned Attributed] EFdrt. 53 Al A
B3 A AFolHY EA ARE FHs) 9
3 Alggo

o &334 id-aa-ets-escTimeStamp
OBJECT IDENTIFIER[5]

e &A% ESCTimeStampToken =
TimeStampToken

® TimeStampToken®  messagelmprint[7]9] =
type® Heol ARE Ay Mgz, A9
TimeStampToken 4@z} QAZAAR Adz} ¥
ARZE AEAES 9HT ¢ A48 29 5
oz},

4) Time-Stamped Certificates and
CRLs &4
® Time-Stampes  Certificates and CRLs

Attribute[5]+ Type2 X-Timestamp validation H
o]e]o| th 3k Timestamp=A} unsigned Attributeo]
>EEY. 53 AlZHe AFAgY EAdRE
FH37l 98 A

o 543 id~aa-ets-certCRL Timestamp
OBJECT IDENTIFIER (5]

o &3 TimestampedCertsCRLs =
TimeStampToken
® TimeStampToken 2} messagelmprintel =

typed ol ARE AUY AZARR NuA, v
AR 4EAES AW @& A Aot
Eojiu,

5) AFMAR &4

® Complete Certificate Refs Attribute[5]= CA
AFAME9 FAA K (certHash, IssuerSerial)& 1}
El it} unsigned Attributed] TEEH A9 <l
A FF7E AFSHMEY FXAHBE AT
o},

LR e R id-aa-ets—certificateRefs
OBJECT IDENTIFIER [5]
o &3k CompleteCertificateRefs =

SEQUENCE OF OTHERCertID[5]
6) AXAPR &4
e Complete Revocation Refs Attribute[5]: ¢l

SAHAAEL HEE AFsE CRLY OCSP
response?] BEAFHE Yetdth unsigned

Attributed] E gt AFA e HAAGFo] ALE
¥ CRLZ OCSP responsedl HZARE A|FE
o}

e A48 id-aa~ets-revocationRefs
OBJECT IDENTIFIER [5]
o 5432k CompleteRevocationRefs =

SEQUENCE OF CrlOcspRef[5]
7) SigningCertificate 44

o SigningCertificate Attribute[4]E Mol A}&
" 9FME JeElH, Substitute 23 re-Issue
A& HA7] A3 AHE-E™ signed Attribute
o XggEu

e &A1 A : jd-aa-signingCertificate OBJECT
IDENTIFIER [4]

o &4 2k : SigningCertificate =
{

SEQUENCE

SEQUENCE OF ESSCertID,

SEQUENCE OF
PolicyInformation OPTIONAL

certs

policies

4]
8) receiptRequest &4

o receiptRequest Attribute[S]e FAI A A
H ¥ signed receipt& S A w A& o] Az}
g Mg #Aol ALY signed Attribute]
IgEY. FAA7E ALY FAL AR
g £ GRE S T £ glA F@o

o &5 4 id-aa-receiptRequest OBJECT
IDENTIFIER [5]

e £ 42k : ReceiptRequest = SEQUENCE {
signedContentldentifier Contentldentifier,
receiptsFrom ReceiptsFrom,

receiptsTo SEQUENCE
(1..ub-receiptsTo)) OF GeneralNames }[5]

5. 3% Bvld A xHe] AHEE

02 5 2Uvde A4se BEs vE
¥ Aotk FF RAUAE AgsE BEA
U2k} M) Hasi,

1) 3% 2gHLy 2

SIZE
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Q%A HAA FH4

AANY SUA7 FARAA 2D S
WEe Fgdsd FEHAE o SN HFA
7t}

O A1 Ao B § Timestamp BA.

A4 Ygd dE TN 5F AHA A
45 293}7] 984 TSAY TimestampE 83
3te] Content TimestampE SignerInfo®] signed
Attributed] LA

OxEAe AFA FF

A% Lo A% & Agate] AFAMY FEA
T HRARE AZHY HAYGEE 281 o &
71% u}s} o] CRLOIY OCSPE AH& & 4 3
o} HZo] AFTdolt APE & & Utk M3
NAEe AFAY FEAS FHs7] 98 TSAC
TimestampE 2389 M4 AFAM A AH
golg wet

@AFHFRSG HAAFE A

M AFA ¢ path FZFo] AHEE CA IFA
o #d R Mg AFA9 HALE HFF
A28 CRL¥™ OCSP responsed] Wigd #AdAR
2 Z'Zt Complete Certificate Refs 2}'##}¢};
Complete Revocation Refs 2]@zto] A 33to
SignerInfo] unsigned Attributed] EFAIZH

@3 Zdole ¢ Timestamp A4

A Q&NE AZsEd AHEd CRL F&
OCSPS wdEAR W3ty CAY FEE WA
71 98] TSA®] TimestampE £33 Time
stampedCertsCRLsE  SignerInfo2] unsigned
Attributed] EFA 7t

®receiptRequest 4373
A FAdRE FAdr] 93 429
A o] &7 signed receiptl4]E £33 A=A
& signed Attributed E3A171th
A SigningCertificate 4
Ao A" AFME YENWNIL Substitute
2737 Re-issue 2L WAIE7] 98 TSA
TimestampE& £33t SigningCertificate 2d=}
& Signerlnfo®] Signed Attributed] XgHA]Zit
QA HE A
A A=A tedsE a4 vAIRE A
% "AA Y A gl ABEE At
RAM ] g Timestamp A3

Ao FEAAZTE A8l TSAY Timestamp
& 9339 SignatureTimeStampToken& Signer
Info?] unsigned Attributes] EgA]Zich

ASignedData A
AR e FAAH WARWAE A CMSY
SignedData®] #JAHRE XA
AS/MIME " AR A%
SignedData® S/MIME¥ o2 wWigsisd £
Ao Al A4 gt
2) 3% B Hde £4
GS/MIME wAlA] =41
FAg S/MIME WAAE A&t
OFAA9] 5N HAF
FARE NPAF AHE & $429 UAFA
(FA 2 ©R¥)E& AF . SigningCertificate

AW E ol g3ty AY HFE AFAME 3
3 A2& 3t} olu path AFE ¥ &3,

eAxY HF
$E8 A7 A3Az Ade Aze
®signed receipt A4 2 A%

el FE F receiptRequest A7t X
g AL, receiptE QS FaAY AFE
233 signed receiptE $AlzM) A A%

@S/MIME A A% wAR] F&

Aeol AFol AFHY, S/MIMEANAM A H

ANAE 52 8 + g

1.Cers /CRL 2% 10. Cert/CRL 8.9
2. Cert/ CRL 11. Cert/ CRL
A _OCSP = .
Sender . QA 2y ga Ay iR Receiver

3. TimeStamp 2% 14. TineStamp 2%
MIME Body —L__j'——TSA——- MIME Body
4. TmeStamp $¢ 15 TimeStamp $9
5 7 . 13, receipt, 12

S/MIME

S/MIME

MTA

16. Signed recelns

Application

3) A& (Arbitrator) 35
e AN SATE FAA Apols) BA @
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A AL, FAAQ
receiptA 2 Q% 3o},

o A3Ate AR LA MPARJFA F& ¢
A BEAR, CAUTAH F& CAYSA B¥A
B 183 HAAF FEAARE FE39 A9A
TH NAGHRE B8 A3 AAALAAME
g & 4 vk Y receiptl & AAWY 41
o] Aol EFEo] glenz FAHA AXE
g9 g & Ao

6. 48

gAY g7 AP AF AME3Tt

Y FUAsY F3 Ag2 ALY #wAFE

o H#sts do] WA TG By Fo

4o gdg AAHYEY F5E ABAE F 2

2 AZte] A Hell MYHFe] Wa ¥ £ ¢l

. 7189 S/MIMELZE HE AHAIZHE e

W& signingTimes AH8-38te] A9 A3 A

E ¢ F Aoy, MY FAY ME AFAM e

HAGRA dig FREeE & £ ik a8 B

=i ALE H&F AL S HE B4 Az

B ooty MY A4 Ale] Aol ALL3 QEA

AFEM Y FEAT HAAGRE A & Fud

T AAARE e gonz AFATL H

AP F Fdo] A Fox FAY AMFo] F&

e HAF ¥ 5 AT AP FFAMuA AFo)

s,
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