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D. Chaume] A<k Undeniable Signatures{11& A]Zro.2 undeniable signatureo] gt
22 schemeo] A¢HAT ARtH Ax MPYAHE F7YU HFE & 5 Jded ws),
undeniable signature® ZAZ3l7] M= At HEo] B4Foltk FH, confirmer
£ wZ AAHPA confirmerdl A A HZ: 52L& B4F 4 9l Designated Confirmer
Signatures[4]7} A¢H At B =EAAME T. Miyazaki’} #]$r$+ RSA-Based Convertible
Undeniable Signature Schemel6]& H&3}od, Designated Confirmer Undeniable Signature
System Based on RSAE #|<rdlx, Agd Z2EIZ S FAFL

I. A& :
LEd I AN&de IR oy, A
AxPE ThesHA | FoEA ofF FTAY A%

< st3n 9tk 2 F AP HAFH B9
A4, A 4%, FA BA 79 F8F 42
3t AMHl2E AFFoh durEed A HA
€ oz FTEE Mg FAIE o439 A
BHE HEFGeZA A A9 428 g
8 7} lcKself-authenticating property or universal
verifiability). &A%, olejgd EAo) 34 wetzm
3 RE ol oW AZTEo] FFHA A
AEE EANET, 28 AEE zAW] I AZE
floj7h FAxojxn, WAHA FuteE AL Fog
T UEE HFsa S A9 dvdn A
2} o]@ A2 undeniable signature[l, 2, 3, 5,
6, 81 o) &3l 24 & AES nAge] Ny
ge AFsd, FEFEA 2 2ZEY ol i
AL A vk 1 & 4 A fd D

Chaum®] schemel[l]& AlZ22, undeniable

signatured] #AE schemeEo] Zo] Aj¢ls¢roh,
199039l MEAZE 2t Qe AF Had A
HE F/8E, 49y Axxgor HEH ol
FTEA MYE AT 4+ YA HE Convertible
Undeniable Signatures[3]7} J. Boyardl] <]} =<k
A1t 2 ¥ D. Chaume A9 A7} confirmeroh Al
A AZF 58E& FA3E Designated Confirmer
Signatures[4]& =#¢talFct. o4t ti4 EAo o
#-2(Discrete Logarithm Problem)e] 7]%F&t 9] 2}
schemesol] o]olA, &A4 B3 EA9 o8
(Integer Factorization Problem)el] 7]¥+&t undeniable
signature’} R. Gennaro, H. Krawczykst T.
Rabinel 93] A= A5l T. Miyazaki= R.
Gennaro®]  schemeo] M ¥ 32 & (selectively)
convertibled} X %31, hidden verifier attack[7]
of disl ks, denial T2EFo] FAFH |
%3 (undeterministic) F-& A AHAM F o &
4¥  RSA-Based Convertible  Undeniable
Signatures[6]& AetEt At £ =FoiMe T
Miyazaki®] schemel6]lS ul® o2 RSA-Based
Designated Confirmer Undeniable Signature
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Scheme& A ¢33, T2EZ L AT =79
FAL o983 2. 239 ME T. Miyazaki
RSA-Based Convertible Undeniable Signature
Schemel[6]°] o) 3} o Ao, 33A
RSA-Based Designated Confirmer Undeniable
Schemed Attt gz, 4FoA  A¢E
schemeg ¥4t 1, 53o|x A&8E P&

II. RSA-Based Convertible
Undeniable Signaturel6]

1. Key Generating System

L4 Axdo] thgit o]l W(modulus)d F
T& g

N={nn=1pq, p<q, p=20+1,9=2¢"+1}

(p,q,7,4q " large primes)
Ztzto) AgAte od9 vl /¥4 (parameter) S
e,
On N1 ng AY
QL=LCM(p—1,q—1)=2p'¢' & A
@ FF e,dy3<e,dp<L—1)& AY
@ dy=(edy) ' (mod L) A%
® d=did, (mod L)& A4t

®weZ (wrl)s 493z,

S,=w mod n& A

A2 FANE (e, n,w, S,)7F 5, o] g
EL FARY. a8lm, ¥FAT (d),dy, ) H
dele] Rago oM, FAF est viFNI) d
o] A AdukHQ RSAM MY 7] ¥ Fd3)
ot 7] BAHRFAN @2 g Aol Pk
RSAY 7] AAd#ARY ¢ €aslz=z, H§
(cost)H A & xol= gioh

ed\d,

YMez,; M9=M*"“=M (mod n)

2. 9vkA 9l RSA Signature?) A4

1) Signature®] A

S=m? (mod n)
2) Signature®] AZF

m=2S° (mod n)

3. Undeniable Signature?] A7

WAl mel] #'28l=  undeniable signature
Sx2 AAHI A8 AR FART est H
FANI d& o1 &HA G ol AT

ed,

Sp=m"" (mod n) 1

4. Signature Confirmation

MYAE P, AZ2AE van &z Pe 133
e wAESE 2 lojek dy, Ve ¥ v
AETE A4 YeE Qo VE 24 5,9 g,
o 39 n,8 ALt 3, o] g& FHHESE
gl ps} Vi B&& dAESsE [(F 119 Z2d.

Private Information

Py, 45, dp, d1p B2
b 9y, (dy, d 10, d20)
[ 1] P&} Ve miiRs

Public Information

p Ny, €5, Wy, S up

\ nuv(evv Wy, Swu)

o714 (¢ miARSEE o] schemedfAs 4
7 Qe REBolth VE ol dAA m} FAY
Agg 5,9 % (m, S)& 23 gtk P7} [E
1761 AAE wiAEFE ol &3, WARA  mol
NP FE(valid® HEH S, A 93
& ol Asdrh

Sm=m*" (mod n,) (2)

Vb EE aqsE A9zt S,00 Pl 98 o
AR md AEE FEF A [29 119
Signature Confirmation ZT2EEE $3 $HY
4 gith o] TRESL 19 4& AHE3d A
38 HFsd
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P : Prover V : Verifier
1999 4,i(1<i,isn)E A
43ty Q& A4t
Q ._A~ g;, uvpi (mod n,,)
= Q
20245 Ag A
& g
a (mod n,)
A={ (if a is odd)
n,—a (if a is even)
3.2<x<(n,~2)Y xE& 49
adxn CE A
C ; x? (mod »,)
C=
=i, J
4.Q+ 35 S.' (mod n,)ol
W, Q i j& &vEA g
e golm, T2EEL YRS
' A, x=
5C ; x4 (mod n,)

A7 2 () (mod np)
5 SHo 2% 4HUsY, V
t 5,8 P/t mel NE®
FER NP wolsdl

1 JQEAE HAsy] AY Aol

5. Denial of Signature

MEAE VI 35S 838t Azl §8
&% % &(invalid) #Y& Denial T2EZE £3)
A Z38 4 Qo

{is, 1, @1, a1, A1, 7, C} & A48 confirmation T2EF

VE o dAMSEEN ABgte] REVA NS A
LG Lot (mod m)el®, Anme &R ¥& ol U

1-2. A D (0,9 (mod m)o8, ABRE RESD 9B

{12, 72, @2, a3, A2, %2, G} & AH2 & confirmation TZEF

VE o shlMsERA AFkel REEA AVE AA
2-1.C 1 " (mod n)ol®, Apxe $A % o3 W3

22 A2 L (m* 0, (mod n)old, AERe FEHT WE

V& confirmation ZR2E&o| gul27 £HEA=A AA}
—iy 2 ? — iy 20
3 (A w M D (A w, ™ (mod m)el® Muzke #
"23A F&

[Z9 1] Signature Confirmation T2 E&

(Meﬂ'u) dz»EMe'd“dz’EMe‘d’EM (mOd nﬁ)

gt Vb Za Qe ARR 5,0 RE3F gel
A, @4 24A P tdF Zol s AL
Jth
a = Q™ (mod n,)
= 5" Sw™ (mod n,)
= mie»dlﬁz» w;e;d»du ( mod n,,)
= mw, (mod n,)

[ 118 <A 2904 P7l A9 @ge E4=
‘%'}—‘5-7] 8 +a (mod n)E 3= ol#E mod L,

Aol & éxﬂfs}ii f%"i”ﬂ, resistance
protocol[6]°] EANFGE AL BFS7] Hajrio)
t}. o] Z hidden verifier attack[7]& ¥8l7] ¢
Foltr. @A 49 g4 59 FHL ] Ve Pt
DA 13 @A 3904 AT #E &uEA B

[2¥ 2] Signature Denial T2 E &

WA mol M fESA %S Mge S,
ol@tz & So#=m® (mod n)). P= o] ==

E2S FYFA, VI BEL 23Y MY
Snol Poll olsid wWAlA mol MEE FET
el ohdg HaE & ok WA, Pr} o] =2
EES $9Y & Uod, Vb AN Adgtel

FTEIA FE #FYE FHL ¢ YA @} o)
ZREZL A REoz FAHEH, 2 X WA

—’T’—-?:" E dA FEA P Ve 4 ¢
ZE A3 8 A [3-@ 119}, Signature
Conflrmatlon D2EZES F AdE FY5A4 A4
aglm, e B EAM VE P7F Signature
Confirmation Z2EZEE dul2 F£YR{8EA
E ZHAlEHA "4k 97)A, Signature Confirmation
ZEEFE NYgte] 2 MYgte] ofdE &
a7l AAA AgEd wdea] R EA BE
T WA EE9] Signature Confirmation T2 EEZ
A AEgte] fEITGT WAHW ZzEZS
Zasol gl o] TZEFo) TuEA $ygxA
@A 3ol e T4 g o] APg

— i 20 N i — ji 21s
(A4 w, ™% =+ 5, w,” w,™*  (mod 75)
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g; 2w

(A w, ™% =(x 5°

It

(mod n,)

2482 ja ~iny 2i)
wy" w, D™ (mod n,)

o~ 2

=3, (mod n,)

II1. RSA-Based Designated
Confirmer Undeniable
Signatures

6l e Amatel Fo glole AFol E71%
sick. wekA, A7 oj| g ol folA HFAe
AEQT €HY F g BFode 2 o= F
Fax AEe 23S £ YA g€ ol ¥
ARe AAs] g wgez, A39ast confirmer
£ =) A (designation)dt] X @ ZHFo "aE R
g A)3dozM, confirmer FA NBo FELE
A28 4 UEE 3= Designated Confirmer
Signatures[4]7} A<HAT.  Confirmere A&
confimation® 4+ Ao, confirmationo] AH&
g YAEE o2 MNP AEoz MY
¢ ¥ 4= ¢d(unforgeable). ¥ FlAE [6]1&
Wt RSAZIWo)A 2] Designated Confirmer
Undeniable Signature Scheme® #l¢tgtth. ol&,
RSA NH & A g3tE E339 98 54 Z2E
2o vz FA4Y 5 e FHo Utk WY
Mg P, AEAE V, confirmerg C& L
t},

1. Key Generating System
mdas 4

2. AutA 2l RSA Signature?] 444
n24ds% 54

3. Undeniable Signature2}] A

Designated confirmer undeniable signature<

obelst ol AAwT
@ 9999 H3<r<L—1)% 49

@ K={(ed,) - r (mod L)E& A

@ WAA m# K& Q7 (concatenation) ¥
ztel Hashd%[0) £8& 7%

@ S,= HmK* (mod n)& AX

Nz S,e theF ol AAEte VA B
o

N

Sw=1(S1,K) 3

4. Confirmer?] A A (designation)

P: 7& <Ad A4S shd(secure channed)
E3te ColAl AEgozM, PO C7t A% A
z2 s9g zZx2 §g PEYH r& B CE
rol M AZo] Wad 2uE FAAAE HAE)
7] s, VERH K& ¥ot ol e} o] Hli
Fia= 3

s, 2wk (mod n,) @

9o Ho] S2& WNEaA oW, Pt AET
rol V7F AANE MEE HAFH & F Ue &4
2 o] olvmz, Pl FESA 4L r& IS
FPLe Cx ¢ F Ut AW@rt $4& UEY
A% Cx= [ 319 Designation®] Fr&EY 3BT
Zze2s sygozH NESE AZFH T
Qe FET & C/b Z1 UL VoA FHE
F At

C : Confirmer V : Verifier

L99¢ (1<i<m)§ A3
9 cg A%
C 2 S, (mod n,)

2R 2 C (mod n)
& AL
R=
3.Riw'x(mod 7n,)

g0 4ysd N3z S,
& A3 F UE FLY 7
& C7t 22 920 §Udd.

[2d 5] Designation®] Fr&84 d% ZE2EE
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5. A Ao 9 & Signature
Confirmation

P7t [E 119 AN wAd4E 7HAD, WA
A mo] A MEg S, eI Bk

K={(eyd);) - v (mod L) (5)

S, = H(ml|K) ** (mod n,)  (6)

Sm=(SI,K) 7

g S,ol Pl AWARA mol MBE FET
#ARE [29 419 MHA] 9§ Signature
Confirmation Z2EEE& B3 FET o =&
EZ2E g9 4& AgEd.

(H(MIK) ) “»=H(MIK) “*=HMIK) (mod n,)

S : Signer V : Verifier
1999 i, j(1<i,j<n)& A
A5l QF AN
Q2 %S, (mod n)
= Q
2.A AR
a : Q™ (mod n,)
A={( @ (if a is odd)

n,—a (if a is even)
3.2<x<(n,—2)) x»& N3z
Cg A%

C 2 x* (mod n,)

C=
&1, ]
4 Q+ ?,iSi.,, (mod n,)°)

4 Q,4,j= Stz g&
#ol1, TREZL WUF

Ax=

5. 1 x* (mod n,),

A L (HIK) w))? (mod m,)

¥ F4ol mE 4¥sd, ve 8,
& P7t mol M9@ FE® A9@
22 ¥orgd

(29 4] A Aol 94§ Confirmation T2 EF

wop AW AR 5,0 FEEE, @A 20
A Pe 23 2o aghg AN Ao
a = Q" (mod n,)

iy

= 5 S,™ (mod n,)
= H(WL”K) ieyd\ydyy ije}dlﬁd'lﬁ

= H(mlK)' w)

(mod n,)
(mod n,)

6. A" A o 2} Denial of Signature

Aale] 93 Denial Z2EEFL V7 AA &
M gtol FEFRA ¥ UYE Pt FHIHIA
& o} Alg gt o] ZEEFe] gul2A F3PH
H oA 3949 THLE oS ol A

{i,71, @1, a1, A1, x, C} & A8 confirmation 22 EE

£ o dABSERA AYR0) HFEBA A¥E B4
1-1.G L & (mod m)el®, ALxe &4 €& Rolz ¥R

-2 A2 P (HIB w0, (mod n,)ol Auge 4Rsin UE

(2,72, Q2, az, Az, x5, C:} & 8- & confirmation T2 EE

Ve o) dAREEEA ABRel REEA 4¥E A
2-1L.C 2 " (mod n)old, Apme &4 Re Bolz W%

22 A L (H(mK)™ w,) (mod n)ora Adge $asle Ue

V3= confirmation T2 EZo] %H}.Eﬂl FYEA=R A}
3 (4, 0, )% T (A w,7") " (mod m)olW, ARAE FE
4 we

[29 5] A=Al 21§ Signature Denial Z2EF

(A w, ™% =(x ™ w/ w,”  (mod n,)
=7 il (mod =,)

(A; w, % =+ ' w,” w,” %  (mod n,)
= 3’,“:';';’ (mod n,)

7. Confirmer©°] 9] 3% Signature
Confirmation

Pl VY A% A2 874 9% & & o,
Ve C% [2¥ 619 Confirmere] 938t Confirmation
T2EZL FYFoIN MEE AFH 5 Uk
ZZEZS F335ld WA 59 548 wEEd,
V7t AAR M9 S0l a2 ME@gdes ¢
F % o] Z2EEL Ta Ag AsRn

(H(MIK) ) *=H(MIK) “*"= H(MIK)¥ (mod n,)
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C : Confirmer V : Verifier

i LY9e (1<, j<n)E A9
o QF AL

Q2 35S, (mod np)

& Q
2.AE AR
a i Q" (mod n,)
A={ 4 (if a is odd)
n,—a (if a is even)
3.2<x=<(n,~2)A x& A9
Cg A%
c i x* (mod n,)

C=
=4, 7
4.0+ 5 S,y (mod n,)ol
W Qi je ey g2
@oli, TZTEZL P&

Ax=
5C ; ** (mod n,)
A2 Y (HOmllB) ) (mod )
= 20| B Hysid, vE ¢

P7} mel M@ FET NBR
o8 dolsg

~ Ky 2 L8 j — 1K\ 2,
(A w, "% =(x 5" S, w, "H™

=3 Zgiar

(mod n,)

(mod n,)

{i,71,Q,.a), A1, %, C1) & AH8 % confirmation Z2EF

Ve of dAassEA ARl FEA ARE AAt

111G L (mod n)el®, Apme 4 @& Roln 9%

1-2. A2 L (HIB)" w0, (mod np)old, N@gte #ash
I H%

{572, @, a2, Az, 22, C;} & A2 % confirmation Z2EF
VE o] sAMSEEA AERe] FREA 4RE BA
2-1.C L xf* (mod n)ol¥, Apx 4 %e @iz WF
2-2. A L (HlB)* w0,7)* (mod n,)019, 43R Ha3
9%

Vi confirmation 2E2EFo] gnta A £yPHAEA At
3 (A w, )% Y (4, w, )P (mod mp)ol®, AEEE

FEHA &8

[2¥8 6] Confirmerdl 2]3 Confirmation Z2EF
whek $AE Mug 5,0 SES, @A 20
A4 Ce g8 Zo] agts Aits} W
a =¢ (mod n,)
= 5,7 S," (mod n,)

= HOmllE) “* w;™"  (mod )
= (HmlK) w))* (mod n,)

8. Confirmer©o] 2] 3 Denial of
Signature
Confirmeroll ¢ Denial T2 EZ& V71 A|A|
g AHglo]l FAsA ¥ gYS C/t FHIn
Z & w AgET o] TREZo| SulE2A 43
H oA 3o0AM e 542 og3 go] Fyg.
(Al w, 'i.K) 2i, E(i E ir smpi.r w, 'i,K)Zig (mod n‘)

= EZ:}:‘:] (mod nﬁ)

[2¥ 7] Confirmere] 2]% Denial ZE&F

IvV. ¥4

B =8dA AAE ZZEZ F S Vi o]
FoAE T2EZL T. Miyazakil6]9 =& =l
ANg Z2EZH uadgi g & AR gE
B e do) Fdith = dAAY K& 493
(concatenation) ¥ gtell s+ I [9]& HEAA
Aggte Holth M Tl FHEL security
Zqo A olFd Uy JF& n A &), S
V7b 88l Z2EZ2 [6ldA AU¢E ZEE
7 U3 security levelS et welA, o
ANE CE AAS AZFo) Had ARE AF
Fozm GAF £ = EAHS A,

1. Unforgeability

AEE 928 £ JE M AP TEAE
Coldh. 8ixgt CE »3 K8 PRRY Af o}
g3 QAW H(5)e] Aate] Had Lgts & 5
ct 73 KHoz: edi@e FEdE 7t o
vz CE A46)3 2o AFAY MPE HE
o ¥ % glo
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2. 44 A9 dishonesty

P7t CE& £ol7] $18iA AFo AR £
r#&E CoAA A4 A$, Ce designation®®
Fol A@E AddA rHlus] 5224, Py AA

2E 39 4 9t

3. Confirmer?] dishonesty

C7t V& ol #4L [6lA P/l VE o]
E A3} 5930 BaA, CF A ZF #3
frastA &L F& AT F5 Ve [6]4
s Zo] Co AR AR E AT + Ut

2

V.48

B =Fd A= RSA-Based Convertible Undeniable
Signature Scheme[6]2 A}g3lad, RSA 7]uto A el
Designated Confirmer Undeniable Signature
Scheme& AT AMBAIE A% "AE AA
FoAg = e A9 confirmerst A Ao
9L gAg F ez AZFAE B §4
BHA AA MHE HFE 4 X, RSA MEE&
A4t BESE o8 B4 Z2EZ btz 3
£ + e 5H U
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