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cd /usr/src/linux
make menuconfig
make dep;make clean;make bzImage;make

modules;make install_modules
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2.1.2 FreeS/WAN A ]
FreeS/WANS &8 €1 dX37] HsfAe
make insert; make programs; make install &%
g alofstt}t. make insert WHE& KLIPS 4
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2.2 FreeS/WAN Configuration

221 ipsec.conf 434
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interfacest= [PSec& Al&37]0] HAF 7p4 == &
A AejH o] 28 YEPAT “ipsecO=eth0"s] &jvl=
eth02  ipsec0] AP ARd=g ARsE
klipsdebug=none <& #d IPSec =91 KLIPS 9 tjy]
7 A43g 2Feh UEE @& noneolx, oW F ¢
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oqu g tx Az glke Fold.

# basic configuration
config setup
# THIS SETTING MUST BE CORRECT or almost
nothing will work;
# %defaultroute is okay for most simple cases.
interfaces="ipsec0=eth0"
# Debug-logging controls:  "none" for (almost)
none, "all" for lots.
klipsdebug=none
plutodebug=none
# Use auto= parameters in conn descriptions to
control startup actions.
plutoload=%search
plutostart=%search

IN-N

KR
T =

olzf 2] ipse.conf ¥} connectoin F&
el connd IPSecd o] &3l A=
J8g HRJAFEE oS AHFL AF
T SG e} HAEYE aaa-bbbztn APFE
5 SGzZtY conn %1l aaa-bbbE}i FHojWolF
W " & F SG9 ipsecconf HYelE 2L
A&olgel FAHS  ojer  F|Th left,
leftsubnet, leftnexthop2 letf SGo] IPF 4, % o]
Qe WEYZ, 281 SGAA dgoz dojn
gt$E ISPY] 9 EE Jedh Zhzhe) sGzt

PR

ok it

- 500 -



FreeS/WAN IPSEC# 43 LINUX 298 VPN 4
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t}. right, rightsubnet, rightnexthop%x lefte} o}zl
7}Aolt},  auto=start ¥ IPSeco] REA] AL} &
AR AFAdYe] HEF AT et
add”} =W ipsec auto(manual) --up name %
& H3tA =9 IPSeco] o] Hrh

conn sample

# left security gateway (public-network address)
left=10.0.0.1

# next hop to reach right
#leftnexthop=

# subnet behind left (omit if there is no subnet)
leftsubnet=192.192.1.0/ 24

# right s.g., subnet behind it, and next hop to reach

left
right=10,00.2
#rightnexthop=
rightsubnet=192.192.2.0/24

auto=start

2.2.2 ipsec.secrets 3

Ztzhe] SGE 9E A RSA 718 A4
o} gt} SGo| ipsecsecrets MAole 149 A}
4718 7tA3: Y3, ipsecconf upedo) zhzhel
SGolA 4AHE FAINE sFA: Yol &)

ipsec rsasigkey --verbose 1024 > left_Pkey

o 22 YL AT  left_Pkeyele 9
o 10248 E 9] RSAS FN7|¢ AL olefe}
2ol AAstA "ok

# RSA 1024 bits Sat Sep 29 13:53:22 2001
# for signatures only, UNSAFE FOR
ENCRYPTION

#pubkey=0s AQOF8tZ2NZt...1347

Modulus: Oxcc2a86£fcf440...c£1011abb82d1

PublicExponent: 0x03

# everything after this point is secret

PrivateExponent: 0x881c59fdf8...ab05c8¢c77d23
Primel: 0xf49{d1£779...46504c7bf3
Prime2: 0xd5a9108453...321d43cb2b
Exponentl: 0xa31536a4fb...536d98adda7f7
Exponent2: 0x8e70b5ad8d...9142168d7dcc7
Coefficient: Oxafb761d001...0c13e98d98

2tzte] SGojl AAE EMNFE ipsecconf 7Y
ol %712 slx ipsec.confol] ApATRe] 7RA|a Y
= AAE7E BAEIY Ero) ipsec.confubd o A
ol o} o] Fr}g gt

# right s.g, subnet behind it, and next hop to
reach left

right=10.0.0.2

#rightnexthop=

rightsubnet=192.192.2.0/24

keyingtries=0
authby=rsasig
leftrsasigkey=<left SGol| A} QYA E FH7)>
rightrsasigkey=<right SGollA} A" F7)>
auto=add

ipsec.secret AT ol Fy WYL 3ot
10.0.0.1 10.0.0.2: RSA {

Modulus: Oxc - - -
-+ 3e98d98
}
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/proc/net/ THEZ Qtej

ipsec_eroute
ipsec_spi
ipsec_spigrp
ipsec_spinew
ipsec_tncfg

ipsec_version
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ipsec_tncfg BUS AHEW Ipsec -> eth0 mut
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ipsec auto(manual) —-up name

ipsec look

9] WHo2 IPSece ¥VAIZ Al71x, ipseco]
oA FARE=A B 4 A0

10.0.1.0/24 -> 11.0.1.0/24 => tun0x20 - - -
tun0x200@11.0.0.1 IPv4_Encapsulati - - -
sp0x203@10.0.0.1 3DES-MD - . -
esp0x202@11.0.0.1 3DES-MD5-96_Encryp * - -
Destination Gateway Genmask - - -
11.0.0.0 0.0.0.0 255.255.255.0 - - -
11.0.1.0 11.0.01 255.255.255.0 - - -

wohg wyoegs Al 3x19) PCE o434
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tcpdump -s 512 -xnp -i ethO > test
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