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ABSTRACT

IDS has been studied mainly in the field of the detection decision and collecting of audit data.
The detection decision should decide whether successive behaviors are intrusions or not , the
collecting of audit data needs ability that collects precisely data for intrusion decision. Artificial
methods such as rule based system and neural network are recently introduced in order to solve
this problem. However, these methods have simple host structures and defects that can’t detect
transformed intrusion patterns. So, we propose the method using data mining that can retrieve
and estimate the patterns and retrieval of user’s behavior in the distributed different hosts.
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struct std_audit_data {
unsigned long tseq;
char hostname[32];
char remotehost[32);
char ttynamel16);
char emd(18);
char iobnamel161;
char dellog;
char errlogin;
char errorflagd;
time_t timestamp;
long syscall;
long ermo;
char port;
long pid:
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