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ABSTRACT

DESIGNIN AND OPERATION OF DIGITAL EVIDENCE MANAGEMENT
SYSTEM APPLYING COMPUTER FORENSICS AND ELECTRONIC
CERTIFICATION

Digital evidence will be used as a term, which means the electronic form of
information which is necessary to confirm or prove the factum of all kinds of
behaviors committed through the devices which have data processing ability
including computer.

It is expected that there will be the increase of legal conflicts surrounding
electronic commerce activities as well as the increase of cyber crimes, as the
number of Internet users are getting bigger. In order to solve the problems of
conflicts derived from electronic commerce, the factum of electronic commerce
activities must be confirmed. In order to confirm the factum of electronic
commerce activities, the evidence is prerequisite.  Almost all evidences relating to
the electronic commerce activities exist in digital form.

For the reason that the digital evidence can be easily damaged and changed,
special management is required to collect, analyze, and preserve the digital evidence.
In order to meet this requirement, this study proposes a basic model of digital
evidence management system applying computer forensics and electronic

authentication.
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