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Abstract

In this paper, we have illustrated implementations and there results of network attacks and
detections. We consider two attacks, smurf attack and network mapping attack, which are one of
the typical intrusions using the ICMP. The NFR™ is used to capture all of our interesting packets
within the network traffic. We implement the smurf and network mapping attacks with the UNIX
raw socket, and build the NFR’s backend for it's detection. The N-Code programming is used to
build the backend. The implementing results show the possibility of preventing illegal intruding to
network systems.
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e AgEE T2ESH o 273 B4 [P ¥, TCP ¥4, UDP ¥4, ICMP ¥4, SMTP

7, ping-of-death &7, W =oj(back-door)®} kA& ©| 4% Loki ¥4 Fol deH, 44 F4E
Fgsly] Bo] YENAY £§ FT2ET HH AGHE ol A3 AHEHE network
mapping® ICMP 53¢ & FejojrHggl £ =Mt o] % network mapping® smurf 34 &
4T ez g

Network mapping 2 gdwtze=s FAA7 @9 & 4299 broadeast echo requestE U
EgA Ao AL o] 27 the echo replyER AF U I2EEE HUse S0 Ut
o] o, echo reply® BUl2E ZTAEE JF Fo Auold mety FFY dite] E & e Rl
). 249 AHH broadcast echo request?t BE A|2gd] ojdl EAE ofy) A7) AL A% 4
A FA9 AF2A E3) o]4Hh

Smurf 34L& Aula AR 349 # A FHeln FAY wis) 4¥E s HEYI
(intermediary network)®t £2 ZE A2d #d X9 ¥ EFE HFHdE 9L vAA
g 2AAE P 29A(source) F4E B¥ AM2Ye P F22 YFY BIREJXE echo
requestZ  "i7l MEY I BulE Aoz FHE AR Azt XA glo] wEste nioey o
N HENINY oz N2HEL 9% echo requestd] Sgdl-t Adg £¥|3}A &1, FFA=
Ho] A¢ FIHOZ echo repliesol] & 714 Ade 2@g RS ot o] o, smuf FH4L F
A YEYASE I BL broadeast ICMP echo request HAZEC] &L 7|7 W LAshe wa,
network mapping F3& A% 9] broadcast ICMP echo request SjZ1Eo] W3 71 Azt Tt
x4 7HAT 0|8t network mapping® smurf ¥Z¢ L& b9 oY 13 k. aF 194
FAA7 BY broadcast echo requestd]l W& replyEel FFA A A EoteE 739 network
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request)?] AR E Follle AL2 7hesith

22 34 =299 1y

Network mapping 2 smurf 33-& UNIX AolA C ¢dol& AMEsta] Tt 58], smurf
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(description) 4, # 7 (configuration) 3+, He{(filter)9} record N-Code 4 %5 3719 #d=2 74
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B dToA &8 backendd o]&-2 icmp_csc®E HWEEYon o] backendE TAE MY
%9, @74 59, Age 39de o]&L Z7 jemp cscdesc® icmp_csecfg D icmp_csenfr 3HY
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of 81, & backendolA= F 714 7]15W4] F d2EWAS A9t P 399 icmp_cscnfr
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3 Hu dggvh o] "e HYoAM= icmp_csc backend7t 71E& siFe] IP o] TYPE ¥=
7t 12 ICMP #Z FolA ICMP #Ae TYPEe] O(F& 8olm CODE ¥=7} 090 echo
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m 49 2 2%
31 4% 87
2 el FHE ICMP 34 2 §X9 4¥& 10Base- T4 9 Fast Ethernet 242} F4

Fog AZY A qo T2E YA FYHUY. HY AHEE TLESS FFL E 1% 0L

E 1 4% 52E 83

2 22 33 32E EE $2E ¥4 E2E
o) 9 ice.dyu.ackr netlab.dywackr netopiadyu.ackr
IP 4 192.1685.24 192.1685.171 192.168.5.37
SH4E Sun Sparc Station 5| Pentium PC Sun Sparc Ultra 1
05 Sun Solaris 25.1 Excel Linux 6.2 Sun Solaris 2.6
F/2z 71934 | 32M / 1.05GB 64M / 10GB 128M / 2.16GB

32 A9 27 ¢ 24

ICMP 32¢ 78% 22399 icmp_attack &2 2719] echo request WA A& 192.1685* UE
gjaxe BREHAE FA8 @5 2ee a7 29 2o o] 9, 33 I2E jce] 4A IP Fi
2l 192.1685.24% 192.1685.171(netlab) 2 91733+t

29 2 34 Z2a9e 43 4

B2 EAEQ netopiaolA] 28Y NFR 49 icmp_csc backend® HEH % ICMP HAE F
BREH2E F42 249 echo request HAE A& Ao a8 37 gk 29 29 33 =
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23]  Jl9] BREFAE echo request A
g 5 A5E HAET

Agstden] A9 HHo] backendo] o3 &

, @2 B gy e
i-bin/llstquery Jusername=%SDUaBpassward=S T%5C %5 &query __'j s %}EE‘”

Tire Saurce 1P Destination IP

Yed Npv 1 20:36:23 2000 192.168.5,17 192,168.6.255

¥ed Nov 1 20:36:23 2000 192.168.5.17

-

[CNP Type ICHP Code ICMP Description
g
192.168,5.255

0 echo request
B 0 echo request

Y 3 HEDJ2E 42 943 ICMP 39 =2z
oy ¥ FAY FFE gotuy] 98 HEolLE RE ICMP echo reply HHES

sl Bttt Y 4 TZHY AFAZ 1921685+ UEHA o £8 ZAEEH 9 A
echo replyE$ HoFH 17709 S2EE2HE 247 2719 echo reply’t $9Ho| EF 34719
echo reply #ZE°] X HASE HoFEr)
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CORD BEE 2N BARA S5

ez o RN BaY e
Z 20 [ hitn://192.168.5.37:2001/cgi-bin/list.query fusername=%DUaspass wo
Time Source IP DestInation I|P  ICMP Type |ICNP Code ICNP Description E
Wed Nov 1 20:36:23 2000 192.168.5.24 192,168.5.171 0 0 echo reply
¥od Nov 1 20:36:23 2000 192.168,5.37 192.168.5.1T1 D 0 echo reply #
Wed Mov | 20:36:23 2000 192.168.5.35 1g2.168.5.11 0 0 echo reply
¥ed Nov 1 20:36:23 2000 182.168.5.40 182,168,6.17 0 0 echo reply *
¥ed Nov | 20:36:23 2000 192.168,5.3! 182,168.5.171 g 0 echo reply ’
Bed Hov 1 20:36:23 2000 192.168.5.220  192.168.5.17 a D echo reply %
Wed Noy 1 20:36:23 2000 192.168,5.22 192.168.5.171 o] 0 echo reply
¥ad Nov 1 20:35:23 2000 192.168.5.67 192.168.5.171 0 D achy reply 5
¥ed Nov 1 20:36:23 2000 192.168,5.50 192.168.6.1T1 1] 0 eche reply ]
¥ed Nov 1 20:36:23 2000 192.168,5.1 192.168.5.174 D 0 echp reply =
¥ed Nov 1 20:36:23 2000 192.168.5.42 192.168.5.171 g 0 echo reply
Wed Mov 1 20:36:23 2000 192.168.6.174  192.168.6.1T 0 0 scho reply ]
¥ed Nov 1 20:36:23 2000 192.168.5.239 192.168.5.17 0 0 echa reply *
¥ed Hov 1 20:36:23 2000 192.168.5.24 182.188.5.171 0 0 echg reply
Yed Nov 1 20:36:23 2000 192.168.5.37 182,168.5.1M §] 0 echo reply *
¥ed Nov 1 20:36:23 2000 192.168.5.174 192,168.5.17 0 0 echo reply
¥ed Nov 1 20:36:23 2000 182.168.5.35 182.168.5. 174 0 0 echo reply ¥
¥ed Nov 1 20:36:23 2000 192.168.5.40 192.168.5. 17 4] 0 acho reply
¥ed Nov 1 20:36:23 2000 192.168.5.220 182.168.5.171 0 0 echo reply #
¥ed Nov 1 20:36:23 2000 192.168.5.67 192,168.5.171 a O echo reply 3
Wed Nov 1 20:36:23 2000 192.168.5.22 192.168.5,17 i} 0 echa reply %
Wed Hov 1 20:36:23 2000 192,168.5.31 192.168.5.17 o 0O echo reply
Bed Nov 1 20:85:23 2000 192.168.5.239 182,168.5.17 0 0 acho reply
Ped Nov 1 20:35:23 2000 192.168.5.50 {92.168.5.171 o] 0 echo reply
Wed Noy 1 20:26:23 2000 192.166.5.7 192,168.5.171 o 0 echo reply ;1
Wed Noy 1 20:35:23 2000 182.168.5.13 192.168.5.17 1] 0 echo reply
Wed Nov 1 20:35:23 2000 182.168.5.14 192:168.5.1M a 0 echo reply
¥ed Nov | 20:35:23 2000 192.168.5.1 192.168.6.171 [ 0 echo reply *
Wed Nov 1 20:36:23 2000 192.168.5.42 182.168.5. 11 il 0 echo reply
¥ed Nov 1 20:35:23 2000 192.168.5.8 192.168.5.17 0 0 echo renly ¢
¥ed Noy 1 20:35:23 2000 192.168.5.7 192,168.,5.171 o 0 echo reply
Wed Nov 1 20:36:23 2000 192.168.5.19 $92.168.5.11 1] 0 echo teply i)
Wed Nov 1 20:36:23 2000 192.168.5.14 192.168.5.171 0 0 echo reply )
¥ed Nov 1 20:36:23 2000 192,168,5:8 182.168.5.171 D 0 echo reply “
Wed Mov 1 20:38:01 2000 100.200,100.200 192.168.5.24 0 0 scho reply ;
o
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retwork mapping 2 smurf ¥7# o|& #A 3 IDSE THA HYTh BERES
}5d  ICMPY echo requests S ¥ HEHAN] @& 3AEER 5oF echo reply
41 o2 NFRAAM 25 A€ 4 itk N-CodeE AMg3to| 2% backend
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