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Implementation of Stable Optical Information Security System
using Interference Hologram and Photorefractive Material

Cheol Su Kim"
*School of Computer and Electronic Engineering, Kyongju University

Abstract

In this paper, A simple image hologram encryption and decryption technique based on
the principle of interference are proposed. The technique using the photorefractive
material for getting a stable interference pattern is also proposed. And combine these
two techniques, I would like to implement a stable optical information security system.

In the encrypting process, I would generate binary phase hologram which can
reconstruct original image perfectly, and regard this hologram as original image to be
encrypted image. And then the hologram is encrypted as randomly generated binary
phase image. Reference image is also generated from the encrypted image by applying
interference rule.

In the decrypting process, 1 can get a interference intensity by interfering the
reference image and the encrypted image in the interferometer. and transform
inferference intensity information into phase information. I recover original image by
inverse Fourier transforming the phase information. In this process, the intensity
information generated by interference of two images is very sensitive to external
vibrations. So, 1 would like to get a stable interference using the characteristic of
SPPCM(self pumped phase conjugate mirror) in photorefractive materials, especially
BaTiOs.
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R1, R2 : Phase Mask
P2 : Encrypted Image
L1, L2 : Fourier Lens
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Pl : Encrypted Image
Rl : Key Card
P2 : Decrypted Image
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Fourier transform
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HAAEH AEHoAE B d& 2239 AR gg g5d g4 9 9% s )
FINE ol gstd AANZ Hoz HFAT £ Ut BT F BEg Aae ZAHRE
2% 99} ot LCDI# LCD2E A #HHTE 7Hx= 458 2 718 948 2887 o
# AEHUAD, F G4 TAHAIE JETVIY BSISE BS2AoldA detEd, F99
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He-Ne CCD camera
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LCD2 BS1 Bs2
L : lens M : mirror
BS1 : beam splitter ( 50 : 50 ) BS2 : beam splitter ( 65 : 35 )
NDF : neutral density filter PC : personal computer
LCDI : reference image LCD2 : Encrypted image

<Z¥ 9> AgY FAE K55 A2y

(a) (b) (c)

<Z¥ 10> SPPCME o] &8 AFRS A Aol A g4
(@ Aol §1& o4 (b) AFol E4E 9 (c) SPPCME ol &N & A7 94

- 74 ~



29 10b)E o 100Hz A5 WEE FAE FAL o Yehtbe FAFYE dehy,
()& BaTiO3el YAM® % SPPCMel 4ol ofs) wiAld A58 Jehdth ¥ 278
s Y FEo EASE BFNN FFAWAY BaTiO3E o §Fo2H AR H VA
PUE 42 & ULS T £ A ol o] P HYAVE A HPWEIE F4
4 4¥oz MaHm, Azd da GFee] wggozs U I4L BAY & Aok A
FY Agdo| 4 ¥4 Bad 94e 29 1 2

(a) o] g4 B4 (b) Bt= F49 B4
<29 11> Busgd 94

29 1A Aol 94 o] dxo] Yeu: Ae 94 T2ade Fust ojhoez
TAH A7] dEeld, tdF A4 FAE2 F2aPe HAsn, ¢xgedd a1 g8
99 57 2lo] 29 UYES YA 8T 5 gon, ¢ BT AHAY £ Ak 1Y
o Ao FASA Hd T2ade MAsEY Be Aol 2051 HA¥How 9
e BAT + Ae AGAzrlY AFe] oy AP FAHAVE A RE FE Y2
B, 02 U8 4940 BH8E FEs Fold & vt

V. Z2 &

2 =EdAe 4 dFE o8 1EE ¥ E2aP 458 4 B5g v
Z24viAe SPPCMEA S o4& 4 FH9 dAg wg Adsdz, oEL 283
AT F FHES A2dg TEHAT. ALY d5sAHL A A4 ARE g5
Rol oty dA 4 FAe &4l AT F JYE o)A A E2aYE A%z, o
€ 5y dHez AFser, A" E2ad9 GagE s dgsiA w4z
ol A BEE VIFEIF2E 3, TAFAN 2A% 223 FRE Hss Ak

Hxaade g4sstd 445 719483 24E S8 A7 BHE A3, olF
Al LCDE ol-g3te] 9i4dug 7HAE o] A% E23% JEE HEAYF F, g5 g
Foz2x 4 gBE F& F ANeH, IAFY 54 F49 AT 478 UPsdE @
Me F24d ofZE < BaTIO39 SPPCM £AE oj&FozA AFd HFHE 4& £
AUk, Add UL 45 # H5g HHYo| peksty, ¢EstE FEIF f4NE A
22 §de2 & ¢ glon, CCD7MHE G o8 B & = & Bdollst T 9
Yozt 7t glol BEESE R e o] #ofd $88 £ g Aok

0
B

- 75 -



[FoEF]

(1] P. Refregier and B. Javidi, “Optical image encryption based on input plane and
Fourier plane random encoding,” Optics Letters, vol. 32, no. 7, pp. 767- 769, 1995
[2] B. Javidi and J. L. Honer, “Optical pattern recognition for validation and security
verification” , Optical Engineering, vol.33, no. 6, pp. 1752- 1756, 1994

[38] 4&7], AdH, HL&s, “EZ20uy 4 d5st € damgd 9", g#IRAFEGFY =
=2 A 338 125, pp. 97-103, 1996

[4] J. W. Han, C. S. Park, D. H. Ryy, and E. S. Kim, “Optical image encryption based
on XOR operations,” Optical Engineering, vol 38, no 1, pp. 47-54, 1999

[6] L. G. Neto, “Implementation of image encryption using the phase-contrast techniqu
e,” Proceedings of SPIE, vol. 3386, pp. 284-290, 1998

[6] J. W. Goodman, Introduction to Fourier Optics, Chapter 8, McGraw-Hill, New York,
2nd Ed., 1996

[71 C. S. Kim, D. H. Kim, J. W. Kim, ]. K. Bae, and S. J. Kim, “Real time optical
image generation using phase grating with simulated annealing algorithm,” Journal of
IEEK, vol. 32-A, pp. 149-155, June, 1995

[8] E. Hect, Optics, Chapter 9, Addison-wesely, Reading, Mass., 3rd ED., 1997

- 76 ~



