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Abstract  SNMPv3 provides the security services such as authentication and privacy of messages as well
as a new flexible and extensible administration framework. Therefore, with the security services enabled
by SNMPv3, network managers can monitor and control the operation of network components more
secure way than before. But, due to the user-centric security management and the deficiency of policy-
based security management facility, SNMPv3 might be inadequate network management solution for
large-scaled networks. In this paper, we review the problems of the SNMPv3 security services, and
propose a Role-based Security Management Model(RSM), which greatly reduces the complexity of
permission management by specifying and enforcing a security management policy for entire network.
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rsmUserToRoleTable

Object Type Access

rsmUserName SampAdminString read-create

rsmRoleName SnmpAdminString read-create

rsmRoleHierarchyTable

Object Type Access

rsmJuniorRoleName SnmpAdminString read-create

rsmSeniorRoleName SnmpAdminString read-create

rsmRoleAccessTable

Object Type

Access

rsmRoleName

SnmpAdminString  not-accessible

rsmAccessContextPrefix ~ SnmpAdminString  not-accessible
rsmAccessSecurityModel ~ SnmpSecurityModel not-accessible
rsmAccessContextMatch ~ INTEGER read-create

rsmAccessReadViewName SnmpAdminString  read-create
rsmAccessWriteViewName SnmpAdminString read-create
rsmAccessNotify ViewName SnmpAdminString  read-create

rsmAccessStorageType StorageType read-create
rsmRoleToEngineTable rsmAccessStatus RowStatus read-create
Object Type Access
rsmRoleName SnmpAdminString read-create
rsmEnginelD SnmpEnginelD read-create
rsmRoleType INTEGER read-create
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Algorithm IsAccessAllowedInRSM
Input

role: SnmpAdminString

context: SnmpAdminString

model: SnmpSecurityModel

level: SnmpSecurityLevel

op: ‘READ’, “WRITE’, ‘NOTIFY’

oid: OBJECT IDENTIFIER
Output

TRUE: access allowed

FALSE: access denied
Begin

for each role r in role_list do

return TRUE;
done
else
return TRUE;
endif;
return FALSE;

End

if (IsAccessAllowed(role, model, level, context, op, oid) == FALSE) then
role_list « GetJuniorRoles(role);

if (IsAccessAllowed(r, model, level, context, op, oid) == TRUE) then
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