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 Preliminary for digital broadea

+ CIXE HE X 25 9 #HelE S ZZNE QA HFS

w 21EIE Alg J]£(ISBN, URJ, URN, DOL...)
» HEIE SUS METE B0 (similar to barcode)

» MEHAIOIEf JIs(INDECS, XrML, ODRL...)
»2EE EY P, HEA 2, & AE 220 S S A A

» IPMP 2 & J=(CAS, TALISMAN, OKAPI1, OPIMA, ¢IDf,

TV-Anytime, MPEG 4/7/21...)
» A J|ZW NIEHHIOIHE J]1& S22 JIBRE
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- “MPEG-21 2 ElDICI0f EE{!‘@J N

|7 Elements in Framework l

Introduciion to
MPEG-21 Multimedia Framework | Digital Item Declaration l Proposals and Recommendation
of MPEG-21

Content Representation I

Problem Statement

Solution Statement
Vision and Goals i
IPMP (not technical)

[ Terminals and Networks ‘1

Event Reporting

[ 1dentification and Description |

[ Management and Usage ] Gencl;;ll .
recommendations

il
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CIXIE 2EX S8 96 R4 J|2

O &= MO (Access Control)
¥ Protection-by Authentication

a Al2 Ao (Usage Control)
» Protection by Scrambling/Encryption

o W2 A (Content Control)
¥ Protection by Watermarking

ST e TR
== E'TRI Proprietary RAgiR)EEA BZ0HEID 240 ZAHE

* LIZ H O (Content Control, ex. watermark)& “last line of defense”.

5.
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+ 8= H o (Access Control)

> AQPS KK Y ASXS HEZ0 (et BES o= g
2 01 J42 012510 B2 WOl > WEA 95 271
B oI BR OXNE HHE0 2900 MOE WO oS
US| A AL XL Ol S OZ BT DT & AL oIS

Hiolat ot ENsE.

I"U [UE A

< Access Control : A2 ASHY = A AFKey)ol ookt & >

% ETRI Proprislaty PHAEINEATL WE IEIN“‘%‘—‘?— SYINEUTY 13

+ AFEZ HI(Usage Control)
> HUBK RS ABTE HEX0) (E ASE e vy
= OIEYIOA Ol OBHE BHOE 2535 I (Key)Lt CIXE -
AN S22 01280 HE=2 AE 89 (Play, BAF 5)8| =&
CHAEORE HAL IR 2 HE =S Al fEd
2= #AE A OB,

AR P UMK EHE : Bad acceptability, no standard
agreement, etc.
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Example of Usage Contml in Broadcastmg

10,

e

|RGB Out
‘| Andio out

RF in o TR = LT MPEG
Decoder

—

- | Demultiplexer |

PR W R

Remote

A
5e bled Descrambled Cammon
2 TOINON.
Control J Transpurt Streamn | | Transport Streama Interface

1

PR PR

Descrambler

| Microprocesgor

= ETRI Propristary « BZ0I0HETE SEIH2E 15

E.l X €

m L2 Xl (Content Control)
@ U= YU SUE FeE NN 89 Y SER0 =SS

Qr- e
== =1

NAHOZ AXHK o= HBA BES A= T O &
230 BB 20T AQWE T 4+ US.
T 9 e R

Hol ZH0 aror LHI10F HEal Hal 3.

HEOD = Fu

/ Embedding) ——
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Encryption vs. atermarkin .

i

Transmission
/ Distribution

& ETRI Froprictary PHEEIIENTL BROCIHDY SHISERY 17

SIS WS MO(HE0R) JIE Ny

D220l @A J|E5Y 2EE S8 YHoR

= HSHON, R0 % ALS Hol2 2&

ra

P SHERE L (CCI : Copy Control Information)= YEMIZ A S
SUEIDIE HE: Al 8 0|4 SAIHASH ASS2 Playdt H=H 6t
HLUF E= AUsH0] S AR ANHES=E Scrambling 2150 HE ) &
= Never Copy, one copy = No more copy, copy free

!Play e AIZEREE AHNAZ U5 ot0] HE2=2 W30 Check
= -

LKD) H2(Fragile) AEIDIAES 0188 CINE ABZO WS SHE
Ol BIF 09| By
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‘Overview Technology(DOT) E

+ CIXE S3UAM XNE WAS Solol ), n&sl)) et UAE A
Bl =0 CHet H2 AT

# International DOI Forum(IDF)0| =2

AETH0 CHE HEHIOIH = 8% 2+

R
+ DOI 4
> Prefix . [EEJ)I2HES]. [DOI SEX B 5
w Suffix : AHE FEO| AUSB, HY SEINR UEOIE AlHA AL
HE )
10.1002/[1ISBN]J0-471-580381
! prefix ! suffix
—‘%’—t"".:t%)lééﬂ—_r‘i HUE0OHATEe ST 20
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Overvww Technology(DOI)

TR AR

4 DOI 74
> Enumeration
w AIEHS
>» Description
» DOIE= HIEFHIOIE description @ 2 <INDECS> B YA IE M B[}
" Resolution
» Handle system2 2 DOIE BHEI A M=l dawd} Us RE LHS

SOV
& ETRI Propr ietary SHELIEHI A BEOCHRT 23507 21

S2 FAl 5HI] fst Ao
“ Xerox Palo Alto Research Center(PARC)0fl 213}

El

+ XrML2 CIXIE ﬁﬁﬂxml EHOPO# X*Ell} AHE, ST B0y A
o X

+ XML D|H©S 2 HA O 228t element 2t attribute = top down 24!
o2 FHo

+ ClAIE HEH HA AFEO Cist =

+ AEHEL QSN 22 AR HEs 294F= AHEHOI A A

* 0131 CHE 2012 ZHIE 2t 22 & AIH IOl A HE
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Create View & Play

Author/
Arlist Consumer
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- Overvww Technology(CAS)
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« FE3R20R2 0|20/
> AEEE Dg
» U= AFE descrambling 2E I INCW) 8l0l= 2 = BIEE HEAMH

“» Entitlement control
FIHOE HoteE CWE &0 916t 258610 ECM2Z &g
- Entitlement managemenl
MRS He Y olE
O’“"F'H)JI EMMOE 11
» 2= ADE JIC £= HREHA

0l

[l

2202 agthorization 21 BH2IZ2

0}> JLO_'
Q_I_I
rr

-

WIS Sot £AAUH BE

ok

i s 0 Y

2 ETRI Prepticlary FaP S = A4 BE0C0HTe SEIAATE 24

366




1 Sender Receiver

1

led !

:Source....._> Scrambler ngllll‘;l:: - Descrambler —®  Source !
1 A A :
S g s

CW_p W
L T Uy g Al
I A 4 :
£ (CW
: Encryptor EalCW) Decryptor :
! 4 4 i
V- —ag g~ ------~--------1- a7
e e e e
v
Ep(Ak)

i : Scramble

itEC

CW: Control Word
Ak: Authorization Key

Dk: Distribution Key EM
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‘Overvww Technology(TALISMAN)

+ ‘Tracing Authors’ rights by Labeling Image Services and Monitoring
Access Networks’

* ACTS programme 0| 2|8t 19953 9 0l Al &SI 34

& S8 GE OXE 4S5 MUATSEHHN HEHE BS
HUEE HBotI A&

+ CXE o HEEZ0 HE U280 AAA HAHAAY S
SHE 20| fIE

i

4 Common Functional Model
> MM RSN 2eSE &P Aactor) & HAUSS I |52 2L
4 3JMA 2SS HZHLIS0| CIAerE
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‘Overview Technology(TALISMAN)

+ Labelling
= integrity: C1X| € HE 0 S8€HAQ BEQ dHGE=XE SR
(hash or feature extraction)

4 Watermarking
> HEA FH20 et EHS 3
> 64bitsS] BEHE &

+ Monitoring

> oA AHOIDZE ALS6H0 0185 0 U HEU=E NSERE &
&
=|
e o
2 ETRI Props ietary SHYRTNGU TS FAOOATL SIS 8T 27

| 'OverVIeW Technolpgy(’KAPI) =

PRy

+ OKAPI (Open Kernel for Access to Protected Interoperable services)
+ S YOI 20 A M <= &l(conditional aceess)2 FISH S 2

AUs SEHAA DI=EE Y
+ HEUIXE 253 o= sessionkeyE =70t |8 QrEEt I 2
1L

4 Trusted Third Parties(TTPs), 2 0tE Jt=, public-key & & 3t 2 S 0fl
Jlgt

4 HHE A0l 21 Z AlAE 2 2 SPKI(Simple Public Key
Infrastructure)E Al
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Overview ‘Technology(OKAPI) e

SRR T

4 OKAPIA[LIEISL

RA (Registration Authority) : ACUE Usen)Hl A 22

ACU (decess Control Unit, or Smart Card) - BEIOICIO A&, A 2 X
CA (Certification Authority) - ACU R &, 8 X, 2l

TTP (Trusted Third Party) : SPv, CA, UserAtO18] 2t 215

SPv (Service Provider) : ZEICICION MBI A S 2 AL
U (User ) : 2-H| A

"

TP

OKAPL I ES
DzZER
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# ‘Open Platform Initiative for Multimedia Access’
4 IEC &S} ITA program Ol Al JH &

+ CIE HEI= 25 X SHOlA CHarer FEie] HE=1E HBI A
H2E s oUﬂ okl 2l &

> A2 UE S8, ¥Ul L IPMP Al ABZIQ] YUtH0l A5 &5 It
S8 &

» Peer-to-peer & 2 2} peer= OPIMA Virtual Machine(OVM) 2 0 A
Ii—E

# OPIMA A2 &(Credentials)E AIE0tH E & & HE =D}
compartment ZH0f| O+ EGH WEE 4 AT E &
4+ OPIMA Z2EZ2 AIE

» SAC(Secure Authenticated Channel)a Aot 0. IPMP A AEE OVM
CRUZRECSIEE ot B2 ES

PR
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) 0verv1ew Techn’ lgy OPIMA)

4+ OPIMAUZEZES
1. Application0| OVMUHIJ E5 & 2HEH =0l EXSIE=E 2F
2. OVMO| OSHIA 271 Y E52S 4EHGIES 2E
3. 0l & &20 OPIMA SACII &&=
4. L8 IPMP AIAEI0lOVMOl Aldl REEH D 22 S S0

Peer C

o OPIMA
protocol
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, -
Dormain specific transport
o SRR
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‘Overview Technology(cIDf)
4 19993 Content ID ForumOf 28t Al &
+ FED D=8 01860 “HEl= |ID7°E 4 CXE HE = 2l
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> CINE HEZO YEUAUS &N FA
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> IDCMN(ID Center Management number)
» Center No. + work |D + issuing 1D + versian info
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