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= ROM o] 2450 EEPROM & ¢RZT2I3L ¢
o A FRoE AMEIEH<IE 1> A=)

A AvlEFIE 7€9 £EL 7Y dY &
A He A Yste 1A/ S ArlESE] GAS
oA, /Wy API € 7|Wto g oF §489 54 29
& A Yst= MULTOS 2 JVM 7\ute] ArtEFE 7]
<o) HH3l Hojzla ik 7L glgol = 16 BIE
ol4el B} A CPU ¢ g%l Hzelg A
3t UEHIE B3 Mu)x F&E Adss dE
AA 2vlEFE 7] Aol o[Fojd oz

FEd).
AOM
. ‘(Cos)
S ] e
= CLT o BTN
R . }
] N EEPROM |
(Ann“ﬂilbrf!)

<3¥ 1> 354 2avjEs=e) 7z

22 &4 Ve B

2 HoHe AvEsF=9 #AdE I BFE OA
U dA o EE BAHS Ve 5% disiA 3B
g3l A8 Er|Z 3o

1) ISO(International Standards Organization) ¥

AUlEFEE 9% ISO EFOEE <HE >3 e
A Eo] Q). ISO EFoME F2 AvlES=EL] B
3, 4713 EAD #5719 4l WP Z=
EZ B4 Fo] AFTET3,6,7].

<¥ 1> ~vlEFE #A SO ¥F

3 = ' & W &
1SO7816-1 | Physical characteristics
1S07816-2 | Dimensions and location of contacts
1SO7816-3 Electronic signals and transmission
FEY protocols
iy Inter-industry commands for
= 1S07816-4 | .
interchange
g Numbering system and registration
1S07816-5 procedure for application identifiers
1SO7816-6 | Inter-industry data elements
S 18010536 Dose coupling
. | ISO/EC14443 A
A ©
Al Fte= ISONECTS693 Remote coupling

2) PC/SC(Personal Computer/Smart Card) X3

Gemplus 9+ Microsoft 5°] F%o] o] &F3t1
& PC/SC Workgroup & PC EH4oA 2vlEslz g}
BE52179) 435 4 2 #E Ad9 #E 99
¥ % M (Interoperability Specification for ICCs and
Personal Computer Systems)S & 2} 5+1T}3, 6, 7).

3) OCF(Open Card Framework)

IBM & $%9°2 Gemplus, Visa, SUN 53 g &
BlEJIE B¥E 714 BEfd JAEZ o} R
OpenCard AAAY9 OCF ¥ AvlESS 9 =)
E AT Java 7|0 38 THYYIEZ AT
OCF #7stolj Mdate ALy API & ALg3lo
2olESE B2E A2WE ARE F AeH3, 7]

4) OP(Open Platform)

Visa o)A Jjdd OP & 45 §47)% 2nlEsE
AN&Re A A 2 ¢8 84S At op &
F}E B A|(Card specifications)®} EJm]d 3 Al(Terminal
specifications) 522 TAEH glou] Open Platform
FHE FEE AT 2 TANS Ao A3, 7).

5) EMV(Europay, Mastercard, Visa) .7

EMV & Europay, Mastercard 2 Visa ol 3 A%
EFO2A IS07816 BEFEL 7|toz Fgoly A&
A="E A IC Ft=, EHold, §4 T dig 34
g Aostm i3, 6, 7.

6) MULTOS(MULTi-application Operating System)

Mondex o 93 X5 ALE MULTOS = ¥& H
A4 R ©F SEIZ2aUY AHEE A Yste &)
ES=E 2944 otk MULTOS & $8Z23%F 7)
24 Azt zvtEsise HAAGE Aol
MEL(MULTOS Enabling Language)® MULTOS-API &
2| F FHTH 7).

2.3 JavaCard 7%

JavaCard = SUN Microsystems °ll 2JsiA 7jutg
Java 71€€ JIle g dte AvtEJIE Alagold.
JavaCard 9] T2 <I¥ 2>9 oo gubz ol An}
EstEole] XolH e /T Za#o] JVM(Java Virtual
Machine)’doll A4 &2 gtie Rolth3, 4].

| eeproM Java Card Applets B
Java Card AP |
ROM JWM(Java Virtual Machine)
COS(Card Operating System)
| cPU JE}AM | Work Space I

<% 2> JavaCard & F%

JavaCard o 53L& EHF S¥Y, 24 2 44
G T3 T Java o BEAYE RE U2 o)9
w3 drks olrh g Awate] ZHAA Java 7
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Wz A" 5 e AR APIQl JavaCard APL &
Agstn e Fdol Aok §3 LREE sje
9l ZHoA E o JavaCard Al2¥L ©F $8IT2
oW A9, S8 F W] Zubg)(Post-issuance) 7]
5, 1507816 ¥ £ =A EFEHe] T8 AT 59
FHE& 73 doH2, 4, 7]

A URE 2uEFsE £5H AN
JavaCard ¥ #¥ S/W H7IAE AFsn glon o
FAQ HAOZE SUN Microsystems 2} JavaCard

Development Kit & ®|%38}9 Gemplus 2] GemXpresso,
Schlumberger 2] Cyberflex, De La Rue &} GalactlC, Bull &
Odyssey 5-°] Ao}

3. JavaCard Toolkit 2 MA U 38

31 Ma¥ T2

JavaCard Toolkit 2 ©l& o] &3 Al¥|& A€ol 7
ZE <a¥ >3 Zth agdM Be A Zo] A
vl A A FA, AMga Al2" 2 JavaCard AellME 2
7} Servlet, Applet & JavaCard Applet(©]3} Cardlet ©] &}
ol AP JavaCard Toolkit API 7} A|F 3t A
T B Ade B3t ©Aad HAEE HME Fu o

L

Cryptography
Digital Signature

<% 3> JavaCard A|28Q] F2

3.2 Toolkit APIs

JavaCard Toolkit & F ¥ 7<) API 21§22 745
o] eul JavaCard 49 EEPROM o HAi5o
JCRE(JavaCard Runtime Environment)¥oll A %23}
On-Card Framework APl € AF&A AlA®l 1l AH]2
AFA  Ala"o Ao} JRE(Java Runtime
Environment)’doll 4] F 28 Off-Card Toolkit API 7}t
Qom <a¥ 4>= o]E API Q] FEE BAE

<23 4> Toolkit API &) TZ

Ztzko] APLE2 Java #7119 o7]o] LEFd 2

29 Pz AFTHY F2 AP1 % JFL

<E 2>%

<E 3> BYH Yok

<¥ 2> On-Card Framework API(ver 0.9b)

Package Name
com.meard.javacard. framework
Classes Description

APDUULl Application Protocol Utility API
ApplicationKey Application Authentication API
Cardlet JavaCard Applet Framework(3.3 %)
CardString Byte String Utility API
KeyGenerator Secret Key Generator APl
OPObject Terminal Authentication API
OPUil Card Manager Utility API
SecurePIN Personalization AP1
Version Cardlet Version Information API

Exceptions Description
CardStringException Byte String Exception

<X 3> Off-Card Toolkit API(ver 0.9b)

Package Name
com.mcard.javacard. framework
Interfaces Description
Monitor Information Monitor Interface
Clagses Description
ASNUtil ASN.1 API
Base64Encoder Base64 Encoding API
CardChecker Card Insertion Notification API
CardletLoader Secure Cardlet Loader(3.4 %)
CardRemover Card Removal Notification API
FTPListResult File Transfer Protocol Result
FTPTool File Transfer Protocol API
Gauger Progress Gauger API
GaugerStream Gauger Information Writer API
TAAPDUDataSpec Application Key Spec
IAlnitParameterSpec Cardlet Installation Parameter Spec
JarFileEntry JAR(Java ARchive) File Entry API
JarUtil JAR Utility API
KeyStoreTool Certificate & Key Repository API
ManifestFile JAR Manifest File API
MonitorStream Monitor Information Writer API
OCFUtil OpenCard Framework Utility AP{
OPUtil Open Platform Utility AP1
Packagelnstallinfo Cardlet Installation Information API
Packagel.oadInfo Cardlet Loading Information API
SignatureBlock JAR Signature Block AP1
SignatureFile JAR Signature File API
SystemUtil System Utility API
Tracer Progress Tracer AP1
TracerStream Tracer Information Writer API
Exceptions Description
CardletLoaderException CardletLoader Exception
FTPToolException FTP Exception
SignatureBlockException | Signature Block Exception
3.3 Cardlet S~
JavaCard Applet ¢ 7|2 =93 s ATl
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Cardlet € <2¥E  javacard.framework Applet &2 9
MBEHLRA <F 4>9 2L R E AFech

<& 4> Java Cardlet API(ver 0.9b)

OPT_APP_AUTH, OPT_PIN_VAL, OPT_EXT_AUTH,
brte OPT_ALL(ZE &4 MH) OPT_NONE(FA $18)
Wt - Cardlet instance B¢t 43 &4

public

jelnit(byte opt, byte[] instparam, short offset, byte length,

public Version ver, byte[] atr) throws CardRuntimeException
void | > Cardlet instance & 2713} 3 € M w& 3
Het X 44
P l:}:::; jeSelect() > Cardlet ©] select 5= Z$of g
public jeDeselect() > Cardlet ] deselect H&= 2 ¢ +3g
void
public | jcProcess(APDU apdu) throws ISOException
void { > F41¥ APDU(Application Protocol Data Uni)& A &}
public | jcIsPINValidated() > PIN A% o5 g wig
boolean | (OPT_PIN VAL ©] A4 H2) ¢fod 34 true 98
public | jelsKeyValidated() > Applicationkey % 95 & ¥
boolean | (OPT APP AUTH 7} 43 8= 9&2“'4 4 true W

jclsOPAuthenticated() > Terminal /% S 2-E WIg
(OPT_EXP AUTH 7} A SA gdow fz}’z} true HHEH

public
boolean

3.4 CardletLoader £

CardletLoader &2 Myl AFAHY] A o] A
58 Cadlet H71AE HUE F3) Fe2=3o
A& 2F30 JavaCard o] 2= 2 HAE 3§
FE Tookit 9 HH ZFot} <a¥y e
CardletLoader €829 7 #AS BoFc}

FLET
DE,

Cartiet - carth
Pretase Paskage
ARl | AR
Archiving

- ABRNAE davaCarg

Canttot
L

<32%¥ 5> CardletLoader S~ T2 3A

3.5 Toolkit &8 2 1%

ol¥ oM+ JavaCard Tookkit & ©]-&3}od 7}t
A 24 Zh(JavaCard Wallet) —g—%zz:a,g,; e Y49
o A2 B3 ofet Zrh

* PC/0OS
* Java THE
» J}E / BHud

: Pentium III / Windows NT
:JDK 1.2.2 @ JavaCard 2.1
: GemXpresso 211 / Gemplus GCR410

Mg Al2Ele] fiueteA Adx Fsts A
® HAA 3+ Applet & E <t A 'E(Cipher, MACYS %3}
o MR Cardlet 3 415+ JavaCard Wol| &A=

Qoior} A% FAL 9T

T Ud2de viv e T‘ﬂﬂq' 7‘41}5‘]{]’ Cardlet 01] 34
237] f8A ALERE 94 Terminal R Apphcatlon
(Applet)oll & UAFE °]’°]= &9 PIN & {33t
e 2/FAY S %5 Polok ok ohgo T2y
€ AAAZL Cardlet 94 ZEY Fg HEoFA
JavaCard Toolkit 9] Al&-d& HAF3, 5).
m

= (byte)OxFA;
INS_GET BALANCE byte)0x30;

byte)0x31;
= (byte)0x32; Ve

short offset, byte length) {
) jclr\lt(OPT_ALL inlmamm o"sct length, null, null);

public static vold mstall(byte[] instparam, short offset, byte length)
throws ISOExc
new Wullat(lnsfpuram offset, iength);

bli id jcSel
Pubiic veid JeDaserasi( (1

publlc void jcProcass(APDU apdu) throws ISOException {
byte[] apduBuffer = apdu.getBuffer():

switch (APDUULiL, gotCLA(apduBulfnr)) {
case CLA_WA|
switch (APDUUhI q-dNS&pduBuﬂo
case INS_GET_BA
case INS_DEBIT: doDaebit(a)

)agBalanca(lpdu&
case INS_CREDIT. pau):

break;

break doCrodlt(updu)
eak;

IsOExcoptjon.throwl(lSO7B1 6.SW_INS_NOT_SUPPORTED);

reak;
default: ISOException.throwlt(ISO7816. SW_CLA_NOT_SUPPORTED);
}
pnvata void doGetBatance(APDU apdu) throws ISOException {
(OPUtil.isBlocked())
ISOExeepnon throwl{1ISO7816.SW_COMMAND_NOT_ALLOWED);

) APDUUtLsandShort{apdu, (short)5, balance);

private void doDebit(APDU apdu) throws ISOE xception {
if
lSOExcepuon throwlt(1ISO7816.SW_COMMAND_NOT_ALL!

clsKe ll.l ElsOPAuthenhcutod())
stExooptlon mrowltilSO?&B SW_SE| ITY_STATUS_NOT_SATIS

& PUL.. LsBlockod())
WED);

FIED);

/! dabit routine here ...

private void doCredit(APOU apdu) throws ISOException {
i &OPUﬁl.isBIocked())
ISOException.throwl(ISO7816.SW_COMMAND_NOT_ALLOWED),

4. @8

B =RAME AT JavaCard $8A| A8 Aub
£ AT Tookit & HA 2 FH diste &=3gnt
7“%‘% JavaCard Toolkit 2 ARG AHE A B 2
2 HAAgE, PKIUEA 2 7] #9), AR7bA A8
T e AR 71% %"-01:011 28] stEslet g3
£ Cryptoki(PKCS #11) & ¢ 2§ o H*P%%i =
A P&HE Java RMI =& JINI Technology 9o AF S
3223 Toolkit API E 7H3t A &olr}
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