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Abstract

As the growth of internet and the diffusion of wide
multimedia applications are increased, the ownership
verification and authentication in communication channel
for a digital image become more important. For these
purpose there are many watermarking scheme available for
image, video stream and audio data.

In this paper we studied on techniques for integrity
and authentication of digital images and proposed new
watermarking algorithm. The proposed algorithm is
implemented in C language on IBM-PC and the test results

are shown.

1. Introduction

The increasing availability of digital information
and the development of new multimedia broadcasting
services has recently motivated research on copyright
protection and authentication schemes for these services.
Digital media offers several distinct advantages over
analog media; easier edition and content modification,
faster and more reliable transmission over networked
information systems. In spite of these advantages many

associated with copyright protection and
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problems
authentication are increase

Watermarking methods are classified robust

watermarking and  fragile  watermarking.  Robust

watermarks are designed to be detected even after attempts
are made to remove watermark while fragile watermarks
are capable of detecting minute changes of the

watermarked content.%78]

In this paper we proposed a new technique for
integrity and authentication of digital images. In this
proposed algorithm we used by MDS5 hash function and
symmetric key encryption algorithm and the secret key is
used as an input of the MDS5 hash function for generating
hash output code. Then we decided the position of
embedding watermark and the bit position in that pixel by
using the information of the hash output code.

The proposed algorithm has the advantage of
difficulty to find positions of inserted watermarks, and
keep the similar watermarked image quality with Wong’s

research.
2. Hash function

Traditionally authentication of digital information is
performed using the digital signature principle. Digital
signatures make use of one-way functions. In order to
assure integrity a hash function is applied to the
information bit-stream and the result of the hash function is
ciphered. A hash function accept a variable-size message
M as an input and produces a fixed-size hash code H(M),
sometimes called a message digest as output and even a
single bit in the original message produces a quite different
hash output. So authentication based on hash functions is a
powerful tool.

A hash function H must have the following
properties.[*}

1. H can be applied to a block of data of any size.
2. H produces a fixed-length output.
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(9]

H(M) is relatively easy to compute for any given M.

4. For any given code H, it is computationally infeasible
to find M such that /(M) = H.

5. It is computationally infeasible to find any pair (M1,

M2) such that H(M1) = H(M2)

The MDS5 hash function is very popular in ciphering.
This algorithm takes a message of arbitrary length as an
input and produces a 128-bit message digest as an output.

The encryption process consists of an algorithm and a
key. The algorithm produces a different output depending
on the specific key being used at the time. In the symmetric
encrypt system the ciphertext can be transformed back to
the original plaintext by using a decryption algorithm and
the same key that was used for encryption. Fig. 1 illustrates

the encryption process. [9.10,11}
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Fig. 1. Model of symmetric encryption

3. Proposed algorithm.

In this paper we proposed a new technique for
improving the Wong’s algorithm. I'Wong insert watermark
image into LSBs of all original image pixels. This method
has two drawbacks, image distortion and known positions
of watermarked image by a third party. So we conceal the
embedded positions in watermarked image. The procedure
of the proposed algorithm is shown in the following

sections.

3.1 Embedding process.
1. The generation of hash output code
Secret key is used as an input of the MDS5 hash
function. And the result of hash function is a 128-bit
code(H2), which will be used in

hash output

calculation of embedding position of watermark.

Fig. 2 shows the procedure of the message digest

generation.
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Fig. 2. The generation of hash output code.

Decision of embedding positions.

A 128-bit hash output code is divided into N-bits
blocks and M-bits blocks respectively. Pixels for
inserting watermarks in original image are decided by
multiplying M by N. (M is 4 bit in this paper.) In the
selected pixel of the original image, we select a bit

position to insert of watermark.

Decision of bit position.

The bit position in the selected pixels for inserting
watermark is decided by a value of a N-bit(2 bits in
this paper).

And selected bit positions in the original image are
initialized to “0”. The initialized image is used as the

input of MDS3 hash function to generate H!.

Generation of watermark

The XOR operation between HI and secret key
generates H3. H3 is used to generate watermark(H4)
encryption shows the

using algorithm. Fig. 3

watermark generation process.
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Fig. 3. Watermark generation process

Fig. 4 shows whole process for embedding the

watermarks.
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Fig. 4. Watermark embedding process.

3.2 Retrieval process.

I

The retrieval is processed in reverse order of
embedding process.

Secret key is used as an input of the MD5 hash
function. And the result of hash function is a 128-bit
hash output code(H?2).

A 128-bit hash output code is divided into N-bits
blocks and M-bits blocks respectively. Pixels of
inserted watermarks are decided by multiplying M by
N and the bit position in that pixel is retrieved by a N-
bit value of H2. The retrieved positions in the
watermarked image are initialized to “0”.

We extract watermark(H4). And the initialized image
1s used as the input of MDS5 hash function to generate
HI.

Extracted watermark is decrypted by secret key. The

result of decryption is H3. The result of the XOR
operation between H1 and H3 should be secret key.
5. The secret key and the detected secret key are

compared. If they are equal, then authentication is a

Secret key

success. Fig. 5 shows this process.
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Fig. 5. Detection of secret key.

4. Experimental results

In this paper we use 256x256 Lena image of fig. 8 as
an original image. Followings are the parameters and
results we took :

- secret key ;

ladd3 285679 {3 ee dd 38 7a ad de 29 18 80

- Hash value of the secret key ;

92 3efdc4 d8 1 €9 da 52 8e 25 75 f4 df 6e 41

- Valuesof Mand N ;

M=4
N=2

- Embedding positions ;

Fig. 6. Embedding positions

- Watermark ;

le 4 159 3¢ 42 8d 57 22 66 95 96 8d 3b 32 cf
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- Watermarked image ;

Fig. 7. Watermarked image.

- PSNR of watermarked image : 49.95dB

e

Fig. 8. 256x256 Lena.(original)

The PSNR of watermarked image using proposed
algorithm is 49.95dB and Wong’s algorithm is 51.13dB.
Image distortion of the proposed algorithm is similar to
Wong’s algorithm. Wong insert watermark into L.SBs of all
original image pixels, so embedding positions are revealed
but in this proposed algorithm, embedding positions can

not be found without secret key.
5. Conclusion

In this paper we described new technique of spatial
domain watermarking using MDS5 hash function and secret
key encryption algorithm for integrity and authentication.

The proposed algorithm has the advantage to hide

embedded positions of the watermark image from illegal
third party. For the further research, we consider that our
method can be used together with other robust methods for
copyright protection. Thus it will be improve the

effectiveness and robustness of our proposed method.
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