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A Study on Network detection technique using Human Immune System
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This paper reviews and assesses the analogy befween the human immune system and network intrusion detection systems. The
promising results from a growing number of proposed computer immune models for intrusion defection motivate this work. The paper
begins by briefly introducing existing intrusion defection systems (IDS’s). A set of general requirements for network-based IDS's and the
design goals to satisly these requirements are identified by a careful examination of the literature. An overview of the human immune
system is presented and its sakient features that can contribute fo the design of competent network-based IDS's are analysed. The analysis
shows that the coordinated actions of several sophisticated mechanisms of the human immune system satisfy all the identified design
goals. Consequently, the paper concludes that the design of a novel network-based IDS based on the human immune system is promising

for future network-based IDS’s.
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1. A &

A9 ¥4 Al2¥(Intrusion Detection System)2
AFE A2" JYE BR8] A8 A58 A&
ojt}. o]2j% YA 2H] FH ERE A|&H
o - WM HFE Alagd] A PSR @
< AMgolud 28 & gA = Aot Wy
Y 4z 22 A2}BE A7 {AL8A s
W T80l ARSI Jon gFd AIYPol A
AFAY AgHn AH = 22 JSHE F
M 2R HFE FRAEL APoly AFE v
olgla gxd dig IeF AFYH A9 EdEL
Agsta A [@S)6]9]. ©1HY ZLE=FE o
ol AHEL AFH FAHRAER 34 F UL @Y
AAE SE3] <A77 AF FU1E FI3n A
ot.

£ =FdME AR YEYa IA98A =
do] g3 HAFHoz HLsy] 9 A% 4AY
AA9 F9 EAES AMHT 0l UFFHo=
Agssd 1 BEE F1 A4 A @Y A
ZAME AYS HYASL AT & Y= o
7HA9] S5 BT RY2HA ATHR 1
gdod olgjd EAES YEYI Y A A
£3171 98 7FeAold olgdEo] FAEAY B
7bsl 3 o

E =8 92 28 Ygow AR
. 4, g8 AdqME 72 JggAN2"EE
a3 A9z, 3@ dEQa 7y 4
gAA 2" gt 2 FAIGES] Hag i
42NN E 38N AT STAIFEE BFAF)
7] 1% Al 1A NEYA 7N DS A B
EE A% an sHGME A7 WA A4
o A AT 6HAXE A WY AAY

NE JdFe Fred FAFTTIT (03-002)2 L4 g3 FPHYE.
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2% BEAHES BAstn YEHQa /N IYeR
AN2REe A ERES Hagd £ =89 v}
Ae FEAME A4 YEYI @R0Mg o
39 29 /LS 9% PrototypeS Holi o)
Z43 viHo} FAsol & FAERNEH =549 2
€< AAg.

2. YA 2H

I2E #HBgA FRHUY 7|89 AYEA
Al2REo] HZE YEYAE /ver 3= F
F¥E Hol: YT} [7]. BAE 7] AYJEA] A&
AL ZT2EQ dAAZ DHEGNE ZAFFH
(audit trail)S ©]) 23t @Y Z2E JJATE ZA
3t YESA 7l AYEAAAHRL UF ZAE
Eolv JEHIa EYHS AFsHA AAgo=H
dEYA A9 §A 32E FJEL A

Z2E 7§ == JIEYA ke HAYER
Al 2L B339 B (anomaly detection)d} Q.§
®A)(misuse detection)?] F 7}5& BAFR Yo}
(7. BIAZYY Bx HIPL ALLA, A&2", Al
9 24, JEY3I EYI Au)xd OiFg 3AF
Q Z2vds FAHHG I¥W Fo TzUA
21 AZAY BF AhoezRE F2F )43

9(misuse signature)& FAFo =N AYL X FL.

28 B FIYL on L Al2=d P
B AR 7wre F1 A2 28 AZE
e dee A2 Wyt o IAIYPL 24
A7 FAEHAG ZALFA e AEY ey
AE ZALE 8 o] F 7HR] Ve MR e
233 F4E AT Yo g9 AY|AAS
Be A BED o] Wasih (7).

£ =8dAE A% 99 AAIY JYEHa 7
vk AP A" #HE FARLZ A%
A gt} Somayaji etal[9]S HFE WY A|2€d)
43 6% A B E 2850y B3g v}
AL AAET. vz B =2L ARd gE
A3 7% AYJFRAA 229 A 1 JFE FA
of Q3 A HAe] FEHA EHEL A
ot

3. UIEHS 7] JABAN 2R 2] de

HESA 7 IAYEAAIL-EE MAd B
g J15ES odET] g qoA A€ AL @A
o A9 EAHES AHE WAttt Q3 Ay
AA L) 77429 F2% 71T EL g3 2
Robustness: T3 B4 715 7IAE Ao IDSE
o] 33L& UAY uFE AAY Ao HAPS
o ojo} diF FE3 AAF IF &4 75 A
ofgt Fr}{1)[4). IDSY] XA FAL AR 3
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Tl 9@ A29 Avy sad) ke Aotk
gk AQA7E oju] IDS9) EAE ¢n Y9d 2
A& BAF F glov] 137 Hd DSE TAA
7171 9% =¥ L olFd aFvt QA |

Configurability: Zt2}9] ZAEE3} z}2}te] HEH
3 T4 8289 AQH 2 FARE 222 7Y
A BAE 5 dejok A1) vENa 83
AA AN E2EEL M2 o]AFo|). =
2 OJEL YE FZ9 n{T B AL 71X
A 9. AYrt EXEENA 2-9-El(router), BE
(filter), DNS, W38 =& g3 JEYI Muja
2L UEYI 74 22EL 9gFF B QA
Fe 231 Y& F= Y. GG old gF &
YU FEE Aof g}

Extrendibility: MEA) FI15= SAES i3
DSe] A FHE &F37] HojoF @19 T
o M2e ZT2EV} V)& YESQI §H9 7}
HAS v B3 oY N2g Z2EJ OE 2
FAAE HlFoz oA o) TE ¥ FA}
2} S (audit datay8 7}A A €ok. 2L 7129 DS
€ 7oz &1 Q7] fiEd] ol $9% ¥y
o2 ZAdE Ae ADEA] gt
BEOdd Z2EERYEH

Scalability: o 39

BAREE RO} BN A% APy

ANEEE ZFolopt Bl VY IDSY B$
A 3 FAHol A3 Hojgloen Ag9
Aol 49 AFATHI 23, Holg &4
ol 2E AAFAELE B 959 e
DS o2 § AEE v AFdtcd 2L o
0] Atk 4R weF 2E A ARE AG3)
A HoRgy aAL I3 HEYa Ase
F2A N}

Adaptability: H5Ho2 W= VENIIYE
#2571 e $Hez HgHojomt @
[19). AFE Al2d 3L nAHox gon
A, FFA agn A2y #YAEL 34
Al2d §3E& EA7)7] i), vEYas I
4o A AYEL ol#F @AHo] WY uwet

ASHoE W

Global Analysis: VIEH3 YL @A 7] 93A
' HUigde FAE FHFT Fgge ojHEE
Alole] WA AHEIe TR TAEH A
H ARES T8Ao2 ZASoRR ST B
2 JEY3 AYL FF VEYARINA 48 A
FE ARA o)F)A7] Wid B9 Z2EA
T 93 333QA AR QAHE
asyg W gF Z2E4 I HF AFE
FgAcs AT AL, ol8F A7 AL A
A AYQL FdEA sty 9d 3 A== &
gdd.



Efficiency: ZIAIE T Y= ZA2E Al2YH HEYH
A A HA9) FH-3Hoverhead)E F7] A T3
o} %3 (lightweight)= o] oF7t STH1)(5)[9]. © 4 A
A A 2L YEJIAE ZASY] 943 A= F
A, A8 A Y 2A1EAR F€ v oAL A&
Aoz 3og B F53}E FA4 € RAol9 CPU
¢ Voo #38 FAHS FH3A o dHFo=
Al2¥F YEQI 9 AFe] AsdE

AF7A S dFE 2Pyl AdHn Ads
A= ET33, A3 Ad YEHI /P 2
= A9 2TAIEES Y3 BHAA X3
I ATH1L[7).

4. Y EL A 78 AJgeAAdH] A
A4 5%

PN BFE ATANEES EEHOE BEA
717 3kl thgel F5EE YRAN2Y BA
B2 §E€ $ Aok

4.1 ¥At3sk(distribution)

R A 2AA EXE BAY = RAon. 4
¥ dEAI 7Pk IAA/AANEELE 7)€Y F
DS9] &S & FHRAENA AYIY 5¥
2 A9 #A Z2A2EL o4 A=Y F
< gRETe FAEE RoE BAE DSEL %
Zt & THL2EH} FAFHNAY FFHez
gdct. T HENI 7] FYFRA2Ho] £
Abg So] Qo o gge] aTFAIEE BEA
2 Rojoh

Robustness: 24td YESA 7]¥te] DSAA o
g 24 AYEANFAY At AA DSY Felzt
HA gon olyd A AA 'R AP U
oA Hio AHFuE 7hA2th

Configurability: @2 IYBAFTAL & Z2ET
o} kgt QFALEe) tiE 1y flo] BEE &
EE 5= 24 8 7AIEE 2FE o) 75
221=

Extendibility: Th2 SJAANN dA5gT 3= A
2¢ ZT2EX YESIA F/HE F Ao <@
Z2EE olg8td Az IAY B ¥HL #A
E2q 44 A F 3ok o Y #A ¥F
o] EYFoluz J|&d EA3}e TREANA A=
& AY #A o] HAAYIE 7EY FRE
F3% "avt g=s @
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Scalability; ZAIEZ A= 2F I2EJA ZA}
A F73h 2Mo| FAUDE TP FARE
EL 23 3AEEJA g J=z, £3
¥ DSEL 3y FY AHE 7wez ge
DSET} o $48 scalings ¥ S 7}

4.2 A7}Z A 3l (self-organization)

T A BEE A7t g Ao F
Fe 22ZA7F Wel= 7| Fogd FRE A
o $FALoE 2APHE YEHNA /)9 DSt
AsHoR )& FHAAN ¥ JY ANBE 7
8. oY AL HFF B 27AROY
e 39 #A Z=2A2 e AnstE dEYa
BANNE B2A 8 B3 5HS 24 €
o ®keF HESA T QRN L- ] 27}
2A%E FRPIGE AL GEFH 2L T4
FE& WFAL Aotk

Adaptability: )AL YESfA §73 W3d g
A ANEd) st &5 Ao & "avt [
7] W& & A§YES BAET

Global analysis: A JPFAA 2L Fwg A
A% gag F99G. T AL VAV o
4 AYgA FAL o)L F5FLL 5 A
AzAze a7 Wl

4.3 73} (Lightweight)

A WA A4 BEE AZgott AZs
YEYa 71 AYgRA&-RE cPUY Vo9 F
2§ 733} (overhead)E FA Ft} vk UIES)
3 7% DSy BAFIJE G g2 2L a74A}
F& BEAYL Zojoh

Efficiency: IDS9] Z} FASAENA HAge &
e FHgosy F AUL B2FH T2EJAN
FYgng JEHIE A2 dT 4gE TF
Fe=o

5. WY AA AL

golA & A WY AAY 5o UE
N3 76ty AY_AA2-Y 2 &F HAA F
430 A FWEAY =¥ R AR H
o A9 FLF FXNE AT ALY oS
ZAz371= &t [8][10]). o] FEAM e AF
HQ Ro] WA AFsHH T @ AA AL 9y
AAE @71A EJT AA 7]1F9 7sRdgGE A
AFNAY FAFoR Ao TUdH F7F A
TEY F3FEo2 oHIT% M2 & A
49 MEEANA Lo (lymphopeytes, BETE)=
2% AL g3t o)L FoGH FAEL



AAY MEEY AZMNESY AFT 5 AXQ 4
AMNEE TEE = 98 ) 4 dote
@ A(antibody)?t 22 ojv] 43A A= AT 9
Y AEENA 2HFHY JG S Hols Ao=
E43%dY. 997 F8A(recepton)Bt= ER T
71 79E AR ey A9 FEARA
(determinant)® 744317 93 A& Bz BF
gtk 3% YL A9 oju EX(epitope)E ¢
s FA 9 FEAE viId Fo2H AAZI=
Lia=3

Aut= 3A Bcelld Tcell 5 N2 BF
H £, Bcell 49 4] A¥o]1 Tcell2 FYS
Fo|71E 39 Becelld] AFE AAHAY EGFE
g 3= MIoltt Bcelld T-cell 25 FUF
AR TRE 7M1 Utk B-celld T-cellE R
DNA(FA 2} gtojugz)e] AJez XA 42
o] AU ¥F 9493 1A 9 /M Ut

HE 999 FAAEL Y FARZREH o
€ ZAEE 3A E3HY oFE AL FYER
stedg HWE8F 998 FRAAA I 1A 99
A FAAEL W3R ¥2™ Becell FA <]
FE&A7 Fhe] AFHELE ¥IYG & o IS
AESH AH7L JePdt) Bcelld Tcell 24zt
2] F4*(bone marrow)t} & A(thymus)el] A A 4gch
E59 A FEAAN 2R FAA gojryy
E(gene libraries)2 B-cell?} T-celld) G Hd ¥H3-3}
=4 o] B<celld Tcell FEAZE A AE 5
A= AY AR (candidate gene)o Al ¥H3-317] 9
HAY. EEH FELAEL FAA Fojngy
a4 Frpste AERYE AR 2F4E 99
2 A9 44"

oFE A& FAA AWY, e BFE FE

o cig H¥, AAH dWo], FYP2 29F 1
21 099 & AES TS YUY [10).

FEXH=HClonal selection)

Bone Marow Thynus
Gene Library(DNA) Gene Library(DNA)
v ¥

Gene Rearrangement
Base Insertion Gene Reumgamm
Somatic Mitation BmwhyuMy
L Class Switching
Class Switching
v v
Pre-Detectors Pre-Detectors
(maturing B-cells) (maturing T-cells)
v v
Negative Selection Negative Selection
B-Cells T-Cells

B-cell Direct Activation B-cell Indirect Activation

: R

IR o

: (| 2
2 A & A
SRR

<3¥ 1>B-cell#} Tcell?] 4AFF). 34K BAEF)

Z259 FAE fyr] Ao 4B Bcelld T-
celle w2t SAIQ F73 2 ¥ (negative selection)
#A3E FHTS. Bcelld} T-cell 33NN AA
Aoz N2& AX FEAEL I F13 237
Aol A BAPET. 2sjug, aRne A7t AX
JYEZES ¥lQg 7] 9 ez A" 748
Asd AT 7FedE WANDG o) A B
337 8t AFF Bcells} T-cello] F59 U
TE <= ANAZE HQIY Sl & | 2
E2 AA #EHA g3 agqz AAdd. 19
&Sl 59 A5l A Bcelldt T-cello]
AR AE BAEH

3G Bcelldt Tcelle 249 Y72 RE

WZso] 233 A€ AL %Y. B-cellH T-
cell 5 FFoly WS A3 &3z 4 =
€ =23 XA € 39S AX AAE €838
A =9 Beelld A= HAFHo|AY HFeo=
g43d F9ES vklg go=d g2 &
4L AAFTL. Bcell FAY FEA7 AAR
(threshold)?] FHoNA 7T FA(affinity)e 7121
FYe WEZE vRIGE o IRASL FAHPAHA
843371 "o} o FHOE, BeellE Tcelld &
$& HWa2 3} Major-Histocompatibility Complex
(MHC) ¥x19) 843 & "oz g MHC EAE
< Bcelld] 42E F7) A% F 7k 719 7}
A1 Atk A HAE, MHC EAE YA AE
o #UEAES EWAAM Holzx @v) FYE
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9] 2745 wQlg ¥ F ¥WAE, MHC 3=
Bcelle] ¥Hd] vy @& 2AEL A4t T
F3€ A Bcell A9 F4A7 #4449 AfHE
ZE ulQlgd & o, MEHC EAE AE Yo &9
E gao dYES 37 93ty gtk MHC £
A7 23 FPEL FUS 1 Beell®] HHAH ©)
& A$ANND. T<ell®] FEAT Bcell ERAA
MHCEAE AAFEE FARLE TR Y
o} Tcello] Z¥F F9¢ 7FX MHC A ¥t
A9 & o AL MHC A9 AHd3 AFs &
837 3t 58 A¥FH NIZE AEEUH
B-cell?} T-celld] $2F 3}o] S/l 23 B-cell
gho] F4ol AAE o 23 WUAE F7HA1717)
A3ty ¢ FL& BN && /HYE Aok
ojg} o], Bcelle vj$- ThaFdtn MEE T-cells
7HAA "ok Agrr 25471 BASHAAE 5 &
e F4d AXsA "ok A7 AXY g
L g9TE EHEA I9 ol AL AT
o] RAA Hdo] FL£E FHF REY ¢ AFF
olgts A& ¢ F Yo ayE=R, ¥F {FAL 7t
A Bcell 859 HAFHQA FAL T-celldl 92X
grEo|Zg

Tcelld) B27F 94 9178 09 Bcell A4
3} Holxn o]2F B} dAFHLz A B
AE AT BAHE Bcelld ¥E Bcel L
Wol g Fy-uiglyg SA43 & & MHAE A
AEY Aoz YHAY g PHOE uF of
WE Fgo) A A Yol Bcellg EAM}AE 5
Qo 2EL AE3A AADY. 2R, 7)Ed)
EAqse FYLE ez I oA HEHE A
B-cell @A uto] Ao} G Aojtk FU-L A&HQ
g 37 o] X Agd 9o} FAA EA
£ ¥4 Bcell ¥AE A3 Pos AgAS
HFAANNG. Fo] Bcelld {AAZJAFE W 2F
& mFYo] FAF N AL AI}I] A3
7NGAEE AAGG. olTd J/GMEE o889
71&< &¢lo] HNY FYEL ¢ MmEAF HA
wgoz daA) BA7} 7Medtth 221($F)94
E A BAdl o NAgAXEY A& BAFE

o}

W2, 3% A S(anti-antibodies)?) FAAE ¥
AL FAY FE4ASS FAARNED & Aok A
o AARL 97 FFAR sF FANA ¥
3 @ F AEE 9, 53T A NG ¥
fQatold A BAEE vlIEE g F I=E T
o} FYo 9 A3 A I¢S FY Wg
AZe £F& 2ASEYH 258 €4 B9
Jeme FA3 A9 &L oY EE F

A WY JENI ol&8L AWIHIH [213]

Uy Alago] guge 715 HEHIA
W g o] MENIE AL g99 W
AzA49 3 FHE /A4 B #
of Wg AEH FAH A 9% I B

e 8k
erw

e NEL AYE 729 YEHIE JIHT F
At A ol2F HEYIE FAYG FANE FY
AAAQ e =EqS w IR0 AA "WH A
29E 2R 9+

6. EY3A 7|9 DS Ui A} A
AAe 54

AL FY HAY BEFY THA W@ =4S
He BAL A9 o] 294 F Yt} 0T T
g2 YEHI 7 JQEA ) A 2R F2 T
A4S FAANAEH. A9 A, AT SHS
& YENA 7N IYFAALYS 3717 A4 =
EEAE, A7rzA, 323 AAe HEAe
2A 4% F4E F o AL € 7 AT

6.1 ¥-A+3}(Distribution)
Azt AY AAlE A3 Ho| o e

AL AL A9 A= 347 AAFHY 24
AAX e A FAE 7HedA I

€
¥

Immune Network : 17} WY AA= M= O ¢
I R AXLEC] F3ALE FPFo2H o]
AR}, 39 A AN co-ordinator)E F& tAlel ¢
A9 AAE FA3 FAEL o4 FAH IY
3} FEAlol9] <AAFHY AHE FAFL=ZA HY
w9 AZg FEE FATH 2131

Unique Antibody Sets : 213t WY HA: gL
g2317]) 9% FAEY 9¥E FE Ut o
HE A% FHNEL FAA ol HHH M
®(natural selection)® F-AAEAE 3l FHESY
OUYT FE FAANAY. aHBE, 4749 FH A
Te FLIAY 5HAA EAE /R oE
EAL oy 2949 ZAAE WO A oy
IS Azt AY AAT AQAHQ] FA FEAA
FHES FANEF S [9]

6.2 A7}z = 3}(self-organizing)

AN dY v Ofe A HA IAHDAR
TFAES. fAA golBeEl(gene library) 2= &
3 FAE A, FAH  AE(negative
selectionye H3Ag IAE Ao AAFLE F
AZA EA(clonal selection)= AUE FPH1 e
FAE BAT o2 A 7HA] dAEL TE =
2 2o uE RAYY ARE )LH AFAQN 73
Boh o A7z o

Gene Library Evolution : 3= 23 &4 9=
B EHoza Y& At ae=, ¥
f9 EAJ dF i ANEL §F5T FAES
As7) 948 7oA AT ¥y AAE A
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g A7) Adoad o HE AYRE Bastd §
o faiEeiA LEHolAT aAo] FEYE DNAE
AFect «1F FAN At 2 Y gGREdA
Fdat spolde{ale £3] gy WEES o19A
A= qF ARE St et oA
st [10).

Negative selection : T+ H¥ HUYLE o HRPd|X
A AY YA s E2A4RE 2E AR
AU @Y AAAAH FAM of M2 AU

A7 HERE GEN7Y Al FHRA §A €1

FAEE e ofn{d MY YRE hal
diaid o A X @4 L o9 Y1
oA A7l ATE BAFLBHY TS of JEE
A% HAES AAEHT (48]

Clonal Selection : A} Wi PRz olzg #3L
AA 2 $£PH3T e FAEL EAIY. FAES
2 o] g Fo| F3| AASNER FA A3}
t 4o 3L M3 Z R YT Ao
Aol A "ot o) FASHA, AT Il i)
izl Fodd FRE 7M1 I YAl 2R 2l
o] 7} & %= FAE A EAss F9H FE
ANRozA A7tzARE FRTT [8][10]

A A AAE BB Fo) Yk ke 1
°oF AAEL ARAE e B9 O A
747 ojoldiels] FAe F3 Uk ) BE 79 ¥

Qo] AL £ FAEAA %A BAE AUk

i) o]7) ¢#A U FY AW AEHOE o
A AALE FHY i) GFF FAEC] AR AT
H oz oA AE & dY diFIA b
J(approximate binding)# 7] A} ¥ (memory cell) 12)
2 AR FE¥(gene expression)S )T FEE)
3 A4 dEE AFe

Approximate Binding : §% WH3-< A 3FAto)
o] uplYg f4o) & oz FFIAS W B
g o8 2=, sy gAE 2859 {40l S
g Jdg VI g g4 Jde AT ¢
At o)y 24 ¥IFS A AA9 RuEAHS
Z7MN71= 488 goH4).

Memory Cells : 22 HIXE 7|&d BAHNY
4l JFEZEY] FAF FRE AF3H 2E
md A FLT FAS wHe F§ ASdn
EgFor w3t 10). 71 HMEE BEY &
AsET o 21 AEFIE 7HAR 37] WEd 2
EL 59% FAE YA ®BEoof HE 2T f1°]
E Hig4de agE FAEG.

Gene expression: A AAE FUYEY FJAT
9] i3 A&3F EXE nAFoRN A HUYE

+ART FAA 4R F3RNA AR elnyy
B M ot HAES FHEA Hste] St B
B[ L PR fAy PAREE wAsT Yok
ol FIA g £ ole[roi MEL YAEN B
£ #71 #3137 GejnsiaA #3145 298 48
& EUUoR 4" ¢ UA sl WY ook
(81010].

R, o2y BHE Q7 99 AR
A AEN A DY oF ASEd X Eas
He A% U4 4o IHE {H3 #elay
28] 8, 2P g, Mzt Bage 37k W
& YRl qEo] 7122 A(self-organization) 7t
rHEdtch =% d@A vl BT Saat
EW, 2l 7)Y 4¥0] A44E Ada Y9 4
e A #FB(lightweight)?t *H5-¢ 2lo|ct.

ez, At By AAe 4, A =3
3 a3 BB glod JENA 7N A9
BAAN2H] A FEEE YA olBADH. A
AAANN T A9 FANEL U WY AA7}
IDS9] 37kA] A BEEE DHACEN EFY
Hyez FARd £ glod A I FAEA W
& F718 Fo3A do £ d7AM MEHA 7]
g AdEA 6 At WY AAE AFAN =N o
€ AA FSHUEAA 28 )AL AFE Ae=
Lol

7. 28

B =fdAME vENA 7y IAPdAA2
o digt] AFEFes FA AN BHn Je
AYEAY DA 2 FARES 28 o
28 STARES 718E T3 kA T2 47
ERXEo] #9939 ol¥ FRE WFA7)7]
A A "G A 4 1A XY SHES
AR PTG §53] AN F2@ FAEL HEHA
71ete] AQFANLROE 4T TS B
A7le B8R Al299 FHo] 7HsdES F3iH.
getA, A AY AAE ]8T M= YEHA
7lke) AQJEAAN2Y AAE vjfe HEHA 7]
W APBAAN LD G AL AAE.

FAY AYGL AA NEANAZ A9 FA7}
b o AAE AF A 2de FRE X¥
3 k. §3, o] AL 62N AA EHI &
A sX e EHI N JYHEA] A2Re dA
EXE 2457 989 A B9 AAS 2R 9
4 AXNEE AAgted o 248 53 3
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