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ABSTRACT

In this paper we propose the automated generation algorithm of penetration scenaric using
association mining technique. Until now known intrusion detections are classified into anomaly
detection and misuge detection. The former uses statistical method, features selection, neural
network method in order to decide intrusion, the latter uses conditional probability, expert
system, state transition analysis, pattern matching for deciding intrusion. In proposed many
intrusion detection algorithms unknown penetrations are created and updated by security experts.
Our algorithm automatically generates penetration scenarios applying association mining technique
to state transition technique. Association mining technique discovers efficient and useful unknown
information in existing data. In this paper the algorithm we propose can automatically generate
penetration scenarios to have been produced by security experts and is easy to cope with
intrusions when it is compared to existing intrusion algorithms. Also It has advantage that
maintenance cost is not high.
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support(R) = support(X LY)
confidence(R) = support(X LY) / support(X)
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1: L, = {large 1-itemsets}

2: for (k=2;L,_ ¥ @;k++) do begin

C,=apriori-gen( L;_,); //New candidates

forall transactions te D do begin
C=subset( C,, £);//Candidates contained in t
forall candidates c= C, do

c.count++;
end

L,={ceCy | ccount = minsup}
10:end
11:Answer = L)Lk ;
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: Algorithm Apriori-gen
: insert into C, // Join step
: select a.item,, -, a.item,_,, b.item,_,
:from L, ja,L, ;b
: where a.ilem; = b.item|, -, a.ilem,_,=
b.itemy_,, a.item, . {b.item,_, ;
//Prure step: now prune rules with subsets missing in L ,_,
6: forall itemset ceC, do
7:  forall (k-1)-subsets s of ¢ do
8: if (s¢L, ) then
9: delete ¢ from C, ;
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1. L, = {SDT}

2 for (k=2L, + @;k++) do begin
3 CSDT, = apriori-gen( L,_,);

4 forall transactions te SDT do begin

5: CSDT, = subset{ CSDT,, £}

6: forall candidates ceC, do
;
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c.count++;
end

Li={ceC, | ccount = minsup)

L
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1. Algorithm Modified Apriori-gen
2: insert into CSDT,
3: select g. iteml, ,a. itemk_ 1s b. z'temk_l
4: from SDT
5: where a.item;= b.item,, -, a.item, 5=
b. item,,_g, a. item,,-l =/= b. item,kl;
: forall itemset ce CSDT, do
forall (k-1)-subsets s of ¢ do
if (s¢L,-)) then

delete ¢ from CSDT,
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