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Abstract

A mobile agent is a program which is capable of
migrating autonomously from host to host in the
heterogeneous network, to perform some computation
on behalf of the user. Mobile agents have many
advantages in the distributed computing
environment. But they are likely to suffer many
attacks on the security due to the mobility. In order
to make use of a mobile agent in the real
applications, the security issues must be addressed.
We deal with the problem which is concerned with
protecting a mobile agent in transit and detecting a
mobile agent clone. In this paper we propose a trust
center based secure mobile agent transfer protocol.
This protocol transfers a mobile agent securely from
host to host and detects a mobile agent clone. We
further show the security of the protocol against
many attacks.
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