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Fig. 2.1. Security protocol stack in ATM Forum.
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Fig. 2.2. Confidentiality at ATM layer.
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Fig. 2.3. Integrity at AAL.
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Fig. 3.1. Proposed security protocol stack.
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Fig. 3.2. Confidentiality at ATMlayer.
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Fig. 3.3. Integrity at AAL.
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£ 42. 48 DES chip
Table 4.2 Commercial DES chip
A 234} 3 A% 29 HeEs
SuperCrypt
CE-Infosys . 1994 30MHz 160Mbps
CE99C003
i 7711 Encryption
Hi/fn 1998 225Mbps
processor
VLSI Tech. 6868 1995 32MHz 512Mbps
. CA95C68/18/09
Newbridge 1993 33MHz 117Mbps
PCC100
Semaphore
o Roadrunner284 ? 40MHz 284Mbps
Communications

¥ 43 SDH¢} SONETY A% &% ®¥F
Table 4.3 Standard of transmission rate in SDH and SONET

SDH SONET AE4E
STM-16 0C-48 2488.32Mbps
STM-4 0C-12 622.08Mbps
STM-1 0C-3 155.52Mbps
o A& E werbr] Y8 AHEEHE 45 HY s 1UE AL vwsid
S X 449 & APE 98 F U9
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Table 4.4. Comparision of performance depending on the number of chip

HIS
ITEES ATM Forum ) _
At REZTEEZ
2 Hs Z2EF 24
Chip No.
1 1 1.165
2 0.5 0.665
3 05 0.5
4 0.5 0.33

X 4499ME ATM ForumolA AAlgE WH o2 DES chip 3 7E AL&&Ld
ATM A 3ol ik 7|95 7248 Aul=E AHeste A7HS 1elgka 7H3 8
Ath DES chip ol & 7 ZAS AAF BITZZEZE XM A Azt
1.1657} €t} DES chipe] ¥ 7§1d A% ATM ForumofjAeo] B3 Z2EZ Ao
AMe Ael Alzte]l 1/28 ZFoEA HY, AJF HITIZEF Sdoxs 066562
ol o A9 H 44004 & F = AXH AA DES chip®] 7Rt 3707}
Ae ALt B3 T2 EE 2981tk ATM Forum oA e Walo)l FAFAY ©
U 45< 7H F ey o] Afddle ATM 39 Ag&EEE weprhbA Zgoh
kA, ATMTe] A2 Sxo 43tetr] Asire AU RS2 EE 2dd g}
2o] DES chip2 584 £5& 34A1Z + dojof 3ot

5. 4

B =Rl AE ATM o)A Egdelm A HolHE A%3y] st ATM
ForumoljAe] H3E Z2EZ AHS —E’_-M?’S}S’\ii, olE HlgoZ NEZF HIZZE
g 298 AYSUS ALY RETRES 2doliE /WAH FAY Hulss
ATM AZold EFHo2 ATY & AA 22 ATM Z2EZ 240 tg ¥3e
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273



O}

ctasMYEESEs SestedEs =28 vol 8. Not

r

439 Holy Mg & 4 Yok B =Fo) & FF ATM Forum 9| A
Ezsle] #9T 5+ U= A0E oANY

[1] J.Y.Le Boudec, “The Asynchronous Transfer Mode : a turorial,” Computer
Networks and ISDN Systems, Vol. 24, pp. 279-309, 1992.

[2] Daniel Stevenson, Nathan Hillery, and Greg Byrd, Secure communication in
ATM Networks, Communications of the ACM, Vol38. No.2, pp.46-52. Feb.
1995.

[3] Robert H.Deng, Li Gong, Aurel A. Lazar, “Securing Data Transfer In
Asynchronous Transfer Mode Networks,” IEEE GLOBECOM 95, 1995.

[4] ATM Forum Technical Committee, Phase 1 ATM Security Specification (Draft),
ATM Forum/Security WG, Jul. 1998.

[5] M.Bellare, Roch Guerin, and P.Rogaway, “XOR MACs:New Methods for
Message Authentication Using Finite Pseudorandom Functions,” Advances in
Cryptology-Crypto 95 Proceedings, Lecture Notes in Computer Science Vol. 963,
D.Coppersmith ed., Springer-Verlag, 1995.

[6] ITU-T Recommendation 1432 (03/93) - B-ISDN user-network interface -
Physical layer specification '

[7] ITU-T Recommendation 1.361 (11/95) - B-ISDN ATM layer specification

[8] ITU-T Recommendation 1.363 (03/93) - B-ISDN ATM adaptation layer (AAL)
specification

[9] Federal Information Processing Standards Publication 46-2(FIPS PUB 46-2),
"Data Encryption Standard(DES)," Dec.30, 1993.

[10] X9.17. Financial Institution Key Management, April 1985.

[11] Miyaguchi, S., et. al., "Expansion of FEAL Cipher," NTT Review, Vol.2, No.6,
pp.117-127, Nov. 1990.

[12] Federal Information Processing Standards Publication 81(FIPS PUB 81), "DES
Modes of Operation," Dec. 1980.

[13] IETF Network Working Group, "HMAC:Keyed-Hashing for  Message
Authentication," RFC 2104, Feb., 1997.

[14] IETF Network Working Group, “The MD5 Message Digest Algorithm,” RFC

274



IstEEESss SetstedEs =&% vol 8. No.i

o

1321, April 1992.

[15] Federal Information Processing Standards Publication 180-1(FIPS PUB 180-1),
“Secure Hash Standard,” April 1995.

[16] RIPE Consortium : RIPE Integrity Primitives - Final Report of RACE
Integrity Primitives Evaluation(R1040), Lecture Notes in Computer Science,
vol.1007, Springer-Verlag, 1995.

[17] Rao ].Cherukuri, Mohammad Peyravian, Shyhtsun F.Wu, "A User Plane
Security Protocol for ATM Networks," Network Security’96

[18] Bruce Schneier, Applied Cryptography, John Wiley & Sons, 1996

[19] http://www.hifn.com/ds-0001-01-7711Frm.htm

275



