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REDC(t) :
for i=0 to k—1 step 1

m=1t;-ny mod b

t=t+m-n-b
t=t div R
if t=n then return t—n
else return t

Fig. 1. Montgomery modular algorithm.
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c=xy mod n =(cybt+c.) mod n
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Mont_ Mul(x,y,¢) :
c=xXy
cg=cdiwR, ¢c;=c mod R
cy =REDC(cy  R)
c=cy+cg
while (c>n) do
c=c—n
return ¢
Fig. 2. A new modular multiplication using Montgomery algorithm.
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Table 1. Comparison of execution time for one multiplication.

[msec]
methoq 0t 160 256 512 768 1024
Classical 0.2 0.4 1.6 36 6.4
Mont_1 0.3 0.8 3.1 6.8 12.1
Mont_2 0.2 04 1.8 4.1 7.1
Proposed 0.1 04 14 3.1, 55

71&¢] Montgomery ¢ EL °| 4% FAL n-residueE g WPo) W3tz uAFHA &G
A4 HEg o4 FA vd =gt a3y E 1 Jdeld ZAFAA Add FA AL residue
Hgol glens nAAHY EEE FA2E o443 FART wE AF s JiAn.

5 4 &

Montgomery ¢ 28] @4 &de] FAGA &ge] ol A& MAATE FAWEE AA
Fan A FA WA FYPARE JIEe FAEF vindad. ACH T4 FAE o) &sH
Montgomery ¢33 5% Yo F4dd anf¥og HEE 4 A

Fr gl

[1] David Naccache, David M'Raihi, "Arithmetic Co~processors for Public ~key Cryptography : The
State of Art,” CARDIS ‘96, pp.39-58, 199%.
[2] D.E.Knuth, The Art of Computer Programming, vol2, Seminumerical Algorithms, 2nd Edition,

Addison-Wesley, 1981.

[3] HMorita and C.H.Yang, "A Modular Multiplication Algorithm Using Lookahead Determination,”
IEICE Trans. Fundamentals, volE76-A, no.l Jan. 1993.

[4] N. Takagi, “A Multiple-Precision Modular Multiplication Algorithm with Triangle Additions,”
IEICE Trans. Inform. and syst. vol.E78-D, pp.1313-1315, Oct. 1995,

- 163 -



XS EESSS ZHIEYHES =FF Vol.6 No.l

[5] P.Barrett, "Implementing the Rivest Shamir and Adleman Public Key Encryption Algorithm on a
Standard Digital Signal Processor,” In Advances in Cryptology - CRYPTU ‘86, pp.311-323,
Springer —Verlag, 1987.

[6] P.L.Montgomery, "Modular Multiplication without Trial Division,” Math Comp., vol.44, pp.519-
521, 1985.
[77 SRDusse and B.SKaliski Jr., ”"A Cryptographic Library for the Motorola DSP56000," In

Advances in Cryptology - EUROCRYPT '90, pp.230-244, Springer-Verlag, 1991.

- 164 -



