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A study on Security Risk Analysis Methods in Overseas
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R A2 i3t HYFY (dskanalysis) = FHA| 2] B A E 4 U FH2
e AR HRAAH R HYREE BEsy] 43 KYgAE P3¢
R g s "ok (LRIB). ARA A Eddid U HEFe s HIBEHE 7
22 3EE FYHA LS P Ho|n HBI HYITAHE £ T Aok HYE
71 8% 7P coloj YW Fiye] ot A HIFY (mathematical
approach) & AAMAYEE 23| X o] FTHIIL oYt @), chojoj
7|4 (diagraming techniques) & ©]2{3F =33 T2 AHE F23e] glo] ¥4 o
Fasteh. 2 =EelAHET el $¥E4 7Y ANFOSEC [4], SRAG (5], FIPS65 (6],
JRAM [7]) & E3stict.

-

Abstract

A security risk analysis provides an information systemn with the capability to investigate and
estimate the status of its security, and gives a guideline for establishing a safeguard against any
meauns of security threats [1][2](3]. The information system needs the judicious and accurate way
for performing a risk analysis since security policy and risk analysis of the information system are
based on risk analysis. The risk anaysis is composed of two methods : mathematical approach and
diagramming technique. Mathematical approach canmot yield a precise description of the real world
[4]. However, diagramming technique is more pragmatic since it overcomes this limitation. In this
paper, we studied the security risk analysis methods proposed in overseas such as INFOSEC [4],

SRAG (5], FIPS65(6], and JRAM(7].
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LA

soeel 3 FEAVCET FHE FRALY AU W ohsh cersh AT Yo
mARSlSl ARASY AEEE A& Z7H0T Ytk ARA2YY oY HATES 3, 5
AuAN Y FASIE FIN B4% FAVNE AT mERET Yo A
2 ANALYE ANHOEE v B TSl glon oS AFE Fstel shiel
ARG FEUE FHAT Yok olHP FEE EY FAFDE IS AAE Edsa
YT TE P TACE YU AHE Y £E Yok WS FRALYE 2 Yo
hesop sto mAFolz MANY RAHYE FUFVHE T XA o Y FIsoh 3
aa; HOUYS FYYOl o) =R EE oA ojLyEe) £E0 T Y AU Y
Moz BTY & Y& 7|Fe) 27k

Hfgﬂ—&i (nsk analysis) & 1 AR 2 A7} op)el ok R o)y Ael 9 I BYgH £YL
Hel 27sls Bk agelnt (N2)[3) HIETHT ALY o= FRo] ojHT FHo o
=AE YA a1z AP stqzﬂ TEE ALAEIAE 4ok Aold @A

B A3 Ao EIHYE U AADFe o 8Y + om PP 23
ARG A5 M FHoz U HEel AUsiel Aok HUsEd 4 TUE £ 9
2 Zolgt.

AP Y OB S U Tolol2Y JYel Yoy Suy HIES AN
Be W3 EWsbr| ofHtm FYYES I YAl WA YyRe] HPEHPES
colof1 Flgolat ¥ & Yok ® EEelA BT oz dYEH WUSS BS cholo1y
Zdelet stk TRy ofR HYEH J1EE F ool Y P4 AUAE MY
gk 71To] $OBE 7 ZASS AYAAY UYRHRDE AL QT B9 Fuhels
= AMALYe) e YYEA ] PRAel oH A% UNHL e Aol Tl AFel B
NPEHRYI YPEH ol & MY gel Yol TeHobY 7| FFo] AMASIofoky Al ok
B =RAE 03 £ YR SolA D AURHPUEL awB s Yo B
oy WG Folm J1$HoT 4T YRALYAN UHE HEF £ Y= JPEAPY A

e FIA S
2. INFOSEC project - risk analysis

ol A= INFOSEC '92 security Investigations Programme 2] o33 ZA| & P43 P EAo) &
@ ZAolth @l of Ixel FIHY TEE s1Re TAT A HEY AYEL iR
sof 1 4ol APBHEL NS olzio] W 2o 37 N VL FYskLA e 2
ojt}. HYPEHE F/93t= 84 (components) & o] 572 Ab& 7 (relationships), Z2]i HPF
A3 (process flow)E B3t FL ‘o] A ] 7|EH FEelvk ArIAE of AN Y
THEY S d¥EAS
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* HYEHRY

of & tto]oja % 7|y (diagraming technique) o] 127§2) tho]o] 1Y (T84 22 TS o
$ot 127Re FeRLE o453 Ao

1. 0 213 &l (Risk Management)

2. 3 ¥ E-49 (Risk Analysis)

3 32 ZAArTrel FE A 48 9l @I} (Value and Estabilsh Dependences between
Assets)

4. 33 $)3 3 7} (Threat Assessment)

S. 33.1 AR Z 93 ¢y Aol U H 7} (dentify and Assess Accidental Threats)

6. 332 o)=29l ¢y A2l W 37} (Identify and Assess Deliberate Threats)

7. 34 HEFE Bl He] U AlY, 22k 7] (Identification and
Examination of Existing Safeguards and Assessment of Vulnerabilities)

8. 342 2] 2k4) 3 71 (Vulnerability Assessment)

9. 3.5 ZrA 8 4~ A o] (Identify Constraints)

10. 3.9 Hobls 74 @ A& (Identification and Seclection of Safeguards)

11. 393 B ot7)|5 A (Selection of Safeguards)

12. 5 BUYE &g % A-S5-AlY (Monitoring and Compliance Testing)

T A de] HEE IY 13 24 AL 13 JEn 322 AT HEis 9Y
Aol ZHPA2R &3 2450 vt HE 2 Risk Management) = HPF4 9 Alidez &
AL HEEY DA, HYEA Evls 78, 281 BEYEPeg pddd 3F 1
AP 2 o2 Eg8aate FAE vebd Aoin 23 25 ¥4 A 248309 F
Ao Y4 55 UE Aotk I 32 HEEHY 7| EesE e IAE UEY
Noleh. 13 30lM GBI Ao g STt A ¥} AL v & odv|stn AR}

Azt del A Qe A0E 9L Pl £ 982 ofvvok

flo r2 o
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3 1 Risk Analysis

3.1[
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32 3.3 3.4 3.5
Value .a.ud Identification and
Establish Threat Examination Identify
Dependences Asscssment of Existing Constraints
Between Safeguards
Asscts and Assessment
* of Vulnerabilitics
]
Identify L »{37]
Security A - -
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3.8
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3.9 l e :
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3. SRAG (Simplified Risk Analysis Guidelines)

FHA LGS ALStE WS AF71Be HEEHe I 2TE2 197090 FurRE A
Y HBEY AYEET TEA shglon oY AYES ¥ tiYge o o] o
3 3 Zasle] Sint. 32y Y EAHE WS fAsE AL WF B ATH =¥2
83be T 3 A7} 8l2 ALY BUeFES FAATIE Aol oMER HYREHE VI
WY £ e ded AYTHANY g4l AVA s FlF YF/9E (US Department
ofjustice) 2 o] & 3 T HYEHE HY AW CRAG) & VEHUH ) oA SHY
SUEA 718 G T 240 343 24708 D) & 27 gon FohHY fRed A
Fol Qo= HPEH S +UY + U=F & Hoit

* HYEHEd

SRAG $3E49 S32 AZAZ 84% F ot AR HPEHE 873k A2¥E
ARl Y3z, & PC, dld=yy U 48 I AHAAH (Automated Information System : AIS),
a2 7lgr % *‘—’2%’—-—5 wrglen Zzhe o Aldste H&3tgdth. ER2 SRAG ¥
T THAR FE8Y e FEAT BEAILY BF I RRuAY, 2 A Ex8t
T Ho-E ducted ARSEIm O 32 AIS 8o 2la3te] Al FAYES doht T
A7t B7HE G YA SAES Y J US4 E F3 FUHHY Bvleel ey
ARE AR, Hrlge] dY, HerlsE Y v d/aaRy, Z2a HEIE HYE £
AUA =2 HU75E FHY AUAA AP dAFZR 58 Hl F¥sE Aol 1Y 4
= SRAG 2| H¥E4 Y& verd ol

@7 1. Al2% A9 (SYSTEM DESCRIPTION)

9A 1o BHE Alaue] Y QUrEY Aotk orAE skEglels] 4, Lz Egof
o BF, 3 AHALYA A HAslE clelell Y Y0HY Y, Axd ] B, 22w
7 Al2Y FYR49 v 7 Sol EPEG A2y AYYE AR | fME B
£ Nad FHRc 3ue) BB F PEHF Yok

©A 2. JRA|AE] BN (AIS SECURITY INFORMATION)
T 2 T MUBY FRE SYHIL ol BAHUC. ol B FrIE WA EAsts
Heblsel BTN ALRelA NS vlolehe] fyo) I AN, wRM, BB, o

Zshe melvel WHY TAL dolBt &, W7, Bz U UL + Y= AW S
o Yo FAHOE AAHE 4SS ALY UouY SE EVE 4 U5
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[

w4 3. 2l2%e ¥ k8 ALY (MINIMUM SECURITY REQUIREMENTS)

of YACIAE YolN BFE AZA A2del 2ol Biste] 2agte] NARTAYE F3
Vo SRAG & 2zt AW Y MARTAYE ASIOZ Rl AN Yth ¢ @
A EASE Reb|Fol RARTARE o=FE BEHEAE Fojuch

oA 4. 919 W &4 ¥4 (ANALYSIS OF THREATS AND LOSSES)
A 42 IHE HYAL T2 AUELE BBk Aolth oA &UE Fol7] ¥

Hlgel B gadx ARE AAs] A Atk 223 ¥y sbed Qe &

Ag B4HY Py wRE RE 3 BE 5 v

*
lo
tu
ofl
NI
&
4

@7 5. 8<% MY (SELECTION OF SECURITY MEASURES)

B SIME A 3, 4o AAE FI2E Sef K|S E ddE of
¢ Hove HARTAYE BIAIH AT Q¥E Zdshe due 2
T ypct

lo >t

= 6. ¥]|$-0] B2 (COST BENEFIT ANALYSIS)

ol BAE TA 4ol Yt Bgd Hyel diXEr] 8 AR Byl ugold
TAE ST v EolETMolA vARNoE Y HSE Hold TSR etk
B8 =] i LT Eef, Y, AIS Age] =& ulgd Fof 7lZsted gz ALE £
Qor v 83 o]F-E I D92 FrpU w & AR FHoz ¥ £E Uk ol 9
Holuh &) Thaie)l BbeFEe] Yoz Us) Y olRoR TS w g3 To| g B
HE A2H B 9422 37k & U HISHAT vSo|EAel Jxste] o= B
treel FHAY AJAE AHstAH

oA 7. A3 & ¢ 9 ¥ (RECOMMENDATIONS FOR MANAGEMENT DECISION)

of AT HANAE 2 VLY RS FHAEEA] o2 AL & YST WL &
}H9 29 FHARE AV RAIVIAL oY VTAYE TR UM 2esE A
$EL TSt WERshE 9¥e Iu2 YA YA oY LW ue5S FEYAE AW
B,

N
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STEP 1
SYSTEM DESCRIPTION

v

STEP2
AIS SECURITY INFO.
APPLICATION

T

MIN. SECURITY REQ.
EVALUATE EFFECTIVENESS
OF SECURITY CONTROLS

v

ARE SECURITY
CONTROLS EFFECTIVE
IN MEETING SECURITY
REQUIREMENTS ?

GO TO STEP 5/SELECT
MEASURES AND PREPARE
RECOMMENDATIONS
FOR INCLUSION IN STEP 7

T

YES

STEP4 STEPS STEP6
EVALUATE SELECTIONOF | g1 COST BENEFIT
THREATS / LOSSES SECURITY ANALYSIS
MEASURES
INCLUDED
SECURITY
ADDITIONAL MEASURES IN
SECURITY MEASURES RECOMMENDATIONS
OST JUSTIFIED? FOR STEP 7
STEP7
FINAL RFT ISSUE
RECOMMENDATIONS
FOR MANAGEMENT
DECISION
APPROVALOF YES
RECOMMENDATIONS
BY MANAGEMENT? IMPLEMENT
RECOMMENDATIONS

ACCEPT RISK

1% 4:SRAG $1¥v-4 E8%
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o

4. FIPS65

FIPS65 (Federal Information Processing Standards Publication 65) & v} AME/d (U.S. Department of
Commerce) o} 2|8 =38 7oz A= tjoletxa] A~ (Antomatic Data Processing : ADP) 2] 9
BEHE ST AYAeITH 6L o MUMANE HYEHE Hokshe ol HBEH A 2
ol i AHEElE ¥l Ty EIUNE =SR2 FdoN Hrkeke Wde 9 A

shgict.

*HYEHEY

of HUEHMRYE PRAel BYHY 242 Yo AP AUSUA T ¢yel Bav
$4E £3 Ytk o RUYAE QY4 Yo Bes 4V BzaAUT HYEHAYE

o 0E =

ol zAbEA L HYTH AR A

2] 2] 9 (The Role of Management)

Fej ol st Jgo| AFshy 7 HEEHE A A

Ay 43oire A
Fsllor = AYSE TGS Aot

D WA 2H) BE £3] BHY 4 USS Bed o] glojof V.

2) YT THI ool hY BeUY o] Yol YUojof Yok

3 S ABEAY AT THHY YYD YPE T ES Ay Vot
_ii

B3
4 P B A WA FAAS HETL glojor ot

AYEHYS BelAel A APl GPTAPAE HYRH YA A VPeA JL
Bomz YYBHYS HYTHIM 2TSIE FRE FFs| LT 2ol T HYYE AVE
2 S AYRHE UV NG TR ¥ Feel Tool HYUE ARl AP BEE
Sofob ¥ Aelck

o] }_/l}-“’}ﬂ (Preliminary Security Examination)

BEHS W] AT AuAYOT SUFHYL ADP Al2e] HH Ao,
TS ADPAIAR| MY SWUST FAUTE o dulzAteld ¥A SiE AV ARE X

=
AR ERE, A AT AoprEe] Y AYTF, WA BANE 2lS 5% Solok
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Y R4 HA Risk Analysis)

Suedel BAY AbE AYOT AW AN AUHTiel T HYol YHIITEL B4
Y 74 @& A Rolth Aol g & P AN FWE dolE $24. Hel
& 7194, ADPA|29e) 7he-dolm) 1B of A7k fu¥el st Ex T olyel TuE 29
Poh AAEUFILE ol W FY) SURE AW AHAS VI A2 YT SVel
ARENE BE 4oz AYEG

&4/ (Loss) = 3+ (Impac)) * H Y2 w4 8+ (Frequency of Occurrence)

olejtt £AUE UM B9 AEH dBoT AW AT Ay PHISE FYA
ohe Ziol BAbsSRE 4N WARSE P3| SIAst Bhuck

5. JRAM

JRAM (IPDEC Risk Analysis Method) & QR385 32 7§23 3] JIPDEC) A A Z7AA 2 93
2ol BY FE U AAAY F3el olEIEY BAYYLE MAY AYEAYHeln Ul
JRAM & JRAM YEES Tt Zxel o9 $ BT 249l Asfol 712 243 AN
Yol FAA dgE 3P IYAAA AN AT FHLR 3 Yot

s HYEHRY

JRAM 9| £ JRAMAEES} A4S S5t HYEH S fYsted Yo JRAM A
TES AP S mobsl AR Aoz SdAte] £ FUS vEdG ARLEAS
AR dA Aael W AL VISR AeE Ae iy F € 4, AITEL
SAEY §& FUER 1Y 55 JRAM Y T2 u}e} Aoz HgE A AEE) Y Y
T4 ALEY), T FHZAXE BUE AYTHEIAC s

TR 22 P Welelsl ST A2 ATV ABAS T4, A AT
S usz Yot

) YEPR . gE

rx
ol
2

2 AFY WAAN] AW 2R B 7)2H BM A
"Security ZHE7} WEA" S Tste] AP shaiet.
D AEES T4 o] ABEE G H Zo| 7Y T ¥Foz TSl Yot
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D AEE AL YBE AYAIE R 2%, AW FelAle, gy Sof veht
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IRAMATLEN S 4712 YRR et 239 Hopye Hoiw Fo Haste AL 9
SAHOE Mo FEE Yoh ALFHLS RYs 29, ALY, VY, 2YFA 5

Bspl Astel GRUR, FHART, YHRTFVRUD, SUNT, SYEHNYES ALV S
3 ALFHlAE AT EAI QB ARIAE FRST T Y3 o] EHo ojg
Eo 2A¢ zUETHE oS Fo RAMALL
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D AFYA. FAET, FHETREN T, AYE D 2y
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s |
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6 FPBA Wy WA

l

9 Yl P BAYHES BRF BRN2HWe) AR HRENE FUE £ YE=EF I
2P AYEN G- H‘%l—v-’iMa* BRA 2] B £ P ANSAE NEEE B FAT
o}F T)9P BAAL AFY o YL JFE P IYYRE AFSE Aotk T =
AFA7E HEE9E *’F’é‘ﬁ}-ﬂ} Y o 2ulE HPFH IR Adedel drht FHIHA o
Z/m7ls|gisstel Bkt o] Y wS-EIRRA e Pl ofEUch & HAA FAS Aok
g A AR AL 4 Yol ohyn WA HEEHE T FoiA AAS] U NHES
bl AR 94 4 Yol ohch AL UPEHE I 4FAY It FRHY £ ¥l ¢
ou UEHAE HYBHel RTshe BEAY 249 TS0 W, T WAL JH
Py e fEoEN AR ABHE FAY $ Y& Aolth HPEAl WP AYSZ ol
B3t WA dF/Agslojob s AUAA M| HhR AuAA THA =" A
2% ol ThE 4 YoBR) o2 523 YRS Hop ¥ Joloh. E AelAHE YA dFe
2 AuBHRdo] ZFojol ¥ RIS AXFD o|F W Yol Y Wl HYE
A S& u T st

b AIBEAE Faol BARD S
2) sy BEas %——Er%l g5z a:%rr
3 YPEH LSV BIE F BASNGE

o HPEAY TNEEE ANHT D

5) 9198 ge) BeEst

6) FaH Hgol To| 7}

rk, mlm

(4’

INFOSEC & 87 1), 2), 3, H& 2 3FA714 82 5o diFNE d9ste YA wer 27
6) ol FPAME i ot

SRAG & A7iAe] FHAI 2] ot 7 Aol DY ARES AXst] o] 27 9 #H6)
g nRANGT ey 97 3) B 5) & FEI 4L YA Z3he

FPSS = 1¥EMe] 7|BF ARE XL glovt 919 2158 dind ¢FAFA Xt
2 gtk

JRAM & P B0 gk AAFNY dFHcE 23]¥ YA 2 AE £ YES Fhe A
of 2ol A ] WES] 27 4,5 6) S F VI 87 D, 2, D] FPIME F
A4 ¥+ A

7. 2E

BuAagel Y 2AWYel chekzhel T2 QR Tl Aol B71A) W ALl
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A A HYde] 2FSIA SUG HYRYS zae BARE BRI AAHY v
WS 4YY 4 YT OB A ANFIATE ATAFI) HY RelT 12AB)
oA G APR Y —'=~o| et elstol A $RUAA AT VITE Yoot Hue
& 4R B F¥W 24E PRI Yo oY olfE o Tl BANE 29 Y
242 57 99 NUBHE AV AVS S ATALSHA sige TR oY AVE o
steis 41343 o ~3_— Bl 48 Ul SIUZE HBEAE LA Ho ZNE A8

AN ESE Yol FAHoZ AYEHAYE +UY 7 ol Qv F¥doln. & ==dA
Ui HEEHRYE) S SRS APRT HYRHED (T AR o] AFioF f=
AL MNP o] AL 71FL2 4 vl HYEHRYES v ZEH3ES

o} Fe] 49 st E FHAME Fu FEALY WP 4A HEE + Y3 WpY
bR A AWE Y F AT AVEHELY AATE Gadte oo di¥ 77t FFI
A &slolor I RolT.
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