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2. AEHYE dloleh Mg

2.1 1P, TCP, UDP Header

4 Bytes =
Ver. |Length T0S Total Length |
Identification Flags Fragment Cffset
Time to Live| Protocol Header Check Sum

Source Address

Destination Address

[P Header
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4 Bytes

Source Port Destination port

Sequence Number

Acknowledgement Number

Offset |Reserved| Flags Window size
Check Sum Urgent Pointer
TCP Header
4 Bytes
Source Port Destination port
UDP Length Urgent Pointer
UDP Header

AIRANA Reupstdo] JHUEALS] ZE dlojel= [P Headerd]
Source$} Destination®] 49} TCP, UDP Headero}] Source$} Destinatione]
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Port NumberZ} ZA @t} S ET ftp AMulAE TCP Port 21, telnet Ajnj
2+ TCP Port 23, mail A{u]A+= TCP Port 25, SNMP A{H]ALX UDP Port
1618 AF§%it). ojgtdo] AMulAZFo] weh HaHAE PortE Well-Known
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2.2 telnetg o] &% TaA 47x 219

System A System B System € System D

in. telnetd

in. telnetd

lo}glin g login
User 2 (’c:esalnet User 3 E:lnet User 4csh

Client Server Client Server Client Server
Port Port £ Port #

A €444 229 IH

2] 2o Ax User 1 o] System A o) 28 2IAFF telnet 7
o] 838 ¢o] User 2,3 o] AHJO R System B, C & 474 ZAxod 2FTH
System D o] User 4 2 2392 4L & AA"HA HYR3 Process
Port Number & R 27 Qurh(Hol Yeld Process ©]FL SUN 0S
J1.39) digl). $1agelA P, P2, P3 = 999 Port Number € Yl
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3. 93A 239 AHgA 8 H
3.1 &9 24

Si : AL AFT 2 A2H
Sc @ A Aladg
Sr 1 WEA A~H

Step 0 Sc := Si

Step |  Detect a process, P, for user identification on Sc.
Step 2 Provide Si with the host address and user name of P.
Step 3 Check if process P is created by a remote system Sr.
Step 4 If (process P is local) then stop.

Step 5 Get the remote port number, n, of process P on Sc.
Step 6 Sc = Sr

Step 7 Detect a process which owns port number n on Sc.
Step 8 Goto Step 2.
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3.2 38

ole: SUN 0S 4.1.3 ool €AXZ Tl =3 glojetS
HoFe 398 =239 ¥ € Fioo.

int getbuf (addr, buf, len, what)
long addr; char *buf; int len; char #what;
{
kvm_read (kd, addr, buf, len);
return -1;

I

int user_identification()

{

getbuf (nl [N_NFILE].n_value, &nfile, sizeof (nfile), NULL);
getbuf (nl [N_NPROC].n_value, &nproc, sizeof (nproc), NULL);
getbuf (nl [N_PROC].n_value, &mextaddr, sizeof (nextaddr), NULL);

for (k = 0; k < nproc; k+4)
{

getbuf (nextaddr, &process, sizeof (process), NULL);

if (process.p_pid > 0 & process.p_stat != SZOMB &&
process. p_stat 1= SIDL)

{

getbuf (process.p_varea, &user_info, sizeof (user_info), NULL);
proc_files = (struct **) malloc((user_info.u_lastfile + 1) *
sizeof (struct file %))
getbuf (user_info.u_ofile, proc_files, (user_info.u_lastfile + 1)
* sizeof ( struct file ), NULL);
getbuf (proc_files[i], &this_file, sizeof (this_file), NULL);
if (this_file.f_type == DTYPE_SOCKET)
{
getbuf (this_file.f_data, &sockinfo, sizeof (sockinfo), NULL);
if (sockinfo.so_type 1= SOCK_STREAM) continue;
if (I (sockinfo.so_state & SS_ISCONNECTED)) continue;
getbuf (sockinfo. so_pch, &protoinfo, sizeof (protoinfo), NULL);
getbuf {protoinfo. pr_domain, &domaininfo,
sizeof (domaininfo), NULL);
if (domaininfo.do_family != AF_INET) continue;
getbuf (sockinfo.so_pcb, &tsinfo, sizeof {tsinfo), NULL);
strepy (remotehost, get_fullhost
(gethost (tsinfo. inp_faddr)), 15) ;
pe = getpwuid ({int) process.p_uid);
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23

User # Proc # Local Host Local Port Remote Host Remote Port

217
21
102
34
57
145

26007 134.75.30. 11 23 166. 104. 36. 64 3157
26009 134.75.30. 11 23 166. 104. 36. 64 1819
5948 134,75.30. 11 1325 134.75. 30. 2 23
13557 134.75. 30. 11 23 198. 92. 30. 32 20494
4534 134.75.30. 11 2215 134.75. 30. 2 23
87742 134.75. 30. 11 23 155.230.9.2 267
3.3 54
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5. 28
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