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(* Example3.3.Assume that A wants to transfer obviously*)
(* the factorization of n=59989=239%251 *)
(* Among secrets si,we may assume B wants to buy sl *)
(*Start of step 1%*)

pl:=Prime[52]

(*Take prime integer pi which is 3 mod 4%*)

pl

239

ql:=Prime[54] (*Take other prime gi 3 mod 4*)
ql

251

nl:=pl*ql (*Find pi*q@i=ni *)

nl

59989

g8:=Prime[200] *Prime [200] (*Take secret s*)
8

1495729

sl:=BaseForm[s, 2] (*Find the value of s base 2%)

sl

101101101001010110001
2

phin:=(pl-1)*(ql-1) (*Calculate Euler phi function of n*)
phin

59500

FactorInteger[phin]

{{2, 23}, {5, 3}, {7, 1}, (17, 1}}

el:=Prime[9] (*Take encryption key el relatively *)
(* prime to phi n *)
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el
23

dl:=PowerMod|[el, -1,phin]
(*Since el is relatively prime to phi nl, we cant*)

(* £find the inverse 4l modulo nl *)
dl (* End of step 1 *)
2587

xl:=PowerMod (s, el,nl] (*Start of step 2*)
(*Calculate 8 to the el mod nl¥*)

x1
19044

Jacobisymbol[x1l,nl] (*Caculate Jacobi symbol of*)
(* x1 over nl *)

1
xp:=PowerMod([x1,2,nl] (*Calculate x1 to the 2 hodulo nl¥*)

xp (* A tells B xp,Jacobi symbol of x1 over nl.*)
(* End of step 2%)

40431

pmo:=Mod [xp,pl] (*Start of step 3,to find the solution¥*)
(*calculate xp modulo pl*)

pmo

40

gmo:=Mod [xp,ql] (*Calculate xp modulo ql*)
qmo

20

(*Solve the egations modulo pl and qgl*)
Solve[x*2-pmo==0 && Modulus==pl, x]

{ {(Modulus -> 239, x -> -163}, {Modulus -> 239, x -> ~-76}}
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Solve[x*2-qmo==0 && Modulus==ql, x]

{ {Modulus -> 251, x -> -32}, {Modulus -> 251, x -> -219}}
pPx:=76

gx:=32

(*In order to use Chinese Remainder Theorem, find*)
(*the inverse of pl (mod ql) and ql (mod pl) *)
mq:=PowerMod[ql, -1,pl]

ng
20
mp : =PowerMod [pl, -1,ql]
mp
230

(*By Chinese Remainder Theorem,calculate 4 square roots*)
r[l] :=ql*px*mg+pl*qgx*mp

r[2] :=-ql*px*mqg+pl*gx*mp
r[3] :=ql*px*mqg-pl*gx*mp
rl[d] :=-ql*px*mg-pl*gx*mp

1[1] :=Mod[r(1],nl1]
1{2] :=Mod[r[2],n1]
1[3]:=Mod[r[3],nl]
1[4]:=Mod[r[4],nl1]

Table[1[i], (i,4}] (*The solutions?*)
{40945, 57762, 2227, 19044}

Table[PowerMod[1[i}),2,nl1],{i,4)}]
(*Certify the 1l[i]'s are solution of the equatin¥*)

{40431, 40431, 40431, 40431}

(*If B originally had 40945,he gets in step2 decisive*)
(*new information if A returns 57762,2227,whereas B *)

(*gets nothing new if A returns 40945,19044 *)
(*If B wants to buy s,he tells A the pair (xp,-1) and?¥)
(*gets back either 57762 or 2227 in step3.Since *)

(*pl divides 57762+40945 and 40945-2227, B is able to*)
(*factoxr nl*)
(*END OF EXAMPLE*)



