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a b s t r a c t

On offshore platforms, oil and gas leaks are apt to be the initial events of major accidents that may result
in significant loss of life and property damage. To prevent accidents induced by leakage, it is vital to
perform a case-specific and accurate risk assessment. This paper presents an integrated method of
Ddynamic Qquantitative Rrisk Aassessment (DQRA)dusing the Decision Making Trial and Evaluation
Laboratory (DEMATEL)-Bayesian Network (BN)dfor evaluation of the system vulnerabilities and pre-
diction of the occurrence probabilities of accidents induced by leakage. In the method, three-level in-
dicators are established to identify factors, events, and subsystems that may lead to leakage, fire, and
explosion. The critical indicators that directly influence the evolution of risk are identified using
DEMATEL. Then, a sequential model is developed to describe the escalation of initial events using an
Event Tree (ET), which is converted into a BN to calculate the posterior probabilities of indicators. Using
the newly introduced accident precursor data, the failure probabilities of safety barriers and basic factors,
and the occurrence probabilities of different consequences can be updated using the BN. The proposed
method overcomes the limitations of traditional methods that cannot effectively utilize the operational
data of platforms. This work shows trends of accident risks over time and provides useful information for
risk control of floating marine platforms.
© 2018 Society of Naval Architects of Korea. Production and hosting by Elsevier B.V. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Major accidents in the offshore industry usually have low
occurrence probabilities but catastrophic consequences (Vinnem,
2011). Owing to the harsh environment conditions and compli-
cated structural layouts of offshore platforms, high pressure flam-
mable oil and gas may catch fire and explode, which could be
extremely hard to contain, after leakage occurs (Amyotte et al.,
2016). Such accidents will cause severe personal casualties, prop-
erty loss, and environmental disruption. Statistics show that more

than 70% of the accidents that occur in offshore installations stem
from hydrocarbon explosions and fires (Paik et al., 2011). For
instance, of Deepwater Horizon catastrophe in the Gulf of Mexico
was blamed for 11 deaths and the spillage of 4.9 million barrels of
crude oil (Pranesh et al., 2017). It will cost over 68 billion dollars for
British Petroleum (BP) to deal with the environment pollution.

Quantitative Risk Assessment (QRA), as a prerequisite in
offshore installations in Norway, the United Kingdom, and most oil
producing countries (Vinnem, 2014a, b; Deyab et al., 2018), has
been used for decades to support risk management decisions
regarding measures associated with oil and gas exploration and
production. As a complex and relatively independent system, there
exist interactions among factors, events, and subsystems that affect
the operational safety of the system. The initial and local risks of
some elements may contribute to a system crash (Li et al., 2017).
Thus, it is essential to clarify the logical relationships of risk ele-
ments. Although QRA has proven effective in the offshore industry,
it lacks the ability to analyze the interdependency of risk elements
in a process system (Kalantarnia et al., 2010). The Decision-Making
Trial and Evaluation Laboratory (DEMATEL), which can be used to
construct a structural model involving the causal relationships of
complex factors, has proven to be an effective tool that can be used
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to recognize the interdependences among the elements of a system
and identify the critical elements (Mentes et al., 2015; Akyuz and
Celik, 2015).

Traditionally, QRA is performed using static failure probabilities
(Abimbola et al., 2014), failing to capture the variation of risks as
time goes on (Khakzad et al., 2012). Risks of a complex system are
changing constantly, but conventional methods of risk assessment,
such as Fault Tree (FT) and Event Tree (ET), take no account of the
variation. Therefore, a novel dynamic QRA (DQRA) method that can
take advantage of operational data to update the failure probabil-
ities obtained from the initial data in the design phase needs to be
introduced.

The transition from traditional QRA to DQRA is a natural evo-
lution (Khan et al., 2015). Key early works on dynamic risk
assessment and management have been published, mainly using
the Bayesian theory or Bayesian Network (BN). In order to obtain
the dynamic failure probability of a plant-specific system, Meel and
Seider (2006) proposed a dynamic failure assessment approach to
estimate the probabilities of accidents using near misses and
incident data. Following their work in 2006, the authors developed
a dynamic risk assessment methodology with the objective of
providing a real-time, probabilistic, risk analysis for a process sys-
tem (Meel and Seider, 2008). Similar to Meel and Seider's (2006)
work, Kalantarnia et al. (2009, 2010) adopted Bayesian theory to
update the likelihood of the event occurrence and failure proba-
bility of the safety system, and applied the method to BP Texas City
refinery accident, which proves the DQRA's ability to learn from
near misses, incident, past accidents and predict accident occur-
rence probability in the next time interval.

In the offshore industry, Cai et al. produced several studies on
the application of Bayesian Network (BN), including the dynamic
risks of Blowout Preventer (BOP) operations (Cai et al., 2013b),
human factors on offshore blowouts (Cai et al., 2013c) and subsea
BOP control systems with imperfect repair and preventive main-
tenance (Cai et al., 2013a). Likewise, Bhandari et al. (2015) and
Abimbola et al. (2015) applied the BN to conduct a dynamic risk
analysis of deepwater drilling operations. The BN method was also
used extensively in other fields. Tan et al. (2013) evaluated the
dynamic risk of a gathering station for high-sulfur natural gas. Cai
et al. (2015) constructed a framework for the reliability evalua-
tion of grid-connected photovoltaic systems in the presence of
intermittent faults. Khakzad et al. (2016) analyzed the vulnerability
of process plants subject to domino effects.

Recent study of DQRA has placed more emphasis on complex
and nonlinear relationships existing among risk elements in a
process system. Recent book named Dynamic Risk Analysis in the
Chemical and Petroleum Industry authored by Paltrinieri and
Khan (2016) has provided significant support for dynamic anal-
ysis and management of risk in chemical and process industry by
introducing DQRA techniques. Adedigba et al. have conducted a
series of studies on the dependency model. To model complex
and nonlinear relationships among risk factors, the authors pre-
sented a new non-sequential barrier-based model, in which the
conditional dependencies among risk factors are modelled using
the BN with various relaxation strategies, and non-sequential
failure of safety barriers (Adedigba et al., 2016a, 2016b);
Further, they have integrated an artificial neural network with a
probabilistic approach to estimate process accident probability as
a function of time, and thus the method can make the model
adaptive and capture evolving process conditions with updating
mechanism (Adedigba et al., 2017). Deyab et al. (2018) have
analyzed potential failure scenarios considering both vertical and
horizontal dependency of offshore process operation, determine
the most sensitive equipment, and identify their potential failure
causes.

The occurrence and development of fire and explosion accidents
caused by leaks on offshore platforms are dynamic. The accidents
are emergent properties, resulting from mutual influences of risk
factors that escalate continually until the system crashes. We pro-
pose an integrated method using DEMATEL and BN combined with
the accident characteristics of dynamicity and complexity, covering
perspectives of both system vulnerabilities and dynamic risks. In
the method, we establish risk indicators, analyze their interactions,
expound the development pattern of accidents, and reassess the
system risks. With the hybrid method, this paper aims to provide a
reference for risk evaluation and control on offshore platforms.

2. Proposed DQRA methodology

The proposed methodology is to identify, evaluate, and predict
the risks associated with leakage on offshore platforms through a
specific analysis of risk indicators, evolutionmodes, and probability
updating. The method is implemented using a four-step process:

1) Establishment of risk indicators.
2) Interaction analysis of risk indicators.
3) Evolution of risks.
4) Reassessment of probabilistic risk.

Step 1 Establishment of risk indicators
Risk and vulnerability identification in terms of bothmechanism

and likelihood is a common and central step to all QRA methods
(Khakzad et al., 2012). According to expert opinions, historical data,
and relative standards, three-level risk indicators, including factors,
events, and subsystems, are established by identifying the hazards
leading to fire and explosion during the operation, after the target
platform is selected.

Step 2 Interaction analysis of risk indicators
DEMATEL, which is based on graph theory and matrix theory, is

one of the most practical tools for analyzing the cause and effect
relationship between complex indicators. The interdependence
relationship of indicators can be identified, and the key indicators
can be identified through a causal diagram. There are five funda-
mental sub-steps in this step, as follows.

Sub-step (1): A direct relationmatrix for pair wise comparison of
risk indicators is constructed. A group of experts, who have knowl-
edge and experience in the field, are asked to assess the influence
among indicator pairs. The pair-wise comparison scale may be
divided into five levels, where the scores of 0, 1, 2, 3, and 4 represent
“no influence,” “very low influence,” “low influence,” “high influ-
ence,” and “very high influence,” respectively. These interactions are
consolidated into an initial direct relation matrix, X, as follows:

X ¼ �
xij
�
N�N; (1)

where xij indicates the direct impact of indicator i on indicator j, and
N represents the number of risk indicators.

Sub-step (2): The initial direct relation matrix, X, is normalized
such that all elements in matrix M vary from 0 to 1:

M ¼ X
�

max
1�i�N

XN
j¼1

xij: (2)

Sub-step (3): The total relation matrix, T, is obtained as

T ¼ MðI �MÞ�1; (3)

where element tij in matrix T consists of both the direct and indirect
impact of indicator i on indicator j, and I denotes an identity matrix
of rank N.
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Sub-step (4): The sum of rows R and columns D of matrix T are
respectively calculated according to the following formulae:

R ¼
XN
j¼1

tij;D ¼
XN
i¼1

tij; (4)

where ri represents the combined direct and indirect effect of
indicator i on all other indicators, and dj represents the compre-
hensive degree to which indicator j is influenced by all other
indicators. Specifically, ri þ di shows all effects that are given and
received by indicator i, i.e., ri þ di represents both indicator i's ef-
fect on the entire system and other indicators' effects upon indi-
cator i. A larger value of ri þ di means that the indicator i is more
important in the overall system. Conversely, ri-di represents the
net effect that indicator i has on all other indicators in the system
(Akyuz and Celik, 2015). If ri-di is positive, indicator i is a
dispatcher; otherwise (if the value is negative), the indicator is a
receiver.

Sub-step (5): A causal diagram of indicators is drawn by map-
ping the dataset (RþD, R-D) to rank the risk and to ultimately select
the key factors. In the Cartesian coordinate system of the mapping,
the horizontal axis, R þ D, is named ‘‘Prominence’’, and the vertical
axis, R-D, is named ‘‘Relation’’ (Mentes et al., 2015).

Step 3 Evolution of risks
An evolutional model is built in accordance with the logical

relationship of safety barriers. In this step, a joint FT and ET
model is established, where the kinds of consequences triggered
by the initial event are determined according to the sequence of
events. The prior probability, f(x), of every indicator is confirmed
based on relevant databases, articles, and standards. Afterwards,

the FT-ET is converted into a BN to calculate the posterior
probability.

Step 4 Reassessment of probabilistic risk
The risk of a complex system, such as an offshore platform,

varies with time. In order to obtain the dynamic posterior proba-
bility, f(xjdata), of the safety barrier, Bayesian probability theory is
adopted to refresh the failure probability using the precursor data
of accidents (Tan et al., 2014):

f ðxjdataÞ ¼ gðdatajxÞf ðxÞZ
gðdatajxÞf ðxÞdx

fgðdatajxÞf ðxÞ; (5)

where x is the failure probability of the system, f(x) is the prior
probability distribution function, and g(datajx) is the likelihood
function acquired form the precursor data of accidents. With the
reassessment of the failure probabilities of safety barriers and the
consequence probabilities, the risks of platforms can be updated
dynamically.

The detailed process of the DQRA methodology is shown in
Fig. 1.

3. System risk analysis using DEMATEL

Owing to the large number of installations with complicated
layouts and interdependencies, as well as human factors and
organizational management, it is difficult to make use of sophisti-
cated reasoning approaches, such as BN, to directly evaluate the
risks of offshore platforms. Thus, in order to simplify the process of
risk evolution, we utilize DEMATEL to analyze the interactions
among indicators and to identify the critical indicators that

Fig. 1. Flow chart of the DQRA methodology.
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influence the evolution of system risks on the basis of vulnerability
identification.

3.1. Vulnerability analysis

Research on the vulnerabilities of complex systems, beginning
with disaster science (Wang et al., 2012), has been used exten-
sively in the risk assessment of coal mines, electric systems, and
aviation. Obviously, as an infrastructure for the exploration and
production of oil and gas in the offshore industry, offshore
platforms consist of a variety of potential hazards including
hazardous substances (e.g., inflammable oil and gas), energy
carriers (e.g., oil and gas storage and transportation equipment),
vulnerable spots (e.g., flanges and valves), harsh physical envi-
ronments, irrational management, and human errors. The haz-
ards, which are dynamic and random, may trigger vulnerability
transmission among some subsystems, tending to result in the
collapse of the overall system.

3.2. Three-level risk indicators for fire and explosion accidents

This practice identifies several major causal indicators that may
lead to catastrophic accidents of fire and explosion. According to
the statistics of historical accidents, the consequences of leakage,
fire, and explosion are heavily concentrated in the operation stage,
which occupies most of the life cycle of a platform. Based on the
vulnerability identification of a platform, we hierarchically estab-
lish indicators of fire and explosion from the three levels of factors,
events, and subsystems. Among these indicators, one or more risk
factors may lead to the occurrence of an event. Furthermore, one or
more events may cause a subsystem failure. Finally, the coupling
interactions among subsystems may result in a system crash.
Table 1 shows the indicators of a production platform.

3.3. Impact analysis of risk indicators

Expert opinion plays an important role in DEMATEL. The direct
impacts of the 35 indicators provided in Table 1 are measured with
expert scores from zero to four. To minimize subjective bias, this
study takes an average score from three experts who have senior
backgrounds in the offshore industry. Subsequently, the values of R,
D, R þ D, and R-D can be obtained by using Eq. (4), as demonstrated
in Table 2. From the results in Table 2, the causal diagram is drawn
as shown in Fig. 2.

According to the causal diagram, the factors included in sub-
system SS4 (organizational management) have higher prominence

and relation, whichmeans that these factors have greater effects on
others and tend to influence the occurrence of other factors.
Additionally, factor A1 (design defect) also plays a significant role.
Conversely, the majority of factors related to equipment failures,
e.g., A17 (sensor failure), A18 (alarm failure), and A26 (sprinkler
system failure), have lower prominence and relation, which in-
dicates that these factors have little effect on others, and the
equipment is of high reliability in the overall system compared to
organizational management. In addition, factor A15 (overrun) has
the lowest relation, which means that it is the most susceptible
factor. The key precautionary measure for preventing the platform
from catching fire and exploding is to stop the leakage in the
inception phase. Thus, oil and gas leakage prevention is the most
effective means of preventing the accident from escalating for the
production platform. Considering the causal relationships of factors
in Fig. 2, the relationships among subsystems are characterized by
taking the average prominences and relations of factors in each
subsystem. The results are listed in Table 3.

Based on the above analysis, we can presume that other factors
are vulnerable to the impacts of the factors relevant to subsystem
SS4. That is, the factors in SS4 are more often indirect causes for a
system crash.

The analysis demonstrates that factors related to SS4 need to be
given priority in the risk management of operation. Poor conditions
of SS4 will not directly result in accidents in general, but they will
cause human errors and lack of skills during the operation of other
subsystems. Therefore, with factors related to SS1, SS2, and SS3, we
introduce the factors related to SS4 e.g., A31, A32, A33 and A35 into
the sequential model of accidents.

4. Evolution process of leakage risk

The relationships among system elements have been evaluated
using DEMATEL. We draw a conclusion that organizational man-
agement plays an important role among the causes of accidents.
Furthermore, to study how fire and explosion accidents occur and
escalate, the hierarchical structure is used to explain the evolution
process. We establish the relationships between the hazards and
the structure vulnerability and analyze the process that the
cascading failures of subsystems follow in a system crash. Because a
few assumptions are typically made (Berner and Flage, 2016), the
mapping relationship from hazards to safety barriers is particularly
significant. We only establish the evolution model of risks in
accordance with the actual system to improve the credibility of the
analysis results.

Table 1
Risk indicators of a production platform.

Level 1 (subsystems) Level 2 (events) Level 3 (factors)

SS1 Leak sources E1 Leaks in the production process A1 Design defect, A2 Improper operation
E2 Pipeline and tank leaks A3 Violent knock, A4 Corrosion, A5 Seal failure

SS2 Ignition sources E3 Lightning stroke A6 Lightning stroke
E4 Static electricity A7 Static electricity
E5 Heat source A8 Compressor, A9 Generator, A10 Bump, A11 Hot work, A12 Smoke vent
E6 Electric spark or arc A13 Electric spark or arc

SS3 Safety system E7 Fire & Gas System A14 Unreasonable layout of sensors, A15 Overrun, A16 Poor ventilation,
A17 Sensor failure, A18 Alarm failure

E8 Emergency shutdown A19 Hand-operated valve failure, A20 Lack of skills, A21 Signal failure, A22 Power
outage, A23 ESD valve failure

E9 Fire fighting A24 Audible and visual alarm failure, A25 Smoke detector failure,
A26 Sprinkler system failure, A27 Unreasonable layout of pipeline

SS4 Organizational management E10 Organizational administration A28 Management practices and intents, A29 Policy and procedure, A30 Invalid supervision
E11 Inspection and maintenance A31 Nonstandard operational procedure, A32 Deficiency of maintenance ability
E12 Education & Training A33 Inadequate education and training, A34 Insufficient incentive
E13 Decision A35 Decision-making mistake
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4.1. Sequential model of platform accidents

We employ a joint FT-ET and a BN to model and analyze the
evolution process of the platform accidents. According to the
selection results, we reallocate the factors related to SS4, which will
cause failures of subsystems into FTs, as shown in Fig. 3. In addition,
we omit the factors relevant to E9 because they work in the
emergency phase after accidents. The main factors were further
broke down to basic and intermediate ones, as depicted respec-
tively by symbols X and M in Fig. 3. Obviously, the factors related to
SS4 are mostly basic ones.

As shown in Table 4, we begin by renumbering the selected
factors. The prior failure probabilities of the factors, were deter-
mined by reference to the OREDA Participants (2002), OGP (2010),
and relevant studies (Paik et al., 2011; Cai et al., 2013a, b ,c; Tan
et al., 2014; Bhandari et al., 2015). The failure probabilities of
intermediate factors were calculated using FTs (Fig. 3), based on the
probabilities of basic factors. The posterior probabilities were
calculated for the most serious consequence (i.e., large-scale fire
and explosion) after application of BN (described later).

Thereafter, we map the factors in the evolution process. After
the above series of data handling, we construct the ET to analyze

Table 2
Values of R, D, R þ D and R-D.

Factors A1 A2 A3 A4 A5 A6 A7 A8 A9

R 1.224 0.963 0.747 0.813 0.699 0.370 0.378 0.275 0.060
D 0.687 1.389 0.462 0.602 0.793 0.096 0.510 0.779 0.417
R þ D 1.911 2.352 1.209 1.415 1.492 0.467 0.888 1.054 0.477
R-D 0.537 �0.426 0.285 0.211 �0.094 0.274 �0.132 �0.504 �0.357

Factors A10 A11 A12 A13 A14 A15 A16 A17 A18

R 0.288 0.219 0.167 0.185 0.533 0.463 0.632 0.459 0.302
D 0.829 0.567 0.610 0.590 0.516 1.476 0.974 0.719 0.823
R þ D 1.117 0.786 0.777 0.775 1.049 1.939 1.605 1.178 1.125
R-D �0.541 �0.348 �0.443 �0.405 0.017 �1.013 �0.342 �0.260 �0.521

Factors A19 A20 A21 A22 A23 A24 A25 A26 A27

R 0.399 0.784 0.365 0.416 0.452 0.306 0.361 0.216 0.596
D 0.632 0.953 0.678 0.416 0.679 0.769 0.672 0.918 0.464
R þ D 1.031 1.737 1.043 0.832 1.131 1.075 1.033 1.134 1.060
R-D �0.233 �0.169 �0.313 0.000 �0.227 �0.463 �0.311 �0.702 0.132

Factors A28 A29 A30 A31 A32 A33 A34 A35 e

R 1.378 1.339 1.674 1.254 1.203 1.543 1.197 1.319 e

D 0.392 0.336 0.790 0.711 0.626 0.560 0.335 0.813 e

R þ D 1.770 1.675 2.464 1.965 1.829 2.103 1.532 2.132 e

R-D 0.986 1.003 0.884 0.543 0.577 0.983 0.862 0.506 e

Fig. 2. Causal diagram of the risk indicators.

Table 3
Relationships among subsystems.

Subsystem R þ D R-D Description

SS1 1.676 0.103 R þ D is large, and R-D approaches zero. SS1 has little effect on other subsystems.
SS2 0.793 �0.307 R þ D is small, and R-D is negative. SS2 is hardly affected by other subsystems.
SS3 1.212 �0.315 R þ D is medium, and R-D is negative. SS3 is hardly affected by other subsystems.
SS4 1.934 0.793 Both R þ D and R-D are largest. SS4 has a great effect on other subsystems.
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the evolutionary process from the perspective of safety barrier
failures. There are four levels of safety barriers in the ET to prevent
accidents from occurring and escalating. As presented in Fig. 3, the
safety barriers in the process consist of S1 (Leakage protection), S2
(Leakage detection), S3 (Emergency shutdown), and S4 (ignition
protection). Risk factors lead to failures of safety barriers; further-
more, various failure modes of safety barriers will result in
accidents varying both in probability and consequence. According
to the evolutional path, the consequences, as shown in Fig. 3,
consist of (A) safety state, (B) small-scale oil and gas leakage, (C)
small-scale flashover or explosion, (D) large-scale oil and gas
leakage, and (E) large-scale fire and explosion.

The failure probabilities of S1-S4 are also calculated using
respective FTs in Fig. 3. Then the results are using for the calculation
of occurrence probabilities of different consequences.

4.2. Application of BN

Although the ET can demonstrate the process of accidents, it has
the disadvantage of being static, so it cannot adapt to the dynamics

of accidents. To relax these limitations, we used a BN to provide a
dynamic analysis.

The FT-ET model is converted into a developed BN using an
algorithm adopted by Bobbio et al. (2001) and Kalantarnia et al.
(2009), as shown in Fig. 4. The “AND” gates and “OR” gates are
represented by the Conditional Probability Table (CPT), and the
failure probabilities are developed using graphical network inter-
face (GeNIe) software. The failures of safety barriers are often
assumed to be independent variables, i.e., safety barriers are not
affected by the performance of prior ones. However, it is worth
noting that S3 can rarely succeed if S2 fails. Thus, by referencing
the literature (Li et al., 2016), a correction coefficient 0.01 is
introduced to the CPT of S3, as shown in Table 5. According to the
prior probabilities of basic factors in Table 4, the failure probabil-
ities of safety barriers and occurrence probabilities of conse-
quences are calculated using both the FT-ET and BN (independent
and dependent) approaches, and the results are presented in
Table 6. At this stage of the calculation, the posterior probabilities
previously shown in Table 4 are produced for consequences (5-E)
and (9-E).

Fig. 3. ET of accidents on the production platform.
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Table 6 compares the failure probabilities of safety barriers and
the occurrence probabilities of consequences obtained from ET and
BN. The values acquired from the BN approach are almost the same
as the values of ET. The probability of a consequence decreases as
the severity increases, from 1-A to 5-E. However, when considering

interdependence between the safety barriers, the values are
significantly different. For example, the occurrence probabilities of
6-B and 7-C decreased greatly, compared to the results calculated
by the independent method, while the probabilities of 8-D and 9-E
increase significantly. This occurred because when the leakage

Table 4
Probabilities of the basic and intermediate factors.

Symbol Factor description Prior probability Posterior
probability (5-E)

Posterior
probability (9-E)

X1 Design defect 1.12E-3 6.56E-3 6.56E-3
X2 Invalid supervision 1.22E-2 7.15E-2 7.15E-2
X3 Nonstandard operational procedure for leak sources 6.81E-2 3.99E-1 3.99E-1
X4 Inadequate education and training for leak source operations 7.15E-2 4.19E-1 4.19E-1
X5 Violent knock 1.51E-4 8.85E-4 8.85E-4
X6 Corrosion 1.17E-3 6.86E-3 6.86E-3
X7 Seal failure 5.00E-3 2.93E-2 2.93E-2
X8 Deficiency of maintenance ability for leak sources 2.24E-2 1.31E-1 1.31E-1
X9 Unreasonable layout of sensors 3.11E-3 0 5.36E-2
X10 Sensor failure 3.22E-3 0 5.55E-2
X11 Deficiency of maintenance ability for detection system 4.68E-2 0 8.06E-1
X12 Overrun 3.00E-3 0 5.17E-2
X13 Alarm failure 2.52E-3 0 4.34E-2
X14 Signal failure 1.70E-3 2.55E-2 1.70E-3
X15 Power outage 7.00E-3 1.05E-1 7.02E-3
X16 ESD valve failure 1.81E-3 2.72E-2 1.81E-3
X17 Deficiency of maintenance ability for auto shutoff 5.67E-2 8.52E-1 5.69E-2
X18 Hand-operated valve failure 2.11E-2 7.44E-2 2.11E-2
X19 Nonstandard operational procedure for manual shutoff 8.76E-2 3.09E-1 8.76E-2
X20 Decision-making mistake 5.15E-2 1.82E-1 5.15E-2
X21 Inadequate education and training for manual shutoff operations 9.82E-2 3.46E-1 9.82E-2
X22 Deficiency of maintenance ability for manual shutoff 6.22E-2 2.19E-1 6.22E-2
X23 Lightning stroke 2.17E-5 1.59E-3 1.59E-3
X24 Static electricity 3.31E-3 2.42E-1 2.42E-1
X25 Compressor 3.61E-3 2.64E-1 2.64E-1
X26 Generator 5.04E-3 3.69E-1 3.69E-1
X27 Bump 6.22E-4 4.55E-2 4.55E-2
X28 Hot work 1.14E-4 8.34E-3 8.34E-3
X29 Smoke vent 5.65E-4 4.14E-2 4.14E-2
X30 Electric spark or arc 4.50E-4 3.29E-2 3.29E-2
M1 Improper operation 1.45E-1 8.51E-1 8.51E-1
M2 No detection 5.57E-2 0 9.59E-1
M3 Auto shutoff failure 6.66E-2 1 6.68E-2
M4 Manual shutoff failure 2.84E-1 1 2.84E-1
M5 Operational error 2.20E-1 7.74E-1 2.20E-1
M6 Hot surface of equipment 9.25E-3 6.77E-1 6.77E-1
M7 Heat source 9.92E-3 7.26E-1 7.26E-1

Fig. 4. BN of accidents on the production platform.
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detection system fails to detect the oil and gas leakage, the emer-
gency shutdown system has difficulty obtaining a shutdown signal,
even though the system is trouble-free. As a result, the probabilities
of worse accidents tend to increase. Therefore, the method that
considers the dependence of safety barriers is more aligned with
the actual situation.

5. Probability reassessment

Although the FT-ET and BN are equally able to analyze the
evolution process of accidents, the BN can account for new
evidence that the FT-ET cannot (Zarei et al., 2017), which is of great
value in dynamic risk analysis for updating the probability of fac-
tors. Two types of probability updating can be performed,
depending on the type of evidence propagated in the network
(Khakzad et al., 2013). In this section, the probabilities of factors,
safety barriers, and consequences will be updated according to the
two types.

5.1. Probability updating with a certain evidence

The first type of probability updating calculates the posterior
probability of factor Xi, when a certain evidence of consequence Q is
given. It is generally used to find the most probable factors leading
to a specific consequence. In this paper, evidences for the most
serious consequences of 5-E and 9-E were introduced, indicating
that the large-scale fire and explosion accidents were observed on
the production platform.

The fourth and fifth columns of Table 4 show deductive
reasoning for the probability updating of basic factors given the
occurrences of 5-E and 9-E, respectively. We use the ratio of vari-
ation (RoV) in the probabilities to compare the prior and posterior
probabilities of basic factors. The RoV can be calculated as (Zarei
et al., 2017)

RoV ¼ pðXiÞ
qðXiÞ

; (6)

where p(Xi) and q(Xi) respectively represent the posterior and prior
probabilities of basic factor Xi, respectively. Fig. 5 shows the RoVs for
each basic factor given evidence of 5-E or 9-E.

The occurrences of 5-E and 9-E are small probability events that
almost never happen because of the low failure probabilities of S4
(ignition protection system). However, once the small probability
events happen, it demonstrates that S4 failed and the failure
probabilities of factors related to S4 increased accordingly. Among
the factors related to S4, X25, X26, and X27, which have high prior
probabilities, still have high posterior probabilities, demonstrating
that the ignition was most likely triggered by the heat sources in
the process.

In addition, the ROVs from X1 to X8 is 5.9. Among these factors,
X3, X4, and X8 have the highest posterior probabilities. This result
emphasizes the critical role that human error plays among the
other factors in the accident. This is in accordance with the results
of DEMATEL.

Next, it is worth noting the different RoVs between setting 5-E
and 9-E as evidence. Both of them are the most serious accidents
induced by leakage, while the only difference is whether the S2 is
failure or not. For the evidence of 5-E, the ratios of the factors from
X9 to X13 were zero, because of S2's success. In contrast, these
factors' ratios increased greatly because of the failure of S2 in the
case of 9-E.

For the factors from X9 to X13, the RoVs increased in the case of
5-E, while they remaining almost unchanged in the case of 9-E. The
reason for the difference between the two cases is that S3 hardly
works with S2's failure. Namely, S3 did not receive the alarm signal
even though its equipment is in good condition. Furthermore, in
the case of 5-E, the RoVs related to automatic shutoff changed more
than the factors related to manual shutoff. This occurs because
automatic shutoff is more effective in terms of the accident pre-
vention compared to manual shutoff.

Table 5
Amending CPT of S3.

S2 Success Failure

M3 Success Failure Success Failure

M4 Success Failure Success Failure Success Failure Success Failure

Success 1 1 1 0 0.01 0.01 0.01 0
Failure 0 0 0 1 0.99 0.99 0.99 1

Table 6
Probabilities of ET and BN.

Safety barriers and
consequences

Prior probabilities
(ET-independent)

Prior probabilities
(ET-dependent)

Prior probabilities
(BN-independent)

Prior probabilities
(BN-dependent)

S1 1.71E-1 1.71E-1 1.71E-1 1.71E-1
S2 5.80E-2 5.80E-2 5.80E-2 5.80E-2
S3 1.89E-2 1.89E-2 1.89E-2 8.45E-2
S4 1.37E-2 1.37E-2 1.37E-2 1.37E-2
1-A 8.29E-1 8.29E-1 8.29E-1 8.29E-1
2-B 1.55E-2 1.55E-2 1.56E-2 1.54E-1
3-C 2.15E-3 2.15E-3 2.15E-3 2.13E-3
4-D 2.99E-3 2.99E-3 2.99E-3 4.55E-3
5-E 4.14E-5 4.14E-5 4.15E-5 6.30E-5
6-B 9.58E-3 9.58E-5 9.58E-3 9.58E-5
7-C 1.33E-4 1.33E-6 1.33E-4 1.33E-6
8-D 1.84E-4 9.67E-3 1.84E-4 9.67E-3
9-E 2.55E-6 1.34E-4 2.56E-6 1.34E-4
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According to the above analysis, all the safety barriers are
essential to preventing the accident fromoccurring and developing.
Therefore, increasing the success rate of leakage prevention, leak
detection, and shutdown are significant measures for preventing
accidents of large-scale fires and explosions. In lieu of these mea-
sures, reducing operational errors and insulating or cooling the
surfaces of equipment are also important means of preventing
these accidents.

5.2. Probability updating with accident sequence precursor data

Traditional methods of risk analysis assume that the failure
probabilities of events are constants. However, the risks of
elements are changing constantly. Therefore, the second type of
probability updating calculates the posterior probability of factor Xi

given that some consequences have occurred n times in an interval.
Earlier in the paper, we obtain the initial failure probabilities of
safety barriers using respective FTs. However, referring to relevant
studies (Meel and Seider, 2006; Kalantarnia et al., 2009; Khakzad
et al., 2014; Tan et al., 2014), the probability distribution function
more accurately expresses the failure probabilities of safety bar-
riers. A Beta probability distribution is considered in the sequential
model. For a Beta prior distribution, with parameters (a, b) and a
binomial likelihood function, the posterior function can be calcu-
lated utilizing Bernoulli's likelihood function and the Beta prior
distribution:

f ðxÞfxa�1ð1� xÞb�1; (7-a)

gðdatajxÞfxsð1� xÞf ; (7-b)

f ðxjdataÞfgðdatajxÞf ðxÞfxa�1ð1� xÞb�1xsð1� xÞffxaþs�1

ð1� xÞbþf�1;

(7-c)

where parameters f and s respectively represent the cumulative
frequency of failures and successes of safety barriers at the end of
the time interval. As shown in Eq. (7), the posterior function obeys a
Beta distribution as well, with (aþs, b þ f) as the new parameters.
The mean of the Beta distribution, E(x), and the variance, Var(x) are

EðxiÞ ¼
a

aþ b
;VarðxiÞ ¼

ab

ðaþ bÞ2ðaþ bþ 1Þ
(8)

The values of parameters (a, b) of the prior Beta distribution

function can be determined using historical information, literature,
or expert knowledge. For the present work, the generic failure
probabilities based on the Fts can provide rough estimates of E(x),
with expert judgment used to estimate the variance (Meel and
Seider, 2006). Then the values of (a, b) can be calculated by Eq.
(8). For example, the prior probability of S2 is 1.71E-1, and the Var
(x2) is 3.00E-3, as given by experts, so (a, b) are equal to (7.91,
38.34). Parameters (a, b) can be calculated for all the safety barriers
in the same way, with the results shown in Table 7.

Herein, BN is used to track the dynamics by updating the prior to
posterior probability distributions as accident data are observed in
real-time. The statistical data for the consequences of the platform,
which are accumulated over ten years, as shown in Table 8. Special
attention should be made such that all accidents are recorded, even
near misses (Khakzad et al., 2014).

5.2.1. Probability updating of safety barrier and consequence
The dynamic failure probabilities of the safety barriers are

derived from the median point of the Beta distribution, using
Monte Carlo simulation with 100,000 trials. The posterior failure
probabilities of safety barriers gradually increase over the period of
10 time intervals, as shown in Fig. 6. The increasing trend of S1's
failure probability is particularly apparent, which indicates that the

Table 7
Parameters of Beta distribution for each safety barrier.

Symbol E(x) Var(x) a b

S1 1.71E-1 3.00E-3 7.91 38.34
S2 5.80E-2 1.00E-3 3.11 50.53
S3 1.89E-2 3.00E-4 1.15 59.66
S4 1.37E-2 2.00E-4 0.91 65.65

Table 8
Cumulative number of consequences.

Time/year 1-A 2-B 3-C 4-D 5-E 6-B 7-C 8-D 9-E

1 4 2 0 0 0 2 0 0 0
2 5 3 1 0 0 3 0 0 0
3 7 3 1 1 0 3 0 0 0
4 9 4 1 1 0 3 1 0 0
5 10 6 1 1 0 4 1 0 0
6 12 6 2 1 0 4 2 0 0
7 13 8 2 1 0 4 2 0 0
8 15 9 2 2 0 5 3 0 0
9 16 11 2 2 0 5 4 0 0
10 18 12 2 2 0 5 4 0 0

Fig. 5. RoVs for basic factors given evidence of 5-E or 9-E.
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number of leakage incidents on the production platform will
increase as the operation time increases.

Fig. 7 shows the occurrence probabilities of all consequences for
the production platform. The probabilities change dramatically
with time after the precursor data are introduced. The method can

even predict the probabilities of accidents that do not occur (e.g., 5-
E, 8-D, and 9-E). The occurrence probability of consequence (1-A)
drops gradually. In contrast, the probabilities of all other conse-
quences increase constantly, but they are still orders of magnitude
lower than (1-A). Thus, the safety barriers can prevent accidents
from occurring and escalating in most cases. However, as time goes
on, the safety barriers become less reliable, which leads to an
increased risk of dangerous consequences. Hence, the risk levels of
a platform should remain within the tolerance limits (Vinnem,
2014a, b). When the risk is unacceptable, it is necessary to test,
repair, or replace the safety barriers to prevent near accidents from
escalating into major or catastrophic ones.

5.2.2. Probability updating of basic factors
Fault tree provides a clear and intelligible way of representing

the logical relationship of basic factors. However, it cannot
accommodate abductive reasoning. This section aims at updating
the occurrence probabilities of the primary events, given the
occurrence of accident precursors or accidents, with the abductive
reasoning ability of BN. We consider the posterior probability dis-
tribution of S2 as an example here. When the failure probability of
S2 is updated, the failure probabilities of basic factors from X9 to
X13 during ten time intervals are also updated, as demonstrated in
Fig. 8. The results indicate that the failure probabilities of the basic
factors generally increase over the period. The diversification of the

Fig. 6. Dynamic failure probabilities of safety barriers.

Fig. 7. Dynamic occurrence probabilities of consequences.

Fig. 8. Probabilities of basic factors related to S2.
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basic factors is consistent with that of S2. This occurs because the
information about the failure probability of the safety barrier
propagates backwards through the network, increasing the prob-
ability of the basic factors. The failure probability of X11, which is
related to organizational management, is still one order higher than
the others.

6. Conclusions

This paper proposed a hybridmethod based on DEMATEL-BN for
identifying vulnerabilities and evaluating the risks of offshore
platform accidents triggered by oil and gas leakage. The method
considered both the interrelationships of risk factors and their
impacts on the system. The method realizes the DQRA of offshore
platforms in contrast to traditional QRA.

Judging by the evaluation results using DEMATEL, the risk
factors associated with organizational management have great
effects on the other factors. Therefore, the factors related to orga-
nizational management were introduced into the sequential model
of accidents, as basic factors of human errors in the operation.

By jointly performing sequential accident model using fault tree
and event tree, the basic factors, intermediate events, safety bar-
riers, and potential consequences of the platform failures were
identified and calculated. However, the FT and ET methods are
limited to being static.

The FT-ET model was converted to a BN to update the proba-
bilities of basic factors, safety barriers and consequences. By using a
Bayesian updatingmechanism, the prior and posterior probabilities
were compared based on their RoVs when certain evidence is
introduced. In addition, with the inclusion of accident sequence
precursor data, the BN method is effective for dynamically pre-
dicting the probabilities of all the nodes in the network, even for
accidents without historical data.

The use of predicting accident probabilities based on the inte-
grated method proposed by this paper will contribute to taking
early corrective actions to prevent accidents induced by leakage on
offshore platforms from happening and developing effective risk
management plan. Though the current application was focused on
offshore platforms, the methodology could easily be extended to
other complex and processing systems in chemical or offshore
industry.
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