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Abstract

Various supplementary authentication methods are used to supplement user authentication and 

authorization provided by existing password verification online1. In recent years, authentication and 

authorization methods using user attribute information have been studied and utilized in various 

services. User attribute information can be divided into static information and dynamic information. 

The existing methods focus on research to identify users using dynamic information or to generate 

challenge questions for user reauthentication. Static information such as a user's home address, 

school, company, etc. is associated with dynamic information such as location information. We 

propose a method to verify user attribute information by using the association between two attribute 

information. For this purpose, the static information of the user is verified by using the user 's 

location record which is dynamic information. The experiment of this paper collects the dynamic 

information of the actual user and extracts the static information to verify the user attributes. And 

we implemented the user attribute information authentication system using the proposal verification 

method and evaluated the utility based on applicability, convenience, and security.

▸Keyword: User authentication and authorization, Dynamic information, User attribute information.

I. Introduction

Currently, many Internet applications require user 

identification information as well as simple identification 

information for the user. In recent years, user 

authentication and authorization methods using user 

attribute information such as user authority, status, and 

mission have been studied and utilized in various 

services1. User identity verification is the process of 

verifying an entity based on various user information. The 

user attribute information used in this process greatly 

affects the verification reliability of identity verification. 

we propose a secure user attribute verification method 

using dynamic attribute information of users in order to 

provide high accuracy of identity confirmation online in 

order to provide more accurate identity verification 

according to domestic  and foreign policy situation. and 

the verification of the proposed method is implemented by 

realizing the user attribute information authentication 

system and verifying the performance of the system using 

actual user data2-4. The proposed method can divide 

user attribute information into identification information 

and auxiliary information and provide high accuracy for a 

large number of personal attribute information required 

for the identity verification level. 

In Section 2, we introduce related works. In Section 3, 

we explain how to collect and verify user attribute 

information. In Section 4, we implement and evaluate the 

user attribute information authentication system using the 

proposed method. Section 5 describes the conclusion of 

this study.
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II. User Attribute Information

Identity verification is the process of verifying an 

entity based on various user information. The user 

attribute information used in this process greatly affects 

the verification reliability of identity verification. The 

identity verification user information is largely composed 

of identification attribute information and auxiliary 

attribute information. An identification attribute is 

information that is used to uniquely identify an entity in 

one context by combining one or more pieces of 

identification information. In addition to the identification 

attribute information, the auxiliary attribute is the 

attribute information necessary to support the identity 

verification process, and indicates the relationship or 

association between the information subject and the 

identity information. FinTech technology has evolved over 

the years, and technology that can pay using smart 

phones is pouring out. As the mobile environment 

becomes widespread, cases of abuse are also increasing. 

Smsing sends a text message impersonating an 

acquaintance or a public institution, and when a link in the 

message is clicked, an application containing malicious 

code is installed. The malicious code obtains the account 

information, certificate, and personal information 

contained in the user's smartphone, and then seizes 

money through financial transaction or micropayment. In 

addition it is a part that can 

not ignore the credit card information theft, the illegal 

use of the card due to card modification, theft or loss6. In 

order to prevent fraudulent use of the credit card, there 

is an abnormal transaction detection system for 

preventing fraudulent use at the Fintech Service Provider. 

This enables the user to block or further authentication 

before payment even if the financial information is 

exposed to fraudulent use. At this time, studies on 

increasing accuracy of abnormal transaction detection 

using GPS information of user terminal have been actively 

carried out2. In recent years, user authentication 

techniques have been introduced to facilitate access to 

user location data. Based on this research, we intend to 

utilize location information which is dynamic information 

in user attribute verification method.

III. Identification information collection

In order to prevent the user from collecting the attribute 

information of the user indiscriminately, the proposed 

method requires only the attribute information required for 

the service requested by the user and can receive the input 

directly. Alternatively, the proposed method uses the Open 

API based authentication protocol such as OAuth (Structured 

/ Unstructured) registered and generated by the user. User 

identity information required for each identity proofing 

assurance level is divided into basic verification attributes 

and extended verification attributes for the assurance level 

evaluation. The detailed data and the collection method of 

the verification attribute are shown in Table 1.

Level
Basic 

Verification Attribute

Expansion Verification 

Attribute

LoIP0 ID -

LoIP1

Identification 

Information (resident 

registration number, 

email, cellular phone 

number)

Register Information

(name, age, birthday, gender, 

country, etc.)

LoIP2
LoIP1 +Corroborative 

information 

User registration information and 

user creation information

(profile, address, school, 

workplace, friends list, photo, 

etc.)

LoIP3

LoIP1 + LoIP2 + 

Authoritative 

information

(registration card, 

passport information, 

driver license)

Responses to feature-based 

queries, requested creation 

information (posts, photos, 

location, etc.)

Table 1. Verification attribute information by LoIP

The dynamic attribute of the user is received from the 

dynamic attribute information server and is compared with 

the static attribute information. The server collecting the 

dynamic attribute information consists of a method of 

receiving the location information record from the user and 

a method of collecting the location record information 

collected from the user's mobile terminal through the 

program developed in the present invention by transmitting 

the information to the dynamic property information server 

.Google can provide users with enhanced search results and 

recommendation services by using Location History on their 

mobile device (Android OS). For example, you can get 

recommended services depending on where you visit with 

the logged-in device, or you can use predictive information 

about the daily traffic situation on your commute. The 

information stored in the location record can be controlled 

by the user, and the record can be deleted at any time. You 
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can enable or disable the location mode of your Android 

device. You can also collect your location history from your 

iOS on iPhone, which can be configured using the Google 

app. You can also change the location accuracy mode of your 

device. Accuracy mode uses several different sources to 

predict the location of the device. Using location information 

on your device, you can get your location (dynamic) 

information based on the location of your Android device. 

For example, the user's dynamic information can be obtained 

through the position record as shown in Figure 1.

Fig. 1. User’s location record using Google Map

The location record thus stored can be confirmed on 

the web or mobile, and it is also possible to receive this 

information as data. In this study, user 's user download 

directly using data download function of Google and 

submit dynamic information to IDP server which is a 

proposed system. In this study, JSON format is used to 

collect and process dynamic information.

Dynamic attribute (Above) In order to collect 

information, user must install dedicated application for 

location information and connect to server. Figure 3  

shows the results of the user performing authentication 

and collecting location information in the application to 

collect dynamic attribute information.

Fig. 2. Screenshot of the user logging in 

to the location-gathering application

After logging in, the activity that controls GPS 

information is activated by default. When the START 

button is pressed, the GPS collection information is 

activated and collects the data and transmits it to the 

database automatically. At the bottom, the most recently 

collected information is displayed together with the 

presence or absence of GPS collection. At the very first 

request, the user is asked to use the location data in the 

application and the service is activated at the time of 

permission agreement.

Fig. 3. Location Permission Setting Screen

The collected information is transmitted to the 

database every time the location is changed. The 

collected location information is transmitted to the 

database by applying the location information update 

request method described above for duplication of values 

or efficient data extraction at the time of storage. In the 

user authentication page, the user is authenticated using 

the location information based on the accumulated 

dynamic information transmitted by the user. The user 

can authenticate the user by comparing the analyzed 

static property information with the collected static 

property information.

Fig. 4. Example of location information collect
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IV. Implementation and verification of

proposed method (evaluation)

In this paper, we propose a method for verifying the 

user 's static attribute information based on the user' s 

dynamic information and verifying the user 's non - face 

- to - face identity in order to improve the reliability and 

accuracy of guarantee based on this. I will use it. In order 

to perform non-face identification verification, it is very 

important to extract and analyze highly accurate dynamic 

information based on the user's accumulated dynamic 

information. The location data provided by Google is 

provided in the form of JSON or KML file. In this study, 

we performed the work based on the JSON file.

Fig. 5. Location data in collected JSON format

In the development system, the system adds a JSON 

file parsing operation to primarily parse Google's JSON 

files that are provided by default. In order to parse and 

store the information, the data obtained by dividing the 

given data by 10000000.0  is stored in double format and 

parsed. The parsing work was done on the server 

because of the considerable time and risk consumed 

inside the Android, which could be designed through Java 

class. When the parsing is completed, the location data is 

stored in a table in the server, which is used for dynamic 

location information. Basically, the collected dynamic 

information and cumulative data of Google location 

information have a value of longitude and latitude, which 

is a simple data only. In order to verify with the static 

information inputted by the user be able to. It uses the 

Google API called reverse geocoding to provide the 

location and latitude value of the location information, 

obtains the address of the coordinates, and enables 

verification of the location information through 

comparison with the static address. When the collected 

data is uploaded, the address value is automatically 

stored in the database based on the latitude and 

longitude, and when the dynamic information is requested 

in the proposed system, the data of the corresponding 

database is searched to check whether the location is 

consistent. In the proposed system, dynamic information 

is requested in the state that the user has input the 

location information data as follows. The user basically 

does not have the information about the dynamic 

information, and compares the data inputted at the time of 

executing the request with the server database and 

confirms that they are matched.

V. Conclusions

Identity verification the structure of the proposed 

system for reliability evaluation is the identity verification 

service that evaluates and verifies the identity verification 

level and reliability information based on the user 

attribute verification that can be utilized by all the 

organizations on the online. In order to implement and 

verify this, this study collects and analyzes the user 's 

static attribute information and dynamic attribute 

information, performs comparative verification and 

evaluates it as a four - level rating, and based on the 

reliability information evaluated at each stage, We 

propose a service that evaluates and provides 

information.
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