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a b s t r a c t

This article presents a security module based on a field programmable gate array (FPGA) to mitigate
man-in-the-middle cyber attacks. Nowadays, the FPGA is considered to be the state of the art in nuclear
power plants I&C systems due to its flexibility, reconfigurability, and maintainability of the FPGA tech-
nology; it also provides acceptable solutions for embedded computing applications that require cyber-
security. The proposed FPGA-based security module is developed to mitigate information-gathering
attacks, which can be made by gaining physical access to the network, e.g., a man-in-the-middle attack,
using a cryptographic process to ensure data confidentiality and integrity and prevent injecting malware
or malicious data into the critical digital assets of a nuclear power plant data communication system. A
model-based system engineering approach is applied. System requirements analysis and enhanced
function flow block diagrams are created and simulated using CORE9 to compare the performance of the
current and developed systems. Hardware description language code for encryption and serial
communication is developed using Vivado Design Suite 2017.2 as a programming tool to run the system
synthesis and implementation for performance simulation and design verification. Simple windows are
developed using Java for physical testing and communication between a personal computer and the
FPGA.
© 2018 Korean Nuclear Society, Published by Elsevier Korea LLC. This is an open access article under the

CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

One of the cybersecurity targets is keeping sensitive data secure.
This target can be achieved by disclosing the sensitive data to
authorized parties, preventing unauthorized modification, and
guaranteeing that the data can be accessed by authorized parties
when requested. To guarantee data the confidentiality, integrity,
and availability triad, data need to be protected against man-in-
the-middle (MITM) attacks. A MITM attack is defined as any
attack in which the adversary devises a way to access the networks
and inserts himself in between the server and client communica-
tion. MITM attacks are rare and difficult to execute, especially in a
nuclear power plant, but they seriously impact data integrity and
confidentiality. There is a low probability of occurrence of MITM
attacks in data communication systems (DCSs) in nuclear power
plants (NPPs) because the DCS is isolated from the internet and
other off-site networks. In this article, we assumed that an MITM

attack may occur when a portable device or media is connected to a
DCS during maintenance and testing activities by contractors or
suppliers; the consequence of this attack could be an unauthorized
gathering of confidential data and modification of the traffic by
injection of malware or malicious data, which could leave some
persisting damaging effects. Use of cryptographic processes can
offer an appropriate solution to mitigate MITM attacks [1,2]. In the
current system, the cryptographic process is performed using
software-based modules, e.g., Trusted Platform Modules. In these
modules, the firmware can be updated. On the other hand, the
Trusted Platform Module itself must be replaced when a new al-
gorithm or higher hardware speed is implemented because of the
nonreconfigurable properties of the system [3]. Using hardware-
based encryption modules improves the information security. A
variety of applications that are performed using software can be
executed by developing hardware circuits such as a field pro-
grammable gate array (FPGA). The hardware is advantageous for
various reasons: no required extra operating system, faster parallel
execution of the independent functions, and greater security. FPGA-
based encryption modules have more advantages than software-
based modules, e.g., greater flexibility and better security. Using
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only software to protect a system is not enough. Using an FPGA
improves cybersecurity by applying the model-based systems en-
gineering (MBSE) approach to develop the FPGA-based encryption
module. The proposed module provides a cybersecurity defensive
architecture to combat malicious cybersecurity threats. By using the
FPGA-based securitymodule, the risk of internal andexternal threats
can be reduced and achieved by independent verification and vali-
dation (V&V) under highly controlled design and modification pro-
cedures, such as using a secure programming environment andwith
cybersecurity measures for programming the FPGA. By following
these procedures, the probability of malware being inserted into the
hardware description language (HDL) code can be prevented [4].

In this study, we used a model-based systems engineering
approach to develop a hardware-based encryptionmodule using an
advanced encryption standard algorithm, the AES-128, for an NPP
DCS. The V model was used as a system life cycle model to develop
this FPGA-based advanced encryption module to ensure confi-
dentiality and integrity of data transmission. We created both an
enhanced function flow block diagram for a software-based
encryption module and the FPGA-based encryption module and
modeled them using the CORE9 university edition. HDL code was
developed using Vivado Design Suite 2017.2. Code synthesis and
implementation tests were run and analyzed. Design functions
verification and validation were performed on the developed
module. The designed hardware-based security platform performs
data encryption using the Advanced Encryption Standard algorithm
AES-128. The AES algorithm is considered to be the most popular
and secure algorithm and is currently used worldwide. It is the first
and only publicly accessible cipher that is approved by the
US National Security Agency for high-level secret information [5].

2. System development cycle

We used the MBSE approach to develop the FPGA-based
encryption module. The traditional “V cycle” is recommended in
International Atomic Energy Agency (IAEA) SSG-39 as model sys-
tem life cycle for developing headwear programmable devices such
as an FPGA. Fig. 1 describes the development process of the FPGA-
based encryption module. A necessary adjustment is allowed on
the V model due to the ability of the programming tool to perform
and verify some phases automatically [6,7].

In developing an FPGA-based system, especially for large soft-
ware, synthesis and place and route steps are run to check code-
hardware integration. These steps may fail for various reasons,
such as errors in the code, or some additional functions or

requirementsmayneed tobeadded for adebuggingprocess and safe
operation. It is essential to run the simulation and debugging pro-
cesses to ensure code-hardware integration. After the compatibility
of the software and hardware is satisfied, it must then be ensured
thatbothwill performthe required functions. Then, the code is ready
to deploy without errors or damage to the FPGA board [8].

3. System analysis

3.1. Requirement analysis

According to Nuclear Regulatory Commission (NRC) RG 73.54,
the design needs to provide high assurance that digital networks
and communication systems' equipment are adequately protected
against cyber attacks, up to and including the design basis threat.
All systems and networks need to be protected against any prob-
able cyber attacks that would adversely impact the integrity or
confidentiality of data and/or software, such as MITM attacks, by
using cryptographic mechanisms. These mechanisms need to be
able to recognize changes to information during transmission and
on receipt. All systems and networks must deny unauthorized ac-
cess to systems, services, and/or data. The cybersecurity plan must
be established, implemented, and maintained to satisfy the cyberse-
curity program requirements of the regulation guide. This plan must
describe how to control and protect the assets andmaintain defense-
in-depth protective strategies to ensure the capability to detect,
respond, and recover from cyber attacks, to mitigate the adverse ef-
fects of cyber attacks, and to ensure that the functions of protected
assets are not adversely impacteddue to cyber attacks. In addition, the
system needs to be capable of timely detection and response to cyber
attacks. Referring to RG 5.71, Appendix A, cybersecurity must comply
with the licensing requirements of 10 code of federation (CFR) 73.54;
Appendices B and C give an acceptable set of security controls which
are developed using the National Institute of Standards and Technol-
ogy (NIST) cybersecurity standards and security controls. These con-
trols depend on well-defined and well-understood vulnerabilities,
threats, and attacks, in addition to well-understood and vetted
countermeasures and protective techniques [9,10].

Acceptable security controls are transmission integrity and
transmission confidentiality and should be achieved by using
cryptographic mechanisms. When security requirements are
considered as an integral subset of other information system re-
quirements, the resulting system has fewer weaknesses and de-
ficiencies, and therefore, fewer vulnerabilities can be exploited in
the future [11,12].

Fig. 1. V model system life cycle for FPGA-based encryption module.
FPGA, field programmable gate array; NPP, nuclear power plant.
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The cryptographic key is one of the critical security parameters.
NIST Special Publication 800-57 Part (1) is a key management
recommendation guide for handling cryptographic keys. These
keys are managed using automated mechanisms, and the key entry
into the cryptographic module uses a key-loading device and se-
cures transport of cryptographic keys. Key storage shall not be
accessible from outside of the cryptographic module for unautho-
rized operators. For security strength, the cryptoperiod should be
less than 2 years. To keep the cryptography in effect, the crypto-
graphic key should be changed before the end of the cryptoperiod
[13]. In addition, HDL coding rules are detailed in NUREG 7006 [14].
These rules are aimed at ensuring that the hardware design prac-
tices and HDL code result in a system that is reliable, robust,
traceable and maintainable. Further requirements, specific to the
design process, are detailed in International Electrotechnical
Commission (IEC) 62566 [15]. This is currently the only standard
that deals with FPGA-based safety I&C systems. However, it is not
endorsed by the US Nuclear Regulatory Commission (NRC) and
therefore serves only as a reference.

3.2. System success criteria

In this study, to ensure that the developed FPGA-based AES-128
would achieve the desired requirements and high performance, the
designed HDL code must pass all tests required for implementation
and have no errors in the design synthesis, and implementation re-
ports are required to start the bitstream generation process using any
programming tools. After the bitstream process is accomplished,
deployment will be safe and effective for the proper FPGA board, and
performance effectiveness will be achieved by applying preproved
values to the simulation process and comparing the results as an in-
dicator that the system is maintaining the function that the system
was designed to do. Adaptability and fidelity of data are chosen as
measures of effectiveness of the designed system. Those factors
should be verified by comparing the FPGA performance and output
with the manually calculated output or the preproved values which
have been proven by NIST SP 800-38A Appendix (F). Comparison re-
sults should be 100% without any changes in data due to the FPGA
performance or insertion of malicious data into the code. This in-
dicates that the developed module works as required. The final
effectiveness of this cybersecuritymodule is verifiedwhen it is applied
for at least 24 months [16]. The measure of a system's performance
(MOP) is expressed as encryption speed and payload. Measuring the
time for the function execution using the FPGA-based encryption
module and comparing it with the current system that depends on
software give an indicationof theMOP.Maintainabilityof thedesigned
system is higher due to reprogrammability of FPGA properties.

4. Design theory

4.1. Advanced encryption standard

The AES algorithm is the most important, secure, and widely
used algorithm in cryptography; the algorithm usage period is up to
2030 [17]. It is a block cipher process where all 128 bits of the data
block (plaintext) are encrypted in parallel using an encryption key.
There are three encryption key lengths used for the AES algorithm,
and the key length determines the number of rounds needed for
the encryption process, for key lengths (bits) of 128.192, 256 and
required rounds 10, 12, and 14. The key length that was chosen for
this design was 128 bits. Using this key for encryption requires a
prerounds step. In this step, plaintext, which is arranged as a 4 � 4
bytes matrix, is XOR with the initial key 4 � 4 matrix. After the
prerounds step, 10 rounds are required to obtain the final cipher-
text. Each round consists of four layers that need to be executed and

repeated nine times for nine rounds, and the 10th round consists of
only three of these four layers as shown in Fig. 2.

The first layer is the bytes substitution layer, which is replaced
using predefined values arranged as a 16 � 16 bytes matrix in a
substitution box (S-box) to substitute the output matrix from a
preround process by another 4� 4matrix as a permutation process.
The second layer is a shift row layer; this layer has a left shift
process for rows of the permutation output matrix as follows: (1st

row no shift, 2nd row 1 position shift, 3rd-row shift by 2 positions
shift and 4th row by 3 positions shift) as shown in Fig. 3.

After the shift row layer, another layer is called the mixcolumn
and is the major diffusion step in the AES algorithm. In this step, a
new output matrix is created by multiplication of each column of
the shift rowmatrix output by a 4� 4 constant matrix, for example,0
BB@

C0
C1
C2
C3

1
CCA ¼

0
BB@

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

1
CCA
0
BB@

B0
B5
B10
B15

1
CCA

The aforementioned formula can be repeated to get all column
elements' C4 to C15.

The output of the mixcolumn step is XOR with an expansion key
output to get the cipheri where (i) is the round number. These four
layers are repeated nine times, for layer number 10. There is no
mixcolumn layer, and the output of the shift row layer is directly
XOR with the expansion key output to obtain the ciphertext [5].

4.2. Key expansion

The initial key with a length of 128 bits is randomly generated.
That is the keywhich is used in the prerounds key addition step and

Fig. 2. AES-128 flowchart.
AES, advanced encryption standard.

Fig. 3. Shift row process.
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derives the 10 subkeys used in AES rounds. Note that an XOR
addition of a subkey is used both at the input and output of AES.
This process is sometimes referred to as key whitening. The num-
ber of subkeys is equal to the number of rounds plus one because of
the key needed for key whitening in the first key addition layer.
Therefore, for the key length of 128 bits, the number of rounds is 10.
The total number of keys used to complete the encryption process is
11 and includes the initial key (K0), each with a length of 128 bits.
Each subkey is generated by a transformation process as shown in
Fig. 4. Each subkey depends on the previous subkey, i.e., to derive
subkey knr, Subkey k (nr-1) must be known where x ¼ 1 to 11, etc.
The 128-bit key schedule as shown in Fig. 2 is four word-oriented,
each word with 32 bits.

Subkeys are stored in a key expansion array W with the ele-
ments W [0] to W [43]. The subkeys are computed as depicted in
Fig. 4; the elements K0 to K15 denote the bytes of the original AES
key (K0). The key is copied into the first four elements of the key
array W. The other array elements are computed as follows: as can
be seen in Fig. 4, the leftmost word of a subkey W [4i], where i ¼ 1
to 10, is computed by rotating the left word W0W1W2W3 to get
W3W2W1W0. From the S-box, the byte substitution values are
obtained to obtain the equivalent values W04i, W0 4i þ j. Here g (W0

[4i�1]) is a nonlinear function as shown in formula (1), which is
used to get the first word of the key. The remaining three words of a
subkey are computed recursively [5].

The first word in the subkey is calculated from the formula

W0½4i� ¼ W0½4ði� 1Þ�4gðW0½4i� 1�Þ (1)

where g(W0[4i-1]) is the four-byte input and output generated from
the byte substitution S-box XORwith round constant RC[i], which is
an eight-bit constant calculated from the formula

RC½i� ¼ 2ðiÞ (2)

The other three words of each round are calculated using the
formula

W0½4iþ j� ¼ W0½4iþ j� 1�4W0½4ði� 1Þ þ j� (3)

where i ¼ 1…10 and j ¼ 1, 2, 3.
The output of the key additional process of each round is the

ciphertext of that round, and the round 10 output is the final
ciphertext of AES-128.

5. Design development

5.1. Functional design analysis

Using the CORE9 [18] MBSE tool, the behavioral logical archi-
tecture of both the current and developed system was modeled
using enhanced function flow block diagrams (EFFBDs). Fig. 5 il-
lustrates the software-based system, the function flow block dia-
gram, and this is developed based on the design flowchart
illustrated in Fig. 2. In the function flow block diagram, all functions
as shown in Fig. 5 are run in series even if they are independent
functions because of the way in which the software executes
functions and instructions.

Using the FPGA to execute this function provides a great oppor-
tunity to run independent functions and at the same time to improve
the execution time for the same operation. As shown in Fig. 6, an
EFFBD is created. This shows that the key expansion process and the
three layers for data preparation to encryption process are inde-
pendent processes. Therefore, by using logic gates, both processes
can be executed in parallel, which reduces the execution time.

5.2. Functional design simulation

As shown in Figs. 7 and 8, a time dimensional, not a real-time
simulation, is run using CORE9 to compare the FPGA-based AES-
128 encryption system with the software-based AES-128 encryp-
tion system. These figures show how the newly designed FPGA-
based system is faster than the software-based system.
Comparing the two simulation results confirms that the FPGA re-
duces the execution time by 37% according to the following
calculations:

FPGA-based encryption module simulation results ¼ 497.8 time
unit.

Software-based encryption module simulation results ¼ 789.89
time unit.

Reduction time ration ¼ (789.89 � 497.8)/789.89 ¼ 0.3698.
The real encryption execution time for both the software-based

encryption module and the FPGA-based encryption module is
discussed in section 6.2, Timing specifications.

5.3. Implementation

5.3.1. HDL code development
Using Vivado 2017.2 [19] as a programming and testing tool for

developing and verifying the integrity of the HDL code structure
and functions, the structure of the developed code is found to
contain three sources: the first for the encryption process, the
second for key expansion, and the third one for the source code for
serial communication between an FPGA and a personal computer.
In this design, a constant key is stored in the HDL code.

This keymust be changed before the end of cryptoperiod, which
should be less than 2 years. There are many verification steps that
are run to check the performance effectiveness of the developed
code to generate the ciphertext. The functions were verified by
feeding a plaintext and initial key vectors, which were selected
from NIST SP 800-38A Appendix (F) [20]. As shown in Fig. 9, the
simulation is run to deploy to the Nexys video FPGA board [21] as aFig. 4. Key expansion process [17].
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physical simulation test board. This figure shows the integrity of the
code and represents the components needed to perform these
functions. It needs the 4189 lookup tables, 3876 flip flops, and only
11 input/output resources, which are too few, which makes the
development using any FPGA board possible. The cheapest FPGA
can be used for implementing the designed module. This design
uses a constant key stored in HDL code, which is suitable for limited
area application, such as an NPP area; it is easy to distribute the key
securely, and there is no need to encrypt it.

5.3.2. Interface development
To enable the system functionality to be tested, we developed a

simpleway to connect a personal computer's serial port to the FPGA
using the HDL code, so that the user can enter different blocks of
data, and the encryption results can be sent and received. This
interface was developed to enable the testing and validation pro-
cess. At the front end, a simple graphical interface was developed
using Java as illustrated in Figs. 10 and 11. This interface enables the
user to input the data blocks to the FPGA-based encryption module

Fig. 5. Software-based system enhanced function flow block diagram.

Fig. 6. FPGA-based system enhanced function flow block diagram.
FPGA, field programmable gate array.

Fig. 7. Software-based system simulation.
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in multiple formats (string, hexadecimal, or binary). The data are
validated and transmitted to the FPGA board using the RS232, Serial
Communication Protocol, which is suitable to establish a point-to-
point safety communication. The Nexys Video FPGA board, which is
used for developing the designed FPGA-based encryption module,
is provided by an FT232R USBeUART bridge, which provides an
interface between the Universal Serial Bus (USB) and the Universal
Asynchronous Receiver/Transmitter (UART) interface, which con-
verts the incoming bytes from the computer along parallel circuits
into a single serial bitstream for outbound transmission and vice
versa for inbound data. In addition, RS232 communication meets
the criteria for communications independence of critical digital
assets, and critical digital assets do not perform communication

hand checking [22]. The settings used were as follows: Baud
Rate ¼ 9200 bit/second, Data Bits ¼ 8 bits, Stop Bit ¼ 1 bit.

The same settings were used on the FPGA board. This method of
communication was chosen due to its relatively simple imple-
mentation. On receiving the encrypted data, the results are dis-
played as illustrated in Fig. 11.

6. System integration

6.1. Testing

Design verification results were achieved using a data input/
output interface and the developed encryption module, which

Fig. 8. FPGA-based system simulation.
FPGA, field programmable gate array.

Fig. 9. Vivado synthesis and implementation results.

Fig. 10. User interface.
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were connected using the RS232 serial communication interface.
Different blocks of data (as recommended by NIST) were input to
the system, and the detailed results are given in Table 1. From the
Vivado simulation; the performance of the developedmodule gives
the same results. Comparing the ciphertext that was generated
with plaintext using the stored key in the FPGA, the same results
with no changing were recorded, which gives an indication of no
changing in the data due to the malicious VHDL code or the per-
formance of FPGA logic gates, which assure 100% data integrity and
confidentiality.

6.2. Timing specifications

The FPGA implementation is driven by a 20 ns clock. The FPGA
receives the data bit by bit, encrypts it, and transmits the results to
the computer. The process of receiving, encrypting, and trans-
mitting the data takes 32.7 ms to complete at this time, and the
encryption process takes 920 ns. Table 2 presents the FPGA timing
specifications. The AES algorithm is implemented using the dual-
core processor with 2.4 GHz and 1 GB RAM, which has been
checked for the real execution time of encryption, the encryption
execution given as follows:.

16 bytes encryption time ¼ 2.65821*16/
1024000 ¼ 0.0000415328 s ¼ 41.533 ms ¼ 41533 ns.

Therefore, FPGA-based encryption module is confirmed to be
faster than the software-based encryption system.

From the timing analysis, it is evident that the bulk of the time is
spent in the receipt and transmission of the data. This can be
significantly reduced by using different settings for the communi-
cation (such as a higher baud rate) or a different communication
protocol, such as TCP, IP. However, for the purpose of this study, an
upper limit of 50 ms was set as the execution time. The developed
system meets this requirement. By running the simulation test in
Vivado 2017.2 using the preproven vectors of the key and plaintext,
we obtain the same vector of ciphertext, which was verified before
by NIST as illustrated by the performance simulation results in
Fig. 12.

7. Discussion

Although numerous FPGA-based encryption systems have been
developed, none have been developed for application in NPPs. NPPs

have stringent requirements as defined by regulatory guides and
standards, which must be taken into account in the system design
and development. The communication between the safety network
and the nonsecure networkmust be unidirectional, that is, data can
only be transmitted from a secure network to a nonsecure network,
while transmission in the opposite direction is forbidden. By using
an FPGA-based encryption module between these two networks,
the one-way data flow is guaranteed. Therefore, the module re-
inforces the security level, works as a redundant and diverse uni-
directional data diode to control data flow between a secure
network and a nonsecure network, and works as a redundant and
diverse encryption mechanism. System and information integrity
and confidentiality controls are achieved by the ability of FPGA-
based encryption module to encrypt the data using a highly
secure encryption algorithm, such as the AES. In addition, the use of
an FPGA-based system guarantees the key management re-
quirements while providing a safe and flexible mechanism to
distribute the key securely, which is stored in the created HDL code
and to manage cryptoperiod.

8. Conclusion

We developed a hardware-based security system using the
MBSE approach. We discussed the requirement analyses according
to the “V” model system life cycle using the design control docu-
ments for an NPP design. We demonstrated the system effective-
ness with the measures of effectiveness and MOP for the newly
designed FPGA-based security module. This module encrypts data
using AES-128 and a constant 128-bit key, which improves the
encryption security level by means of the FPGA. It possesses many
advantages over the software-based encryption system:
complexity in security regarding cybersecurity because there is no
virus vulnerability for the FPGA; system flexibility for upgrading or
modifying according to application of a new algorithm or changing

Fig. 11. Encryption result displayed on interface.

Table 1
Encryption test results.

Plain Text (HEX) KEY Expected result FPGA encryption result

00000000000000000000000000000000 2B7E151628AED2A6ABF7158809CF4F3C 7DF76B0C1AB899B33E42F047B91B546F 7DF76B0C1AB899B33E42F047B91B546F
6BC1BEE22E409F96E93D7E117393172A 2B7E151628AED2A6ABF7158809CF4F3C 3AD77BB40D7A3660A89ECAF32466EF97 3AD77BB40D7A3660A89ECAF32466EF97
AE2D8A571E03AC9C9EB76FAC45AF8E51 2B7E151628AED2A6ABF7158809CF4F3C F5D3D58503B9699DE785895A96FDBAAF F5D3D58503B9699DE785895A96FDBAAF
30C81C46A35CE411E5FBC1191A0A52EF 2B7E151628AED2A6ABF7158809CF4F3C 43B1CD7F598ECE23881B00E3ED030688 43B1CD7F598ECE23881B00E3ED030688
F69F2445DF4F9B17AD2B417BE66C3710 2B7E151628AED2A6ABF7158809CF4F3C 7B0C785E27E8AD3F8223207104725DD4 7B0C785E27E8AD3F8223207104725DD4

FPGA, field programmable gate array.

Table 2
FPGA timing.

Process Receiving data Encryption Transmission Total

Timing 15.9 ms 920 ns 15.9 ms 32.72 ms

M.A. Elakrat, J.C. Jung / Nuclear Engineering and Technology 50 (2018) 780e787786



key; FPGA can use reverse engineering; no software or operating
system is needed for FPGA's operation; and running parallel algo-
rithms ensures a higher response time than the other system. For
development, we used the core 9 University Edition to create and
simulate the EFFBD. Vivado 2017.2 was used as an HDL code pro-
gramming and testing tool to simulate and verify the performance
of the proposed module. For the key management process, using
the FPGA encryption module is a valuable solution due to its
reconfigurable property that meets the recommendation of the
changing key in each cryptoperiod. The cryptoperiod can be
scheduled during the refueling and maintenance period every 18
months for the NPP design.

9. Further work

Further study should focus on improving the designed FPGA-
based prototype encryption module to perform a secure point-
to-point FPGA-based cryptographic system for NPPs according to
regulations, codes, and standards. Developing a second module for
the FPGA-based decryption module is necessary and should
include the necessary code for the AES-128 algorithm and key
expansion. It is also necessary to develop an interface with the
gateway using an Ethernet port as the receiving port from a fiber
optics module and to use USBeUART as a transmitting port to any
nonsecure data network gateway. Analysis of the trade-off and
technological risk is needed to assess the technology readiness
level of the designed module as well as the cost, system integra-
tion, testing, and verification using real data, which will be the
third level of work. The test procedure will be performed using the
KEPCO International Nuclear Graduate School simulator room
equipment and data, which is equivalent to the advanced power
reactor (APR) 1400 simulator room, to ensure the performance of
unidirectional data communication using real data. In addition,
validation of the developed systemwill be performed according to
the Korea Cryptographic Module Validation Program.
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