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a b s t r a c t

In industrial plants such as nuclear power plants, system operations are performed by

embedded controllers orchestrated by Supervisory Control and Data Acquisition (SCADA)

software. A targeted attack (also termed a control aware attack) on the controller/SCADA

software can lead a control system to operate in an unsafe mode or sometimes to complete

shutdown of the plant. Such malware attacks can result in tremendous cost to the orga-

nization for recovery, cleanup, and maintenance activity. SCADA systems in operational

mode generate huge log files. These files are useful in analysis of the plant behavior and

diagnostics during an ongoing attack. However, they are bulky and difficult for manual

inspection. Data mining techniques such as least squares approximation and computa-

tional methods can be used in the analysis of logs and to take proactive actions when

required. This paper explores methodologies and algorithms so as to develop an effective

monitoring scheme against control aware cyber attacks. It also explains soft computation

techniques such as the computational geometric method and least squares approximation

that can be effective in monitor design. This paper provides insights into diagnostic

monitoring of its effectiveness by attack simulations on a four-tank model and using

computation techniques to diagnose it. Cyber security of instrumentation and control

systems used in nuclear power plants is of paramount importance and hence could be a

possible target of such applications.

Copyright © 2017, Published by Elsevier Korea LLC on behalf of Korean Nuclear Society. This

is an open access article under the CC BY-NC-ND license (http://creativecommons.org/

licenses/by-nc-nd/4.0/).

1. Introduction

Cyber physical systems (CPS) are a diverse group of systems

used to physically manipulate and monitor critical

infrastructures such as industrial systems, power and water

systems, and security systems. A nuclear power plant (NPP)'s
instrumentation and control systems deploy a number of

control systems that orchestrate safe and viable control of the
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neutronics, its control process, and electrical subsystems,

covering the overall plant control system.

There have been an increasing number of attacks from

malware on industrial control systems such as Stuxnet in

2010. The biggest threat to CPS is from the targeted attacks

where the attackers have a deep knowledge of the targeted

controller and various processes controlled by it.

Network-based anomaly detection techniques are not

enough to detect attacks on control systems as the accessmay

be through a genuine access point but with the intent to

change the behavior of the control loop. The latest informa-

tion security tools alone are not sufficient for securing control

systems. Securing the control system from possible targeted

attacks on its computational elements requires a thorough

diagnosis of its behavior against accepted normal behavior.

Such diagnostics can be performed by a synchronous monitor

that reads the same set of inputs as the controller and also the

output of the controller. It may be difficult to provide such

systems online with the safety class controller owing to the

complexity in providing comprehensive verification for regu-

latory requirements. Hence, such systems need to be placed

only in nonsafety systems but with acquisition of data from

safety systems. However, this would require large data sets

that are being collected in the control plant (NPP) history.

The main contributions of this paper are as follows:

1. Overview of the theoretical work on control aware attacks

2. Developing techniques to build a monitoring framework

from data logs files

3. Data mining based computation techniques for design of

online monitors such as

(a) Least squares approximation (LSA) method

(b) Computational geometric method

4. Experimental validation of monitors using an extensive

simulation on a four-tank model

The paper is organized as follows. Section 2 explains

various related work on CPS security and various analytical

techniques for CPS monitoring. Section 3 explains the CPS

vulnerabilities and discusses various properties, features, and

design algorithms for monitors. Section 4 demonstrates the

behavior of a monitor by simulating it using a mathematical

model of four tank as a control system. Section 5 draws con-

clusions and presents future directions for study.

2. Related work

C�ardenas et al [1] addressed various threats to CPS and

explained various targeted attacks using the Tennessee-

Eastman chemical plant as a reference model. Caselli et al

[14] demonstrated the basis for semantic attacks. Statistical

methods such as CUSUM (cumulative sum control chart) and

SPRT (sequential probability ratio test) for fault detection and

diagnostics are explained by C�ardenas et al [1] and Basseville

[2,5]. False data injection attacks are explained by Liu et al [7]

and simulated using the four-tank model by Gawand et al [3].

Shyamasundar [8] has described a big data approach for

the protection of control systems by analyzing its large log

files. Sharfman et al [4] described the frequency, feature, and

computational methods for monitor design. A computational

geometric approach has been used for a large data stream

analysis by Pasqualetti [6]. The convex hulls intersection al-

gorithm using the rotating caliper method has been analyzed

by Toussaint [10] and is useful for our monitor design work.

The four-tank model has been considered as an example of a

decentralized control system [12]. The work reported in this

paper builds on the theoretical studies in the literature in the

domains of control theory, statistical analysis, and informa-

tion security to develop algorithms to detect changes in the

behavior of a control system arising with the conjecture of a

cyber attack through a legitimate access.

3. Vulnerabilities in CPS and monitoring
concept

Unauthorized access to the control system can lead to phys-

ical damage to the system. An attacker can intentionally

(termed a targeted attack) or unintentionally (termed a non-

targeted attack) manipulate controller characteristics. An

attack can cause the observed system to behave abnormally.

Various types of targeted attacks and comparisons of these

attacks are explained by Gawand et al in their work [15]. Pa-

rameters that control the controller output are subjected to

various filter criteria so as to generate alerts. In this paper, we

discuss the effect of control aware attacks and the develop-

ment of a few detection algorithms.

For a linear time-invariant (LTI) system, a targeted attack

can be modeled using state space equations. x(k þ 1) repre-

sents the next state, and y(k) is the output for time interval k,

where c k ; Ka such that Ka ¼ {ks,…,ke} represents the attack

duration. ks is the start and ke is the end time of the attack.

xðkþ 1Þ ¼ AxðkÞ þ BuðkÞ þwk

yðkÞ ¼ CxðkÞ þ vk;

where x(k) 2 Rn, y(k) 2 R, A 2 Rn�n, B 2 Rn�m, and C 2 Rp�n,

where R is the domain of real numbers.

3.1. Requirement of CPS monitoring system

1. In the attack, for a nonzero input u1(k), the deviation in

output y(k) to y1(k) should be detectable, as represented by

Equations (1) and (2).

c k2Ka and ks � k � ke

x1ðkþ 1Þ ¼ AxðkÞ þ Bu1ðkÞ (1)

y1ðkÞ ¼ CxðkÞ; (2)

where x1(k þ 1), x(k), u(k) 2 Rn, and u1(k) 2 Rn, and u1(k),

u1(k) s 0. x1(k þ 1) and x(k) represent the next and current

states of the system, respectively. k represents the time in-

terval, whereas y(k) represents the measurement output and

u(k) is the control input at the kth time interval [13].

2. Changes caused in the controller's state or control system

output or both have to be detected by themonitor. Methods

bywhich the state or output of the system can be varied are:
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(a) Variation in state space matrices

(b) Variation in control input vector u(k)

(c) Variation in current state vector xi(k) to xi
1(k)

(d) Variation in noise parameters

3.2. Observation criterion for the monitor

The following cases are to be excluded for the controller:

(1) Output is zero irrespective of any input value.

y1ðkÞ ¼ 0c k;Ka and uðkÞs0 or uðkÞ ¼ 0 (3)

yðkÞ ¼ 0c k2Ka and uðkÞs0 or uðkÞ ¼ 0 (4)

(2) Output is always identical irrespective of any input

value, in an attack as well as in a nonattack period.

The general architecture of an anomaly detecting

controller is shown in Fig. 1.

3.3. Architecture of an anomaly detecting controller

As shown in Fig. 1, let /
UðtÞ

be the control plant input based on

the set point and feedback based on sensor measurements.

Let /
X'ðtÞ

and /
XðtÞ

be the plant and sensor outputs, respectively.

Output of controller /
Uðtþ1Þ

is validated by the monitor. The

input /
Uðtþ1Þ

at time tþ1 is computed based on controller mea-

surements. The monitor receives the measured values as well

the outputs from the sensor. Let /
y1ðtÞ

… /
ynðtÞ

represent the

estimated set of outputs corresponding to /
UðtÞ

input and sensor

output /
XðtÞ

. /
Uðtþ1Þ

is considered safe if /
Uðtþ1Þ

is in the convex hull

of the monitor output.

The monitor analyzes the possible variations in /
y1ðtÞ

… /
ynðtÞ

with respect to the various parameters and computes an

estimation of the correct output to the plant. The new oper-

ational point becomes the next reference point, provided the

controller output lies within the convex hull (the monitor

generates a convex hull for the controller output). When the

controller detects an abnormal behavior, it decides to operate

under the safe conditions until appropriate actions are taken.

The proposed model shown in Fig. 2 is mapped to a sche-

matic diagram of a control plant, as shown in Fig. 1, which

depicts a control plant equipped with a Kalman filter (esti-

mator), a controller, and a monitor. The monitor observes

innovation (innovation is the output from Kalman filter that

indicates the difference between the expected and actual

values) value changes obtained by passing the controller

output through a Kalman filter (estimator). Based on the

controller output, the next input to the actuator is decided by

the monitor. In the next subsections the designs of monitors

based on the following are presented:

1. LSA method

2. Convex hull

3. Combination of LSA and convex hull

3.4. Least squares approximation

This method is useful for continuous distance monitoring of

the added new values to the governing function f(x). An alarm

is generated on constraint violations.

LSA algorithm for two-dimensional point set

Input: A set S ¼ {P1,P2,…,Pn}

Output: LSA line function f(x)

Fig. 1 e Anomaly detecting controller.

Fig. 2 e False data injection attack.

Fig. 3 e Least square approximation (LSA) approach.
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1. Assume an LTI system is defined by line function f(x) given

by y ¼ ax þ b.

2. Compute a and b values.

3. Compute the maximum distances d of the points from the

line function f(x) (Fig. 3).

If distance d is within the threshold, then the flag returns

true (i.e., point is inside the convex hull) or false (i.e., point is

outside the hull).

Fig. 4 shows the LSA output for distribution of 100 random

points. d represents the maximum distance of the test point

from the line function (f(x)).

3.5. Convex hull approach

Convexity is a geometric property used in computing the

smallest convex shape enclosing the point set. If the observed

data are outside the convex hull and exceed the tolerance

band, then it is considered to be unsafe and a possible indi-

cation of an anomaly. We have used a two-dimensional (2D)

model for analysis and demonstration.

Input: A point set S ¼ {P1,P2,…,Pn}

Output: Convex hull C

Steps:

1. Sort S according to increasing order of the x coordinates to

find the point with the minimum and maximum x co-

ordinates represented as Pmin,y and Pmax,y.

2. Repeat step 1 for the y coordinate to find the point with the

minimum y coordinate (Px,min) and maximum y coordinate

(Px,max), as shown in Fig. 5.

3. Divide S into four sets of points such that

A. L1 ¼ {Pmin,y, …, Px,max}

B. L2 ¼ {Px,max, …., Pmax,y}

C. L3 ¼ {Pmax,y, …, Px,min}

D. L4 ¼ {Px,min, …, Pmin,y}

4. For L1
A. If (Dx <> 0), calculate the array of slope B[].

B. For max(B[]) add point Px,y to C.

C. Reset B.

5. Repeat item 4 for L2, L3, and L4.

6. Connect all points in C to generate a convex hull.

Fig. 4 e Test for new single point added using LSA.

LSA¼ least squares approximation.

Fig. 5 e Points bounded by L1, L2, L3, and L4.

Fig. 6 e Convex hull points for 100 random points using C

programming.

Fig. 7 e Convex hull generated for 100 random points.
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The algorithm was tested for 100 random points, and the

output is as shown in Fig. 6. A geometric representation of this

convex hull is shown in Fig. 7.

The convex hull algorithm is useful for the analysis of

1. New single value added in the normal data set

2. Set of values added in the data set

3. New convex hull created by a set of added values inter-

secting a convex hull of the trained system

3.5.1. New single point or point set added in existing convex
hull
Select a single point (in case of point set, average value is

assumed) from a point array.

1. For each count ) 0 to size of (point array)

(a) Test the point with each convex hull point set for slope

and boundary conditions.

(b) Return a flag inside or outside or on the boundary if

2.b.1 Slope is positive, Flag¼ inside.

2.b.2 Slope is negative, Flag¼ outside.

2.b.3 Point lies on the convex hull, Flag¼ boundary.

The algorithm output for 100 random points is shown in

Fig. 8.

3.5.2. Algorithm for intersection of two convex hulls
For given convex polygons P ¼ {p(1), …, p(m)} and

Q¼ {q(1),…, q(n)}, as shown in Fig. 9, the algorithm (by rotating

calipermethod) for their intersection is given by the following:

1. Compute the vertices with the maximum y coordinate for

both P andQ. If more than one vertex exists, take the vertex

with greater x coordinates.

2. Construct horizontal lines through these points such that

the polygons lie to their right.

3. Rotate both lines of support clockwise until one coincides

with an edge. A new co-podal (co-podal mean parallel lines

in same direction) pair (p(i), q(j)) is determined. In the case

of parallel edges, three co-podal pairs are determined.

4. For all valid co-podal pairs (p(i), q(j)), check if p(i�1), p(iþ1),

q(j�1), q(jþ1), all lie on the same side of the line joining (p(i),

q(j)). The co-podal pair is a bridge.

5. Repeat steps 3 and 4, until the lines of support reach their

original position, as shown in Fig. 9.

6. Construct the merged convex hull by joining the proper

convex chains between consecutive bridges.

The intersection of two convex hulls (C1 and C2) for

random points can be simulated as shown in Fig. 10.

Each convex hull is a representation of a set of functions

that govern it. The convex hull can be mathematically inter-

preted using R (real) functions as explained in the following

section.

3.5.3. Mathematical interpretation of convex hulls
intersection using R function
An R function is a real valued function that is determinedwith

sign and magnitude. R functions are useful for describing

geometric objects using a single or set of equations. Let us

define a function S(x) along the real axis (X-axis) such that

Fig. 8 e Test for new added random point in the existing

convex curve.

Fig. 9 e Intersection of two convex hulls.

Fig. 10 e Intersection of two convex hulls, C1 and C2.
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SðxÞ ¼
�
0 if x � 0
1 if x � 0

; (5)

where x represents value on the X-axis.

R function y ¼ f(x) can be defined, if there exists a Boolean

function Y ¼ F(x) [9] such that

SðfðxÞÞ ¼ FðSðxÞÞ (6)

3.5.4. Mathematical interpretation for convex hulls
intersection using R function
Consider two convex hulls P and Q, as shown in Fig. 9. Each

convex hull can be represented as R function. Let f(P) and f(Q)

represent the function governing the respective polygons P

and Q.

1. As per the set theory, union between two or more polygons

represents maximization and intersection represents

minimization, where polygon represents convex hulls.

2. Each polygon has Boolean properties according to R func-

tion definition.

(a) Min(x1, x2) is a minimization R function whose com-

panion Boolean function is logical “and,” i.e., (U).

(b) Max(xl, x2) is an maximization R function whose com-

panion Boolean function is logical “or,” i.e., (V) [15].

3. Intersection and union of the convex hull can be repre-

sented as

P∩Q ¼ minðfðPÞ; fðQÞÞ (7)

P∪Q ¼ maxðfðPÞ; fðQÞÞ (8)

4. The above equations can be simplified using Boolean

“AND” operator as “þ” and “OR” as “*”

Pþ Q ¼ minðfðPÞ; fðQÞÞ þmaxðfðPÞ; fðQÞÞ (9)

P*Q ¼ minðfðPÞ; fðQÞÞ*maxðfðPÞ; fðQÞÞ (10)

5. Consider a quadratic equation for variable z, whose roots

are min(f(P),f(Q)) and max(f(P),f(Q)).

z2 þ ðPþ QÞ*zþ P*Q ¼ 0

6. The roots of this equation can be given as

MinðfðPÞ; fðQÞÞ ¼ 1=2

�
fðPÞ þ fðQÞ �

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðfðPÞ þ fðQÞÞ2

q �

MaxðfðPÞ; fðQÞÞ ¼ 1=2

�
fðPÞ þ fðQÞ þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðfðPÞ þ fðQÞÞ2

q �

Hence, intersection of the convex hull can be represented as

P∩Q ¼ minðfðPÞ; fðQÞÞ ¼ 1=2

�
fðPÞ þ fðQÞ �

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðfðPÞ þ fðQÞÞ2

q �

(11)

Union of the convex hull is represented as

P∪Q ¼ maxðfðPÞ; fðQÞÞ ¼ 1=2

�
fðPÞ þ fðQÞ þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðfðPÞ þ fðQÞÞ2

q �

(12)

An intersected convex hull can be validated by using LSA

and the convex hull approach, as explained in the following

algorithm.

3.5.5. Algorithm using LSA and convex hulls approach
Input:

Convex hull P (representing a trained system output)

Convex hulls Q (representing new controller output)

Convex hull Z (intersected polygon of P and Q)

Output:

Flag (True indicates safe, false indicates unsafe)

1. Generate boundary point sets for convex hulls, P and Q.

2. Let the center coordinates of P, Q, and Z be {pxpy}, {qxqy} and

{zxzy}, respectively.

3. Using LSA for each point {pix,piy} in the boundary set P,

calculate the distance from the center point

dpx ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi�
pix � px

�2 þ
�
piy � py

	2
r

; (13)

where dpx represents the distance of boundary points.

{pix, piy} from center {px,py}.

4. The maximum distance value is computed for the set P.

dpmax ¼ max
�
dpx

�
(14)

5. Repeat steps (4) and (5) for the boundary point set for Q and

Z. The maximum distance computed is set as dqmax and

dzmax, respectively, for Q and Z.

6. For all points {pix, piy} 2 Q ; Z, compute

(a) The distance of each point in Q {qix,qiy} from the center

point {zxzy} given by dqzx satisfies the following

condition.

dqzx � dzmax

Return Flag ¼ true.

(b) If condition 6(a) fails check the distance of the point

from f(q) given by dpqx.

dpqx � dpmax

Return Flag ¼ true.

(c) If 6(a) and 6(b) fail, then the point can be considered

unacceptable and return Flag¼ false. This can be

considered an indication of a possible vulnerability.
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3.5.6. Attack scenario
Such a control-oriented attack would require extensive

knowledge about the process behavior, dynamics, and control

algorithms. The attack surface may be through the computer-

based control system, if the attacker gains control to the

computer system where the configuration parameters are

stored. An example may be the Reactor Regulating System,

which stores parameters for SPND (Self Powered Neutron

Detectors) coefficients, correction factors for thermal power,

and look-up tables.

4. Experiment and simulation

We have considered a four-tank model to illustrate a control

theoretical cyber attack and to design a monitor for detecting

changes due to a targeted attack, as explained in the following

section.

The four-tank level control system is a typical control

system with nonlinear, coupling, and time delays character-

istics, and can be used in the simulation of a multivariate in-

dustrial system. It can be used as a test bed to test the effects

of the applications of various control theories. The model is

used for verification and validation of computational algo-

rithms, LSA, and the convex hull method.

4.1. Four-tank system model

The system includes two inputs (speed of pump) and two

outputs (level of two tanks), where the two outputs are

controlled by two inputs, as shown in Fig. 11 [11].

The system is governed by state equations as listed below.

dh1

dt
¼ �

a1

� ffiffiffiffiffiffiffiffiffiffiffi
2gh1

p 	

A1
þ a3

ffiffiffiffiffiffiffiffiffiffiffi
2gh3

p
A1

þ g1k1y1

A1
(15)

dh2

dt
¼ �

a2

� ffiffiffiffiffiffiffiffiffiffiffi
2gh2

p 	

A2
þ a4

ffiffiffiffiffiffiffiffiffiffiffi
2gh4

p
A2

þ g2k2y2

A2
(16)

dh3

dt
¼ �

a3

� ffiffiffiffiffiffiffiffiffiffiffi
2gh3

p 	

A3
þ ð1� g2Þy2k2

A3
(17)

dh4

dt
¼ �

a4

� ffiffiffiffiffiffiffiffiffiffiffi
2gh4

p 	

A4
þ ð1� g1Þy1k1

A4
(18)

The state transitionmatrix for the above system is given by

A¼

2
6666666666666666666664

�
a1


 ffiffiffiffiffiffiffiffiffiffiffi
2gh1

q �

A1
0

a3

ffiffiffiffiffiffiffiffiffiffiffi
2gh3

q

A1
0

0 �
a2


 ffiffiffiffiffiffiffiffiffiffiffi
2gh2

q �

A2
0

a4

ffiffiffiffiffiffiffiffiffiffiffi
2gh4

q

A2

0 0
a3


 ffiffiffiffiffiffiffiffiffiffiffi
2gh3

q �

A3
0

0 0 0
a4


 ffiffiffiffiffiffiffiffiffiffiffi
2gh4

q �

A4

3
7777777777777777777775

As shown in Fig. 12, the four-tank system can be consid-

ered a controlled system and its output as an input to the

Kalman filter (estimator). The estimator output acts as an

input to the monitoring system designed using LSA or the

convex hull algorithm or both. We assume 2D spaces where

two parameters, the “difference in each tank height” (cm) and

“calculated height of each tank” (cm) are respectively

considered in the x direction and the y direction.

Kalman filter behavior is governed by the following basic

equations.

bxkþ1jk ¼ Abxkjk þ Buk (19)

bxkþ1jkþ1 ¼ Abxkþ1jk þ K
�
ykþ1 � bxkþ1jk

�
(20)

Pk ¼ APk�1A
T þ Q (21)

K ¼ PkC
T
�
CPkC

T þ R
��1

(22)

e�k ¼ Ckxk � Ckxkjk�1 (23)

bxk ¼ Abxkjk�1 þ Kkek (24)

Fig. 11 e Four-tank system model.

Fig. 12 e Schematic representation of four tank model in

control plant.
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Pkþ1jk ¼ Pk � KCPk (25)

Equations (19)e(25) represent the Kalman filter behavior,

where A is an n � n matrix, and represents the state matrix

that relates the states bxk�1 of the previous step ke1 to the

current state bxk at step k.Amatrix is assumed to be constant. B

is an n � l input matrix that controls the control input uk 2 Rl

to state bxk. bx�
k represents an a priori state estimate at step k. bxk

is the posterior state estimate at step k for a given measure-

ment z0
k. bxkjk�1 is the system state at k step when moved from

the “ke1 step”. Random variables wk and vk represent the

process and measurement noise, respectively.

4.2. Simulations

In a nonattack (normal) scenario, the monitor is trained with

the normal data. Once trained in LSA and the convex hull

approach, themonitor needs to continuously validate the data

for various attack scenarios such as bias and incremental

attack.

For a given spectrum of inputs and outputs, convex hulls

are generated. The output is simulated after the 500th interval

when the system reaches its stable output stage (the Kalman

filter achieves convergence). In our simulation, monitored

parameters are assumed to be the estimated height of the

individual tank in centimeters (as input) and the difference in

each tank height in centimeters (as output).

For a normal trained plant the output is as shown in Figs.

13 and 14 for a convex hull and the LSA approach,

respectively.

The four-tank model is subjected to an input data attack, a

type of targeted attack explained in [15]. In this type of attack,

the input signal u(k) is varied. The output generates convex

hulls and LSA output, as shown in Figs. 15 and 16, respectively.

The four-tank model is subjected to a bias attack (a type of

targeted attack explained in [1,4,15]).

Fig. 14 e LSA for normal plant. LSA, least squares

approximation.

Fig. 15 e Convex hull for input bias attack.
Fig. 13 e Convex hull for normal plant.

Fig. 16 e LSA for input bias attack. LSA, least squares

approximation.
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The state matrix is targeted in bias and various other at-

tacks. The output generates convex hulls and the LSA output,

as shown in Figs. 17 and 18, respectively.

Figs. 19 and 20 present output curves for a random bias

attack (a type of targeted attack explained in [1,4]). Random

input parameters are changed for this attack.

1. Figs. 13e22 show the convexity changes observed in

monitoring parameters in various scenarios. Blue points in

the graph symbolize various heights of Tank 1 and its

measurement error at various time intervals (from the

501st to the 1,000th interval).

2. Fig. 21 indicates the intersection of two convex hulls. One

convex hull represents a normal trained output and the

second hull represents a random bias attack. As both

convex hulls almost overlap (random bias attack output is

a subset of normal plant output), it is difficult to detect the

anomaly.

3. A completely new convex hull is generated in a bias attack

compared to the normal plant, as shown in Fig. 22. Hence,

an anomaly can easily be detected in this attack scenario.

4. Distance is calculated using LSA for various scenarios (Figs.

14, 16, 18, and 20; Table 1).

Fig. 17 e Convex hull for maximum bias attack.

Fig. 18 e LSA for maximum bias attacks. LSA, least squares

approximation.

Fig. 19 e Convex hull for random bias attack.

Fig. 20 e LSA for random bias attack. LSA, least squares

approximation.
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5. Conclusions

Online monitoring plays a vital role in observing the control

system behavior and detecting anomalous behavior. Such

algorithm realization is demonstrated using a simulated four-

tank model. The effectiveness of the convex hull approach

along with LSA for anomaly detection is tested using a four-

tank model test bed. Computational geometric approaches

such as LSA and convex hull methods have advantages in

analyzing complex log data obtained from a SCADA (Super-

visory Control and Data Acquisition Software) server and in

detecting anomalies. Control system engineers are aware of

various statistical techniques for fault detection in control

systems; however, the application of such techniques in

securing control systems against cyber attacks has not been

examined in detail. This paper demonstrates that these

techniques can be used for monitoring such anomalous

behavior.

It is important to understand the difficulties of how such

monitors can be synthesized in lower level controllers that

would be able to apply such algorithms for the detection of

anomalous behavior. Today's microcontrollers and FPGAs

(Field-Programmable Gate Array) have good computing abili-

ties to run such complex algorithms. NPPs have servers log-

ging configurations for storing historic data and outputs of

lower level controllers. An alternative to the online moni-

toring scheme would be to use such algorithms as offline

monitors.
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