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요 약

본 논문은 휴 폰에서 사용할 수 있는 IoT 기반 홈 보안 시스템을 개발한다. 제안된 시스템은 데

이터를 수집하는 센서, 카메라, 게이트웨이와 Xively 랫폼으로 구성된다. 라즈베리 이는 3 종류

의 센서로부터 데이터를 수집하고, Xively로 데이터를 송하고, 카메라의 상화면을 인터넷을 통

하여 휴 폰의 클라이언트로 송한다. 서버는 Xively, 라즈베 이에 존재하는 소켓 서버와 Google

에 있는 이메일 서버로 구성된다. 제안된 시스템은 움직임, 화재 험, 가스 출이 발생하면 이메

일, 텍스트 문자와 상화면을 송하고, 라즈베리 이를 통하여 가스 밸 를 제어할 수 있다. 실험 

결과로부터 가스 출 등으로 험이 발생하면 사용자는 이메일, 문자 메서지를 송받고, WIFI 

는 LTE를 통하여 스마트폰으로 집내의 상화면을 볼 수 있다는 것을 확인하 다.  

ABSTRACT

This paper aims to build a home security system based on IoT to monitor a home on a mobile phone. The system consists of data gathering sensors, 

camera, gateway and Xively platform. The Raspberry Pi collects data from the three sensors and sends the data to Xively, and sends the video stream of 

home to a client in a smart phone through a internet. The servers are composed of Xively, socket server in Raspberry Pi and E-mail server in Google. The 

proposed system transmits e-mail, text message, and video stream  when there are motion, fire, and gas leakage, and can control the gas valve through 

Raspberry Pi. The experimental results show that a user gets ‘emergency E-mail’ and text message and watches the video stream of the home through WIFI 

or LTE on a smart phone.
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Ⅰ. Introduction 

IoT(: Internet of things) is the most popular 

technology in recent years. It changes people’s 

living ways and makes “things” be intelligent or 

smart. IoT refers to the combination of the device 

and the internet through a huge network in order 

to facilitate the identification and management. 
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With the rapid development of economy and the 

increased urban population dramatically, theft, 

burglary, robbery and other incidents have been 

rising. These incidents take serious influences to 

the stable life of people. People want to check the 

home situations at any time in any place. As the 

technology of communication, sensors and IoT has 

developed, home security has entered the era of 

intelligence. An intelligent home security system 

collects sensor’s data, and send the information to 

the user via the internet, no matter where the user 

is. The user can monitor the situation of a home 

with smart phone.

This study aims to get the information on home 

security. It provides a way for users to see the 

video stream, gas leakage and fire of a home from 

website or mobile phone. The proposed system is 

implemented by IoT platform(such as Xively), 

which provides the connection between users and 

the hardware devices. 

In the following section II, the related works of 

several smart systems are introduced. In section III, 

the proposed system are introduced. System 

implementation is described in section IV, and the 

results of the system are shown in section V. 

Finally, conclusions are described in section VI.

Ⅱ. Related Work

Many IoT systems about the smart home have 

been developed in recent years.

Sarthak Jain[1] presented a home automation 

system based on Raspberry Pi. The system 

controls devices such as electric power monitoring, 

light control, security at home by the command 

from the E-mail. The advantage of this system is 

to control many devices at home. But this system 

does not have camera, so it cannot capture the 

video or the photo from the user’s home and the 

user cannot see the situations of the home.

Nitin Sinha[2] proposed a sensing and monitoring 

system based on Xively, which detects smoke, 

humidity and temperature by using the MQ-2 and 

DHT11 sensors. The data are collected and sent by 

Raspberry Pi. Xively manages and analyzes the 

data and shows them by the graphic. Users can 

check it in the website or the mobile phone. The 

advantage of the system is that it stores the data 

in the cloud server and users can check it at the 

any time through the internet.

Siwakorn Jindarat[3] implemented a smart farm 

monitoring system using Raspberry Pi and Arduino. 

This system is built to manage the chicken 

farming by using a smart phone. The system can 

monitor the temperature, humidity and climate 

quality through a smart phone. It is convenient for 

farmer to use the system at any time.

Alper Gurek[4] presented a home automation 

system based on Android. This system allows user 

to control the home appliances through the Android 

application. The advantage of the system is that it 

can add the sensor easily because the algorithms to 

control the sensor at home are almost same.

H.EIKamchouchi[5] presented a home automation 

system based on SMS(: Short Message Service). 

The system mainly contains GSM(: Global System 

for Mobile communication) model and micro 

controller model. The GSM model exchanges data 

between users and the system through the SMS 

technology. The controller is the brain of the 

system to control the sensors and GSM model. The 

system supports a wide range of the smart home, 

like home security, power management, etc.

Se-Eon Park[6] presented a home system to 

monitor the power of the appliances which connect 

with the Arduino. The system rings the smart 

phone when the power of appliances over the limit  

power value.

Jeong-Won Kim[7] presented a smart home 

system to monitor environment of the home with 

Raspberry Pi. The system has various sensors to 
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collect the data and shows data through the 

internet interface.

There are many platforms used in the IoT 

system, like Xively. and above most researches 

focus on connecting the users and their home by 

single board computer, such as Raspberry Pi, 

Arduino.

In this paper, we design the home security 

system based on Xively, socket server, E-mail 

server and text message with the Raspberry Pi. It 

has the camera to see the video stream, the gas 

sensor to detect the gas leakage, the flame sensor 

to detect fire and the motion sensor to detect the 

movement. We also use the motor to lock the 

valve. 

Ⅲ. System Structure

The system structure is shown in Fig. 1. It 

mainly has two parts: the local part and the cloud 

part.

Fig. 1 Diagram of the Proposed System

The hardware of the system consists of a 

Raspberry Pi, a gas sensor, a motion sensor, a fire 

sensor, a motor and a Raspberry Pi camera:

MQ-2 is a sensor to detect the combustible gas. 

The electrical conductivity of the sensor increases 

with the increase of the concentration of 

combustible gas in the air[8]. MQ-2 sensor detects 

the gas leakage of home, and it is connected to the 

GPIO Pin 12 of Raspberry Pi. The data are 

collected and sent to the Xively by Raspberry Pi. 

Xively collects and analyzes the data by Xively’s 

own servers. Finally, Xively shows the data in the 

graphic at Xively’s webpage. The Raspberry Pi 

controls the motor to close the valve when the gas 

leakage is over the limit value.

Raspberry Pi[9] has CPU, GPU, RAM, USB port, 

Ethernet port, HDMI port and GPIO(General 

Purpose Input Output) pins. It is connected with 

the sensor, keyboard, mouse, internet and monitor 

of the system.

Motion sensor(HC-SR501) is used to detect 

human or animal motions by infrared light[10]. 

Motion sensor is connected to the Pin 11 of the 

Raspberry Pi. It detects the movement of the 

human and outputs a TRUE value to the Raspberry 

Pi when there is movement. The Raspberry Pi 

analyzes the signal then sends ‘emergency E-mail’ 

and text message to users.

The camera module includes a sensor and lens; 

it needs to wait for instructions from Raspberry Pi. 

It has a 5-million-pixel sensor to capture an image 

and to record 1080p  video. The camera can be 

inserted into the CSI interface on the Raspberry Pi, 

and it is using I2C protocol. Raspberry Pi camera 

is connected to the CSI interface of the Raspberry 

Pi. It captures the video of the home and the video 

data are collected by the Raspberry Pi, then the 

Raspberry Pi makes the video stream and sends it 

to the socket server.

LM393 uses a special infrared tube to detect the 

flame, and then the brightness of the flame is 

changed into level signal. Flame sensor detects the 

fire’s infrared ray which wavelength is in the range 

of 760 nm to 1000 nm. The system sends the risk 

E-mail when the fire is detected.
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1.  # Xively setting

2.  FEED_ID = “ enter feed_id ”

3.  API_KEY = “ enter api_key ”

4.  api = xively.XivelyAPIClient(API_KEY)

5.  # Send the data to Xively

Ⅳ. System Implementation

4.1 Xively’s implementation

.Xively is a platform built for the IoT. It 

includes directory services, data services, a trust 

engine for security, and web-based management 

application. Fig. 2 shows the flowchart of the 

Xively operation.

Fig. 2 The flowchart of Xively operation

In the first part of the flowchart, we set up the 

Xively. Table 1 shows the code of Xively setting. 

There are two important parameters: FEED_ID and 

API_KEY, which ensure the system to be able to 

connect to the Xively’s server. The system detects 

the connection of the MQ-2 when the input of Pin 

12 is TRUE, and the Raspberry Pi starts to collect 

the data, and sends it to the Xively.

Table 1. Python code of the Xively Setting

4.2 Socket server’s implementation

The socket interface is one of several application 

programming interfaces to the communication 

protocols[11]. Stream sockets provide a reliable 

connection-oriented service such as TCP[12]. The 

connection between the socket processes is divided 

into three steps: server monitor, client request, 

connection confirmation. Socket monitors the client 

connection requests in real-time. When the server 

side of the socket receives the connection request 

from the client socket, the server responds to the 

client and tries to send the data[13].

Fig. 3 is the diagram of socket processing. The 

socket server runs on Raspberry Pi and the client 

processing runs on smart phone in our system. For 

the server side, the IP address and network port 

bind to the socket firstly. After that, server enters 

to the listen state and wait the incoming attempt. 

When the incoming attempt is accepted, the server 

creates a new TCP connection from the remote 

client. After the connection is created, client and 

server start to exchange the data each other.

Fig. 3 Socket processing

Fig. 4 is the network flow for the socket part in 

our system. The Raspberry Pi connects to the 

router through the cable and communicate to the 

mobile phone through the internet. When the socket 
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1.  # connects to the socket

2.  server_socket = socket.socket ()

3.  server_socket.bind ( “IP hosts”, “ port ” )

4.  server_socket.listen ()

5.  # accept the connection

6.  connection_1 = erver_socket.accept ()      [0].makefile()

7.  # record the video

8.  try:

9.       camera.start_recording (connection_1, format = ‘h264’)

10. finally:

11.       connection.close()

12.       socket_server.close()

client tries to connect to the server, it connects to 

the external IP of the router. But the socket client 

cannot find the Raspberry Pi through the external 

IP. So the port forwarding technology which gives 

a unique port of external IP to socket sever is 

used to make sure that socket client can find the 

socket server in local network. The router forwards 

a port of external IP to the Raspberry Pi and the 

socket client connects to this port to communicate 

with the Raspberry Pi. The client can connect to 

the server through the Wi-Fi or LTE(Long Term 

Evolution).

Fig. 4 System network flow

Fig. 5 is a flowchart for socket server operation. 

After the Raspberry Pi camera is connected to 

Raspberry Pi, the Raspberry Pi reads the signal for 

camera ready from the CSI interface, and initializes 

the camera. When the system gets the signal from 

the socket, the camera begins to record the video 

and the Raspberry Pi sends it to the socket. Then 

socket server outputs the video stream in real-time, 

users can see the video through the network video 

player.

Fig. 5 The flowchart of socket server operation

Table 2 shows the code of socket sever. The IP 

address and the port of network are set up and the 

socket starts to send the data stream to the cloud 

when the connection of the socket is accepted. The 

data stream can be seen in real-time. 

Table 2. Python code of the socket 

4.3. Text message implementation

E-mail is good for notification, but sometimes 

user may ignore the E-mail. Text message is made 

to fix it.
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To use the SIM(subscriber identity module) card 

by using Raspberry pi, we change the USB mode 

into 3G network modem firstly. Then we deploy 

the network configuration to ensure 3G wireless 

card can detect the 3G network.

Gammu is the name of the project, which is 

used to control the phone. We use the gammu 

software to manage the 3G wireless card and 

employ python to send the text message.[17] The 

system sends the emergency message to user’s 

phone when the leakage of gas is detected. Shown 

in Fig. 6.

Fig. 6 Flowchart of text message

Ⅴ. Experimental Results

In this paper, the implemented system like Fig. 7  

detects the gas leakage, fire situation, moving 

object and user can see the video stream of the 

home by using the E-mail, text message and 

VLC(Video LAN client) via the smart phone. 

Fig. 7 Home Security System

When the moving objects, fire or gas leakage 

have been detected, the system sends the 

‘emergency E-mail’ and text message them to 

users. Fig. 8 shows the ‘emergency E-mail’ of 

moving object from the system. And Fig. 9 shows 

the text message of gas leakage. After users read 

the “risk E-mail”, they can see the video stream in 

the network video stream player. 

Users need to type the IP address of their 

home’s network into the VLC. Then the users can 

check the situation of the home. Fig.10 shows the 

situation of the home on mobile phone after the 

movement has been detected.  

Fig. 8 The ‘emergency E-mail’ for moving object

Fig. 9 The text message for gas leakage



IoT 기반 홈 보안 시스템

 153

Fig. 10 The video stream after the movement is 
detected

To help the user get the trend of data and 

predict the situation of home when the data change, 

the Raspberry Pi sends the data of gas leakage, 

fire detection and movement detection to the Xively 

platform. Xively analyzes the data and shows it 

with a graph. User checks it from their mobile 

phone. Fig. 11 shows the gas leakage graph in the 

Xively.

Fig. 11 Gas leakage in Xively

VI. Conclusions

This paper implements a home security system 

to be able to monitor the home  with three sensors 

through smart phone. The system monitors the gas, 

fire and movement situation of the home. The 

Raspberry Pi collects the sensor data, sends the 

data to the server and controls the motor to lock 

the gas valve.

The user gets the ‘emergency E-mail’ and text 

message when the contretemps in the home are 

detected. and can see the video stream with the 

VLC via the smart phone.

We are going to make an Android application to 

control the system and add more functions to the 

system. 
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