S AFEQIE W8] =14 Vol. 2, No. 1, pp. 35—40, 2016 http://dx.doi.org/10.20465/KIOTS.2016.2.1.035

saoln]A] BEES F V2V B4l Q1% Afulae] gk}

S5, ghale, 171

mOeha ITgEAR RS, “uejdista grusoshel, “Asoista 75FE 3 otet

The Simplified V2V Communication Authentication Service for
Privacy Protection

Sung-Su Park', Keun-hee Han”', Keecheon Kim®

'"Division of IT Convergence Information Security, Konkuk University
’Graduate School of Information Security, Korea University

*Division of Computer Science, Konkuk University

& AA AEAL 71E T sl V2v Sl AbeE ghell BA1E v AR e A 1TSS A
71%olth 71 V2V E4l Q15 AlH| 2 25 Au W oA B tigh Bt QFARS 25A17]7] 913l
71 A E AR 7HY IS E AR flal e R Bl ehs v]de] Faska i g uf of 2 <]
ASHME Tsty] wzel AlRte] @o] 28dth ¥ =wolAe 7hg ISAE AREeHA] @il ZefoHA] B
ek Bet @A 5417171 Sf8l A IDE 283 7S AAstaa) g

FA|9] © WAVE, V2V, C-ITS, ITS, Authentication, Privacy Protection

Abstract One of the next generation of automotive V2V communication technology is a core technology
for next-generation ITS as a technique used for communications between the vehicle. Looking at the existing
V2V communication using the pseudonym certificate authentication service structure to meet the security
requirements for privacy protection. Since the issuance of multiple certificates when needed authority in issuing
and managing to use the pseudonym certificate issued once and it takes a lot of time. In this paper, we present
the method utilizing a vehicle ID to meet the security requirements for the privacy protection without the use
of a pseudonym certificate.
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[Fig. 1] WAVE Protocol Process

olgAS TP Al AXE FA BA X
OBU(On Board Unit)2} 231 E258 AJAEo] A3
" A AAE

L

RSU(Road Side Unit)g}a 3o},

slal o] & V2I(Vehicle to
&3l AR wEds

RSUSF OBUZHe] FAle] 71
Infra) “&2lo]2} 8hH, VaI S41&
o= A W Aol 5o wE ARE Al
#rh OBU9F OBUZHE] E412 V2V &

ol Aol wE ARk A A Od, 7= A
WE FRE ATEE Qi) o
F 9% IEEE 1609 Series7} At} 7L % IEEE 1609,
oAZg Aol E e HAAE fg Hel Ay
(Security Services for Applications and Management

\]

Messages)ol] #3t FF0 2 Hol HAIX] A8 A ols}
a1 JTHbl Fig. 25 WAVES] o2 BojF1 itk
RSU RSU
Ak FAITIE)
v VZII'
oo J
OBU&‘\\ ,SDBU
S V2V -
o
o™o

[Fig. 2] WAVE Protocol Example
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[Table 3] Comparison of Pseudonym Certificate and
Hashed Certificate
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