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Design and Evaluation of Secure Framework for User Management in
Personal Cloud Environments

Jin Byungwook + Kim Jonghwa + Cha Stho + Jun Moonseog

in personal cloud environments.

Key Words

{Abstract)

Cloud computing technologies are utilized and merged in various domains. Cloud
computing technology-based personal cloud service technologies provide mobility and free
access by using user centered storages and smart devices such like smart phones and table
PCs. Therefore, we should overcome limits on the storage by solving the capacity problems
of devices to provide security services in the personal cloud environments It can be
addressable to provide the convenience of various security technologies. However, there are
some security threats inherited from existing cloud environments and the possibilities of
information leakage when devices are lost or stolen. Therefore, we designed a framework for
providing secure cloud services by adding objects, such as user authorization, access tokens,
set permissions by key generation, and key management assignments, for user management
in personal cloud environments. We analyzed the stability of the proposed framework in
terms of irreverent use and abuse, access to insiders, and data loss or leakage. And we
evaluated the proposed framework in terms of the security with access control requirements

- Personal Cloud, User Management, Secure Framework, Permission Management
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