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Visualized Malware Classification Based-on Convolutional Neural Network*
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ABSTRACT

In this paper, we propose a method based on a convolutional neural network which is one of the deep neural network. So,
we convert a malware code to malware image and train the convolutional neural network. In experiment with classify 9-families,
the proposed method records a 96.2%, 98.7% of top-1, 2 error rate. And our model can classify 27 families with 82.9%, 89%
of top-1,2 error rate.
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Fig. 1. Architecture of Proposed Model
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Algorithm : Malware Iimage Convearsion

# Variables

m : malware byte array, s : malware file size,
img : malware Image , n : malware image size

# Step I : Convert squared malware image
n = Ceil(y/s)
ifn? > s
m= AddZero(m)
img = Savelmage(m, n)

# Step 2 : Resize image
(m_img : malware Image)
ifn > 256:

img = DownSample(img)
ifn < 256
img = UpSample(img)

Fig. 2. Algorithm for Malware Image Conversion
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Table 1. The parameters of proposed CNN

layer parameters value output
Input 256x256 224x224
Convl n of filter 32 T4x74x32
filter size 5x5 -
filter stride 3 -
channel 3 -
Pooll filter size 3x3 37x37x32
filter stride 2
Conv2 n of filter 128 13x13x128
filter size 5x5 -
filter stride 3 -
channel 32 -
Pool2 filter size 3x3 11x11x128
filter stride 1
Conv3 n of filter 192 5x5x192
filter size 5x5 -
filter stride 2 -
channel 128 -
Pool3 filter size 3x3 3x3x192
filter stride 1
Conv4 n of filter 256 2x2x256
filter size 3x3 -
filter stride 2 -
channel 192 -
FC1 128
FC2 9

Input layerdlA& 256x256 =719 o]vw|A|&
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Table 2. Experiments environments

Name Spec.

0S Linux Mint 17.1(64bit)
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Fig. 5. The experiments process
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Table 3. The results of experiment 1

Exp. ID Top-1 error Top-2 error
Exp.1_01 0.034806 0.013833
Exp.1_02 0.028000 0.010000
Exp.1_03 0.039200 0.012000
Exp.1_04 0.040000 0.013600
Exp.1_05 0.038500 0.014000
Exp.1_06 0.040500 0.012500
Exp.1_07 0.046500 0.016500
Exp.1_08 0.031500 0.011000
Exp.1_09 0.042000 0.014500
Exp.1_10 0.040000 0.012000
Average 0.038101 0.012993
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Fig. 6. The Classification results of randomly
selected Microsoft samples
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Table 4. The results of experiment 2

Exp. ID Top-1 error Top-2 error
Exp.2_01 0.175597 0.108457
Exp.2_02 0.176000 0.111500
Exp.2_03 0.174000 0.114000
Exp.2_04 0.165500 0.104500
Exp.2_05 0.160500 0.098500
Exp.2_06 0.154500 0.099000
Exp.2_07 0.192500 0.121000
Exp.2_08 0.166667 0.106000
Exp.2_09 0.165333 0.114667
Exp.2_10 0.174667 0.121333
Average 0.170526 0.109896
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Table 5. The confusion matrix for exp.1

M1 | M2 | M3 | M4 | M5 | M6 | M7 | M8 | M9 | g+
: S : MI[257] 4| 0] 0|0 |1 |2]6]0]200
Helpud/a| | Treemz.gen!A Seimon.D torark.A M2| 6 [406] O 0 0 9 0 4 | 12 437
Poison.E Taterf.B Zuten.gen!A small| | Ceekat.gen!A M3 0 0 1479] o 0 0 0 0 0 479
M4 0|0 [ 2]75]0]14]0]0]0]81
M56| 1T |O|O]3]1T]0|2]0]0]7
M6| 6 | 0| 2] 1|0 107 11|30 |120
all ‘ Vundo.gen!R Treemz.gen!A rethog.AD Zlob M7 1 3 0 O O 1 77 O 0 82
s-r+|| Vundo.gen!R| [ Treemz.genta Frethog.AD Ziob M8| 11| 2 4 6 0 3 0 (191 0 [217
Storark.A Poison.E Zuten.gen!A small Small Mol 2 |16 0 2 0 4 1 3 [147]175
A |284(431|487| 87 | 1 |129] 83 [207]159(1868

Fig. 7. The Classification results of randomly
selected VXHeavens samples
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Table 6. The results analysis of experiment 2

Family ID Precision Recall F-Score
M1 0.958042 | 0.958042 | 0.958042
M2 0.976959 | 0.954955 | 0.965831
M3 0.982079 | 0.998179 | 0.990063
M4 0.956522 | 0.946237 | 0.951351
M5 0.666667 | 0.666667 | 0.666667
M6 0.941606 | 0.941606 | 0.941606
M7 0.890244 | 0.960526 | 0.924051
M8 0.959596 | 0.913462 | 0.935961
M9 0.922705 | 0.950249 | 0.936275
i 0.917158 | 0.921102 | 0.919126




204 Convolutional Neural Network 7[4ke] A3 = o]vw|#| 35 F3t dde] ¥/

RS A7ke] I E 3 R AIE o84S
o] precision¥} recall, f-scored T+ 4 3l
HFEHoR Agtsle dAHI= {3 EF nde
precision® 0.917158, recall> 0.921102,
f-scoret 0.919126°] HS & 4= it}

Ag 29 BR Ad dA ox FHE o453l
Z#@3hd Table 79 2t} Vielx V27744
recall?} precision® %3} H4<l f-scores A
2 0.341463°014 1.070A] tlekdt EEZ o] Fof
A 9)e-S #al & 4 9lr).

Ag 13 Ay 29 xS Al EH

°,
_Eﬂ—f

o

& A
w0, o
i)

ol &l F-score’} Y &XES & )
A 19 M5 539 F-score’} 0.666667% Tt}

e o 4 otk e eI 25 gt

QL vAe 20l dolny| 9 M= HE

Table 7. The results analysis of exp.2

family ID | Precision Recall F-Score
V1 0.583333 | 0.241379 | 0.341463
V2 0.714286 | 0.789474 | 0.750000
V3 0.805556 | 0.707317 | 0.753247
V4 0.871795 | 0.871795 | 0.871795
V5 0.873684 | 0.902174 | 0.887701
V6 0.421569 | 0.741379 | 0.537500
V7 0.950000 | 0.612903 | 0.745098
V8 0.705882 | 0.444444 | 0.545455
V9 0.787671 | 0.927419 | 0.851852
V10 0.930233 | 0.975610 | 0.952381
V11 0.743590 | 0.743590 | 0.743590
V12 0.968750 | 0.939394 | 0.953846
V13 0.989691 | 1.000000 | 0.994819
V14 0.588235 | 0.735294 | 0.653595
V15 0.571429 | 0.413793 | 0.480000
V16 0.851064 | 0.842105 | 0.846561
V17 0.615385 | 0.615385 | 0.615385
V18 0.866667 | 0.855263 | 0.860927
V19 1.000000 | 0.870968 | 0.931034
V20 1.000000 | 0.988636 | 0.994286
V21 0.787879 | 0.684211 | 0.732394
V22 0.952381 | 1.000000 | 0.975610
V23 0.888889 | 0.677966 | 0.769231
V24 0.977941 | 1.000000 | 0.988848
V25 0.500000 | 0.192308 | 0.277778
V26 1.000000 | 1.000000 | 1.000000
V27 0.871795 | 1.000000 | 0.931507
Hi 0.808063 | 0.769363 | 0.788238
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Fig. 8. The exp.1 result graph for the number
of samples and F-score
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Fig. 9. The exp.2 result graph for the number
of samples and F-score
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Table 8. Result comparisons

Model Method family accuracy
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