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A Study on the Vulnerability of Security Keypads
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ABSTRACT

As the fintech industry is growing at an incredible rate, mobile phones are positioned as the most important tool for financial
transaction. However, with a rising number of malware applications, the types of attack and illegal access to mobile device are
becoming more diverse and sophisticated. This paper studies the potential keylogger attack by exploiting the Accessibility Service
in Android framework. This type of attack allows the malicious individual to use keylogger on the victim’s Android mobile
phone to steal passwords during mobile financial transaction regardless of security keypad setting. Lastly the paper proposes
solutions to counter these types of attack by verifying the accessibility usage and amending the application guideline for
accessibility.
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Fig. 1. TalkBack configuration screen
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Table 1. Main accessibility event type

Event Type Description

TYPE_VIEW CLICK | Represents  the event
of clicking on a View

ED like Button
TYPE_VIEW_FOCU | Represents the event

SED of focusing a View
TYPE WINDOWS C Rfeprefle?lts thein e"‘;?t
HANGED ol changes €

windows

Represents the event
of changing the text of
an EditText
Represents the event
of changing the
content of a window

TYPE_VIEW_TEXT_
CHANGED

TYPE_WINDOW_CO
NTENT_CHANGED
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Table 2. AccessibilityService XML attribute

Attribute Description
. Attribute whether the
canRetrieve s .
WindowCont accessibility service wants
to be able to retrieve the
ent . .
active window content.
Attribute whether the
canRequestE | accessibility service wants
nhancedWeb | to be able to request
Accessibility | enhanced web accessibility
enhancements
Attribute whether the
canRequestE | accessibility service wants
nhancedWeb | to be able to request
Accessibility enhanced web accessibility
enhancements.
Attribute whether the
canRequestF e R
. accessibility service wants
ilterKeyEven
b to be able to request to
filter key events.
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