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Abstract

Recently, the topic of predicting interpersonal trust in online social networks is receiving considerable 

attention, because trust plays a critical role in controlling the spread of distorted information and vicious 

rumors, as well as reducing uncertainties and risk from unreliable users in social networks. Several trust 

prediction models have been developed on the basis of transitivity and composability properties of trust; 

however, it is hard to find empirical studies on whether and how transitivity and composability properties 

of trust are operated in real online social networks. This study aims to predict interpersonal trust between 

two unknown users in social networks and verify the proposition on whether and how transitivity and 

composability of trust are operated in social networks. For this purpose, we chose three social network 

sites called FilmTrust, Advogato, and Epinion, which contain explicit trust information by their users, and 

we empirically investigated the proposition. Experimental results showed that trust can be propagated 

farther and farther along the trust link; however, when path distance becomes distant, the accuracy of 

trust prediction lowers because noise is activated in the process of trust propagation. Also, the composability 

property of trust is operated as we expected in real social networks. However, contrary to our expectations, 

when the path is synthesized more during the trust prediction, the reliability of predicted trust did not 

tend to increase gradually. 
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1. Introduction

Social networks have played a role to increase 

the value of social capital through online user 

interactions that remove geographical boun-

daries. However, online users in social networks 

face challenges of assessing whether the anony-

mous user and his/her provided information is 

reliable or not because of limited experiences 

with unknown users. For example, travelers who 

are reading reviews of hotels often face the situa-

tion of judging whether the reviews are posted 

by hotel marketers pretending to be customers 

extolling the merit of their hotel. Sometimes on-

line relationships turn sour when one partner in 

a social network uncovers dramatic misinfor-

mation with respect to age or gender [Abdul- 

Rahman, 2000; Guha et al., 2004]. Uncertainty 

and concerns about information posted by users 

and users on the web cannot be solved merely 

by technical security measures such as integrity, 

authentication, and non-repudiation, which are 

developed for e-commerce. An alternative sol-

ution for the safe exchange of information and 

experience among users in social networks is to 

utilize interpersonal trust among users. Trust 

plays a critical role in controlling the spread of 

distorted information and vicious rumors, as 

well as reducing uncertainties and risk from un-

reliable users in social networks. As a result, the 

topic of predicting interpersonal trust is receiv-

ing considerable attention in social networks 

[Bagheri et al., 2009; Jøsang et al., 2006]. In order 

to predict implicit trust between unknown users, 

it is vital to provide a successful trust prediction 

model that builds and maintains a web of trust. 

One of the most attempted approaches to es-

tablish a trust prediction model among users in 

social networks is a method based on trust 

propagation. The trust prediction method (based 

on trust propagation) is inspired by the concept 

that trust can be propagated along the friend-

ship chains among users. This method predicts 

trust by using features of transitivity and com-

posability, which are assumed to be the proper-

ties of trust by many previous studies. Transi-

tivity is originated from the fact that people 

tend to trust the opinions of their friends. Let’s 

suppose that a source user receives a recom-

mendation from his/her friend about an un-

known target user. Since the source user trusts 

the friend, he/she also trusts the unknown tar-

get user because the friend trusts the target 

user. This feature of trust is defined as tran-

sitivity. Based on the transitivity property, the 

trust relationship can be unlimitedly propagated 

(this is called ‘trust path’) along the trust chain, 

which is a direct trust relationship between 

users [Golbeck, 2005; Guha et al., 2004; Jøsang 

et al., 2006; Malhotra, 2002; Massa and Avesani, 

2006; Ziegler and Golbeck, 2007]. The second 

property of trust is composability, which means 

that an unknown target user can be evaluated 

and trusted through combination of opinions of 

many people, rather than the opinion of a spe-

cific individual who knows the unknown target 

user. That is, the more a trust path is present 

from the source user to unknown target user in 

parallel, the more a reliable evaluation of trust 

is possible for the target user. This can be si-

milar in real life that it would be more correct 

to evaluate the reputation of target users from 
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the collection of opinions of multiple friends, in-

stead of relying on the recommendation of one 

friend. 

Recently, several trust prediction models have 

been developed on the basis of transitivity and 

composability of trust; however, it is hard to 

find studies on whether and how transitivity 

and composability of trust are operated in an 

actual online social network. According to the 

previous studies [Golbeck, 2005; Guha et al., 

2004; Jøsang et al., 2006; Malhotra, 2002; Massa 

and Avesani, 2006; Ziegler and Golbeck, 2007], 

the property of transitivity is always assumed 

when they build a prediction model for inter-

personal trust based on trust propagation. How-

ever, there are little empirical studies on whe-

ther trust is transitive or not in online social 

networks. The previous studies for trust pre-

diction also assume the proposition that the 

farther the distance of trust path between two 

users is, the lower the correctness of trust pre-

diction becomes in predicting interpersonal 

trust. For this reason, a discount rate was usu-

ally introduced in the trust prediction model so 

that the recommendation from distant friends 

can be discounted in trust prediction. In the 

perspective of a source user, information that a 

friend of his/hers trusts a target user is more 

likely to be reliable than information that a 

friend of the friend of he/she trusts the target 

user. However, little empirical studies have 

been conducted on real social network users to 

investigate how the transitivity operates as it 

is assumed. Similarly, regarding composability 

of trust, it is also hard to find the research re-

sult verifying that the more trust paths were 

present in parallel from the source user to an 

unknown target user, the higher the prediction 

accuracy of trust becomes. In consequence, this 

study aims to predict interpersonal trust be-

tween two unknown users in social networks 

and verify the proposition on whether and how 

transitivity and composability of trust are oper-

ated in social networks. For this purpose, we 

chose three social network sites called Film-

Trust, Advogato, and Epinion, which contain 

explicit trust information by users, and we em-

pirically investigated the proposition. 

Our plan for verifying the transitivity and 

composability properties of trust is to use the 

prediction accuracy of trust, which is predicted 

by detour trust path and compared to the direct 

trust value expressed by the user. High pre-

diction accuracy on trust estimates, which is 

predicted by the detour trust path, strengthens 

the hypothesis that the trust is transitive in real 

social networks because transitivity is defined 

as ‘if A trusts B and B trusts C, then A trusts 

C’. Similarly, regarding the composability prop-

erty of trust, if prediction based on multiple 

trust paths rather than just a trust path toward 

an unknown target user is more accurate, then 

it means that the composability operates as ex-

pected in real social networks. Therefore, we 

first built a prediction model for trust, and then 

investigated whether and how two properties of 

trust are operated in social networks using pre-

diction accuracy measures. This paper is or-

ganized as follows. Section 2 presents the con-

cept of trust and previous studies for predicting 

trust. Section 3 proposes prediction models for 

trust to verify the proposition, section 4 dis-
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cusses our experiments and the results, and fi-

nally, section 5 summarizes our work and pro-

vides direction for future work.

2. Related Studies

2.1 Concept of Trust 

Trust is defined diversely depending on the 

perspectives of researchers in different aca-

demic disciplines. It is defined as ‘characteris-

tics of the individual’ in psychology, ‘estimated 

risk for reasonable choices of the individual’ in 

economics, and ‘part of features of social rela-

tionships which are shared between a person 

with the other person, not individual matters’ in 

sociology. Also, the definition of trust can be 

divided into psychological and behavioral status 

depending on the conceptual features. Trust in 

psychological status is defined as the level of 

confidence that another person has the goodwill 

and capability to act out the goodwill [Cook and 

Wall, 1980], or favorable belief toward another 

person obtained from a social relationship 

[Lewicki and Bunker, 1996; Lewis and Weigert, 

1985]. Trust also refers to ‘a state comprising 

the intention to accept vulnerability based upon 

positive expectations of the intentions or be-

havior of others’ [Kim et al., 2008; Mishra, 1996] 

in behavioral perspective. In this study, trust is 

defined and used as the concept that is formed 

through an interactive process of users from 

the behavioral status. On the other hand, pre-

vious studies distinguished types of trust as 

global and local trust; global trust means ob-

jective trust that is property of the trustee re-

gardless of the trust evaluator and illustrated 

reputation as an example of global trust. How-

ever, trust is featured with subjective opinion 

in terms of the fact that each person can have 

a different level of trust toward the same target 

user. Therefore, this study focuses on local trust 

among users and recognizes it as a subjective 

measure. Trust can be explicitly expressed by 

users, or can be measured indirectly through 

the prediction and monitoring of interactive ac-

tions among users. 

2.2 Propagation-Based Trust Prediction Studies 

The computational model to measure level of 

trust has been built from security, encryption, 

authentication, digital signature, P2P system, 

game theory, agent interaction, recommenda-

tion system, and many other areas in computer 

science since the 1990s. However, studies on 

trust from social relationships among people 

have only started recently with the growth of 

social network services. The main objective of 

these models is to predict how much a certain 

user will trust a target user at the end of the 

trusting chain by mathematically combining se-

veral recommendations from trusting users. For 

this purpose, trust chain and the strength of 

link are constructed based on a web of trust 

which consists of explicit trust given by users 

in a social network. 

Golbeck [2005] proposes the TidalTrust algo-

rithm to predict the trust of source users to-

ward target users. In the TidalTrust algorithm, 

when the source node infers a trust rating for a 

target user, it asks the source’s trusted neigh-
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bors for a trust rating for the sink node, and 

then calculates a weighted average of trust ra-

ting from the neighbors to the sink node. This 

research has shown that highly trusted neigh-

bors and closer neighbors are more accurate in 

predicting a user’s trust value. The TidalTrust 

algorithm is also strongly affected by the den-

sity of a web of trust. If a web of trust is too 

sparse, it is difficult to find paths from the 

source to the sink and highly trusted neighbors 

who have paths to the sink. The TidalTrust 

model is only applicable to a social network with 

continuous trust values and confines the search 

to only the shortest paths when it discovers a 

trust path. Guha et al. [2004] proposes a trust 

propagation algorithm which combines distrust 

with trust and propagates them through a net-

work. The sparsity of a web of trust can be re-

duced by introducing the concepts of co-cita-

tion, transposition of trust, and trust coupling. 

A relatively low error rate has been observed 

in predicting trust/distrust between two un-

known users. However, it is not always possi-

ble to achieve distrust values from users in on-

line social communities. Josang et al. [2006] pro-

pose an approach to trust network analysis us-

ing subjective logic (TNA-SL), which consists 

of the three following elements. Firstly, it uses 

a concise notation with which trust transitivity 

and parallel combination of trust paths can be 

expressed. Secondly, it defines a method for sim-

plifying complex trust networks so that they 

can be expressed in this concise form. Finally, 

it allows trust measures to be expressed as be-

liefs, so that derived trust can be automatically 

and securely computed with subjective logic. 

This study attempted trust prediction with a 

new expression system and approaches that 

had not been introduced in previous studies, 

and suggested that negative trust propagation 

could be generated. However, it was limited to 

present only numerical examples and no com-

parative evaluation with correctness of pre-

diction, so it is difficult to verify applicability. 

Although existing studies propose their own al-

gorithms for trust inference based on the as-

sumption of transitivity and composability of 

trust, there have been no empirical studies to 

investigate whether and how two properties of 

trust are operated in an actual online social 

network. 

3. Building Trust Prediction Models

In order to investigate whether and how two 

properties of trust are operated in an actual on-

line social network, it is required to build a trust 

prediction model based on trust propagation in 

advance. The trust propagation-based trust 

prediction model is composed of a search part 

for the trust path and a computation part for the 

level of trust. First of all, the search part of a 

trust path is performed by an algorithm as seen 

in <Figure 1>. The search method of a trust 

path from the source user to target user is per-

formed by Breadth First Search and discovers 

every possible path, not only the shortest paths. 

The final output of the algorithm in <Figure 1> 

is the graph of the web of trust that composes 

every reachable path from the source user to 

target user. First, it finds every 1st neighbor in 

line 1 who directly trusts the target user. In line 
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<Figure 1> Algorithm for Search and Composing Trust Path

2, it initializes variables that are related to the 

neighboring group. Next, it adds a source user 

to the graph of the web of trust (first in line 

3) and finds neighbors that the source user 

trusts before adding to the graph of the web of 

trust from line 4. At this point, only trust edges 

exceeding the minimum boundary value are se-

lected (line 6), and trust paths found from line 

7 to 9 are added to the graph of the web of 

trust. The variables are reset to search other 

neighbors in lines 10 to 12, and links from the 

first neighbors who trust the target user to the 

target user are added to the graph of the web 

of trust in lines 13 to 15; the algorithm is then 

terminated. 

Once every trust path from the source user 

to target user is found, computation for the lev-

el of trust is activated. In the trust computation 

part, it is necessary to distinguish computa-

tional methods for the experiment of tran-

sitivity and composability. The reason is that 

only a trust path is enough to compute the level 

of trust for the experiment of transitivity on 

trust, while all the possible trust paths between 

the source user and target user should be used 

for the experiment of composability.
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3.1 Trust Computation Strategy for the 

Experiment of Transitivity on Trust

An appropriate computational strategy needs 

to be chosen among various alternatives in 

computing the level of trust. The best alter-

native would be the optimum computational 

strategy, which would enhance the correctness 

of trust prediction the most. When we compose 

computational strategy, the first factor to con-

sider is the types of trust path to use. Golbeck 

[2005] argued that the shortest trust paths on 

a trust propagation network are the most desir-

able paths in computing the level of trust, and 

suggested the TidalTrust algorithm. The algo-

rithm was based on the assumption that the 

longer the path reaching to the target user is, 

the lower reliability of trust prediction becomes. 

On the contrary, Lesani and Montazeri [2009] 

and Kim and Song [2011] claimed that using all 

trust paths from the source to target user can 

produce a higher accuracy of trust prediction 

than using only the shortest paths in computing 

the level of trust. In our experiment, we decided 

to use all trust paths from the source to target 

user in computing the level of trust according 

to the results of Lesani and Montazeri [2009] 

and Kim and Song [2011].

The second factor to consider is how to com-

pute the final level of trust from individual trust 

links on a trust path from the source to target 

user. The first alternative is to use the mean 

of trust values for each trust link as a final level 

of trust () for the trust path from the 

source to target user. Another alternative, which 

is more conservative, is to use a minimum trust 

value among all individual trust links on the 

trust path as a final level of trust () for the 

trust path. We adopted these two alternatives 

to verify the transitivity property of trust. The 

correctness of trust prediction will be measured 

by absolute prediction error. Specifically, the 

predicted trust value,  , of source user 

  towards target user   will be compared 

with the actual trust value (direct trust value),  

  , to evaluate the correctness of trust 

prediction and the absolute value of the differ-

ence, ∆     , is defined as 
prediction error. The overall procedure to ver-

ify transitivity property of trust is summarized 

as follows :

Step 1] Search every trust path which is able 

to detour for each direct trust link in 

the test data set, which is necessary to 

predict the level of trust. 

Step 2] Compute the final level of trust (  

 ) and absolute prediction error 

(∆    ) for each trust 
path. 

Step 3] Group the trust paths according to the 

paths having the same length and cal-

culate average prediction error accord-

ing to the length of distance

3.2 Trust Computation Strategy for the 

Experiment of Composability on Trust

People tend to evaluate trust of others by 

synthesizing information collected via various 

routes. Therefore, correctness of trust predic-

tion may vary depending on how diverse trust 
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paths are synthesized on a trust propagation 

network. In order to verify the trust property 

of composability, it is needed to decide how to 

synthesize and calculate the final trust esti-

mates from multiple trust paths between a 

source and target user. There are two synthesis 

methods to calculate trust estimates from mul-

tiple trust paths; the min-max method and 

weighted average method. In the min-max ag-

gregation method, it seems reasonable for trust 

estimates to choose a minimum trust value 

among all trust values along a trust chain. The 

longer a chain of trusting users is, the more 

likely it is to have lower strength of trust path 

due to the choice of minimum degree of trust. 

When multiple trust paths are discovered, it is 

natural to choose a trust path with the highest 

strength as the best path. The more trust paths 

that are able to reach the given target user, the 

more likely it is to have more reliable trust esti-

mates by choosing the trust path with the 

highest strength. To summarize, min-max me-

thod determines the strength of a trust path 

from the source user to target user as a mini-

mum trust value out of other trust values from 

trust links on the trust path and uses the high-

est value of strength of trust path as the value 

of final trust estimates. On the other hand, 

Golbeck [2005], and Hyunh and Jennings [2004] 

suggested a weighted average method to com-

bine multiple evidences of trust. This method is 

based on the fact that, while the most trust-

worthy first-hand information (i.e. direct trust 

value) comes from the strongest paths, weaker 

paths can also convey valuable information. 

The weighted average method is to use the 

average of the direct trust value of first neigh-

bors toward the target user as the final trust 

estimates, which are weighted by information 

of strength of trust path from source users to 

the first neighbor. In the synthesis method of 

trust path, Kim and Song [2011] showed that 

the prediction accuracy of combination method 

with weighted average and min-max method 

was the best. Therefore, this study tries to 

synthesize final trust estimates by combination 

method () that was obtained from every 

possible path from source user to target user. 

Trust    of source user   toward tar-

get user   is estimated by the following for-

mula (1) : 

  

∑∈        
 × 

 

∑∈        
 

  
(1)

In formula (1), trust   of source user  

  toward target user   is calculated by weighted 

average of direct trust    toward a target 

user for all first neighbors who directly trust the 

target user and the strength of trust paths  

    from source user to first neighbors 

is used as weights in this formula. Also, strength 

of trust paths     from source user to first 

neighbor is calculated with the min-max method, 

as seen in formula (2) : 

    ∈         
     (2)

In formula (2),    is the direct trust of 

user   on   and a value explicitly expressed 
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by the user  . Where, the strength of the trust 

path is determined with a minimum trust value 

out of other trust values from trust links on the 

path, and uses the highest strength of trust 

path as trust estimates. 

Another simpler alternative to compute trust 

estimates from multiple trust paths will be using 

simple mean. This method uses the mean of trust 

value from trust links as the strength of the trust 

path and the mean of strength from the in-

dividual trust path as the final trust estimates 

 . We adopted these two alternatives to 

verify the composability property of trust. To 

verify the hypothesis related to the compos-

ability of trust and to carry out the experiment 

on prediction error for each number of detour 

paths, the following procedure is proposed. 

Step 1] Search every trust path which is able 

to detour for each trust link in test data 

set, which is necessary to predict the 

level of trust. 

Step 2] Compute the final level of trust (  

) and absolute prediction error 

(∆    ) for each trust 
link in test data set.

Step 3] Group the trust links by the one having 

the same number of detour paths and 

calculate the average prediction error 

according to the number of detour paths.

4. Experiments

To investigate whether and how transitivity 

and composability of trust are operated in an 

actual online social network, we applied the 

proposed prediction models to the website of 

FilmTrust (http://trust.mindswap.org/FilmTrust), 

Advogato (http://advogato.org), and Epinion (http:// 

www.epinion.com). 

4.1 Data Set 

FilmTrust is an online social network that 

includes movie ratings and movie reviews. 

FilmTrust allows users to maintain lists of 

friends and to evaluate how much a user trusts 

their opinions (i.e. reviews or ratings) about 

movies. Users assign a degree of trust for their 

friends from 1 to 10 (i.e. 1 : least trustworthy, 

10: most trustworthy). The FilmTrust social 

network dataset has 571 unique users : 461 

users are trusted by at least 1 other user (i.e. 

trust-inlinks) and 389 users trust at least 1 oth-

er user (i.e. trust-outlinks). The dataset has 

1,289 trust connections among users. The aver-

age of trust values is 6.89 and the median is 7. 

We set a minimum trust threshold of 8 in our 

experiments. 791 links out of 1,289 trust links 

have no detour paths, so these links were ex-

cluded and only 498 links were used for trust 

prediction; prediction error was then calculated.

Advogato is an online community site dedi-

cated to free software development, and also 

plays the role of a research test bed for testing 

various trust metrics. In Advogato, users can 

certify each other on 4 different levels : Obser-

ver, Apprentice, Journeyer, and Master; the 

Advogato trust metric uses this information in 

order to assign to every user a certification level. 

Explicitly expressed trust information among 

users in Advogato has been open on the web 
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in time series since 2000. We chose the snapshot 

of dataset which was collected at 09 : 18-2011- 

Feb-15 and assigned 0 to Observer, 6 to App-

rentice, 8 to Journeyer, and 10 to Master to esti-

mate level of trust. The snapshot contains 56,569 

trust links, with 4,000 links randomly selected 

to compose the graph of trust network. The final 

data set is composed of source user, target user 

and trust value field, which is explicitly expre-

ssed. Selected links contain 1,982 users and the 

average of trust values is 8.394. We set a mini-

mum trust threshold of 6, then built a web of 

trust using 4,000 links. After building the web 

of trust, 800 links out of 4000 links were ex-

tracted again to compose the test data set for 

evaluation of prediction accuracy. 

The Epinion dataset allows users to write 

text reviews and rate other users’ reviews with 

numerical ratings. Epinion also gives a web of 

trust that would allow a user to express trust 

of other users based on his/her previous ex-

perience. The dataset that was used in our ex-

periment was a snapshot of 2001-Jan-10 and 

contained 841,372 statements (717,667 trusts and 

123,705 distrusts). Columns of this dataset in-

clude trustor, trustee, trust value (1 for trust 

and 0 for distrust), and creation date. Trust is 

the mechanism by which the user makes a 

statement that he likes the content or the be-

havior of a particular user and would like to see 

more of what the users does on the site. 

Distrust is the opposite of trust, in which the 

user says that they want to see lesser of the 

operations performed by that user (Massa and 

Avesani, 2006). We chose 4,000 links randomly 

to compose the graph of trust network among 

snapshot records. After building the web of 

trust, all 4000 links were used again to compose 

the test data set for evaluation of prediction 

accuracy. The experiments were conducted with 

a program developed by JAVA program (JDK 

1.7) on Intel Core 2 Duo CPU, Windows 7 envi-

ronment computer.

4.2 Experimental Results 

We first attempted to verify whether the trust 

is transitive or not in real social networks. In 

order to evaluate the property of transitivity, 

we discovered every detour trust path for each 

trust link in the test data set and predicted 

trust estimates then we computed precision 

(

∑  
    

) as a measure of 

prediction accuracy. High precision on trust esti-

mates, which is predicted by the detour trust 

path, strengthens the hypothesis that the trust 

is transitive in real social networks because tran-

sitivity is defined as ‘if A trusts B and B trusts 

C, then A trusts C’. From Table 1, precision 

shows above 75% in all cases. Especially in the 

Epinion dataset, the precision by    showed 

remarkably high values (98.83%). This high pre-

cision would be possible because trust has a dis-

crete value in the Epinion dataset. To summarize, 

<Table 1> presents that the transitivity operates 

as assumed in real social networks.

Data set
Predicted by a trust path

Precision by  Precision by 
FilmTrust 75.29% 82.58%

Advogato 78.08% 89.65%

Epinion 97.27% 98.83%

<Table 1> Comparison of Prediction Accuracy
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The additional experimental result to verify 

transitivity property is presented in <Figure 2> 

and <Figure 3>. <Figure 2> and <Figure 3> 

show average prediction error according to the 

length of trust path. The average prediction er-

ror shown in <Figure 2> is derived from  , 

which is set by a minimum trust value among 

all individual trust links on the trust path, while 

those in <Figure 3> are derived from , 

which uses a mean of trust values belonging to 

individual trust links as the final estimates of 

trust. From <Figure 2> and <Figure 3>, we can 

determine a trend that the longer the length of 

a path, the higher the prediction error. To test 

increasing trends of prediction error statisti-

cally, linear regression model was applied. The 

result showed that beta coefficient for path dis-

tance took a positive value (0.120 in Advogato, 

0.065 in FilmTrust), and the significance level 

was 0.0. Therefore, there is a significant positive 

correlation between the increase of path distance 

and increase of prediction error. This increasing 

trend of prediction error supports the proposition 

that the farther the trust path between two users 

becomes, the lower the reliability of predicted 

trust information becomes. Therefore, using dis-

count rates in the trust prediction model is de-

sirable because the recommendation from dis-

tant friends can be discounted in trust predic-

tion. In other words, this result also supports 

prior expectations that information for a source 

user that a friend of his/hers trusting a target 

user is more likely to be reliable than infor-

mation that a friend of the friend of he/she trusts 

the target user. 

<Figure 2> Prediction Error According to the Path Length ()

<Figure 3> Prediction Error According to the Path Length ()

Similarly, regarding the composability prop-

erty of trust, we compared prediction errors for 

each prediction strategy. <Table 2> shows the 

overall prediction error for each strategy. If 

prediction based upon multiple trust paths rath-

er than just a trust path toward an unknown 

target user is more accurate, it means that the 

composability operates as expected in real so-

cial networks. In <Table 2>, prediction errors 

predicted from a trust path are higher than 

those from multiple trust paths in all three data 

sets. This result means that the composability 

property of trust also operates as we expected 

in real social networks. 

However, more investigation is needed to 

verify the proposition that the more trust paths 

are present in parallel from the source user to 

an unknown target user, the higher the pre-

diction accuracy of trust becomes. For this pur-

pose, additional experimentation is conducted to 
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Data set
Predicted by a trust path Predicted by multiple trust paths

∆  ∆  Sum ∆  ∆  Sum

FilmTrust 2.4709 1.7420 4.2129 1.8355 1.6876 3.5231

Advogato 2.1919 1.0348 3.2267 0.6886 0.8671 1.5557

Epinion 0.0273 0.0117 0.0390 0.0125 0.0122 0.0247

<Table 2> Comparison of overall prediction error

identify whether the prediction error changes 

according to the number of trust paths. 

<Figure 4> Prediction Error According to the Number of Paths ()

<Figure 5> Prediction Error According to the Number of Paths ()

In <Figure 4> and <Figure 5>, there is no 

decreasing trend of prediction error according 

to the increment number of paths. In other 

words, even though the more paths are synthe-

sized during the trust prediction, the prediction 

error does not reduce gradually. This is an un-

expected result against previous expectations 

that people tend to evaluate trust of others by 

synthesizing information collected via various 

routes. The reason would be that if path dis-

tance is long, path combination increases and 

the number of paths also increases. The result 

of Pearson’s correlation coefficient between the 

actual number of paths and path distance in 

Advogato data set showed 0.654 (significance 

level : 0.0), which is a strong correlation. In 

other words, it was expected that if a prediction 

was made by synthesizing a larger number of 

paths, prediction error might be reduced. How-

ever, a larger number of paths means a longer 

path distance. Therefore, it is understood that 

an increased number of paths, which causes 

decreased prediction error, has an offset effect 

with the increase of path length, which in turn, 

increases prediction error. To sum up, predic-

tion error is lower when paths are synthesized 

than when an individual path is used for trust 

prediction. However, the trend was not found 

that an increased number of paths used in syn-

thesizing causes prediction error to lower. 

5. Conclusion

This study experimented with data sets of 

three social network sites called FilmTrust, Ad-

vogato, and Epinion to verify whether the tran-

sitivity and composability properties of trust op-

erates in real social network sites, and how those 

properties are operated on social networks. Expe-

rimental results showed that as path distance 

increases, prediction error tends to significantly 

increase. This means that trust can be propa-
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gated farther and farther along the trust link, 

however, when path distance becomes distant, 

correctness of trust prediction becomes lower 

since noise is activated in the process of trust 

propagation. Therefore, when path distance be-

comes longer, the most desirable prediction me-

thod would be applying discount rates in trust 

prediction. On the other hand, experimental re-

sult on the correctness of trust prediction by the 

number of trust paths showed that the prediction 

errors predicted from a trust path are higher than 

those from multiple trust paths in all three data 

sets. This result means that the composability 

property of trust is also operated as we expected 

in real social networks. However, contrary to our 

expectations, the more the path is synthesized 

during the trust prediction, the prediction error 

does not tend to reduce gradually. It is under-

stood that an increased number of paths, which 

decreases prediction error, has an offset effect 

with the increase of path length, which in-

creases prediction error. In other words, correct-

ness increases in trust prediction when various 

detour paths are synthesized than when pre-

dicted by an individual path; however, a simple 

increase of trust paths does not mean an increase 

of the correctness of trust prediction. 

This study was verified with experiments con-

ducted in social networks on transitivity and 

composability of trust propagation that had been 

assumed in previous studies. The results of this 

study are expected to contribute in terms of sug-

gesting guidelines to improve correctness in 

trust prediction based on trust propagation, be-

cause trust inference quality through trust prop-

agation is affected by the length of trust paths 

and different aggregation approaches, which de-

cide how to combine multiple information sources. 

As a further research area, it is necessary to ap-

ply the results to more data sets and generalize 

the results. It would also be an interesting topic 

to identify the differences in results according 

to the value type of trust such as discrete or 

continuous. Additionally, more extensive expe-

riments with a larger-scale dataset need to be 

carried out. Finally, trust is situational and de-

pendent upon various factors. For example, A 

can trust B in film choice, but A may not trust 

B in car mechanic service recommendation. It 

means that situational factors can be added to 

identify transitivity and composability of trust 

paths in further studies.
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