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Abstract

This paper proposes an improved steganalysis method to detect the existence of secret message. Firstly, we magnify
the small stego noise by multiplying the speckle noise to a given image and then we estimate the denoised image by
using the soft thresholding method. Because the noises are not perfectly eliminated, some noises exist in the estimated
cover image. If the given image is the cover image, then the remained noise will be very small, but if it is the stego
image, the remained noise will be relatively large. The parent—child relationship in the wavelet domain will be slighty
broken in the stego image. From this characteristic, we extract the joint statistical moments from the difference image
between the given image and the denoised image. Additionally, four statistical moments are extracted from the denoised
image for the proposed steganalysis method. All extracted features are used as the input of MLP(multilayer perceptron)
classifier. Experimental results show that the proposed scheme outperforms previous methods in terms of detection rates

and accuracy.

Keywords : steganalysis, speckle noise, parent—child relationship, joint characteristic function, MLP
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Table 1. Performance comparison of previous works and proposed method.

ZE LA Xuan's"” Liu's™ Park’s™” Al H
A9
e Aol B TP TN T TP TN T TP TN T TP TN T

0.1 435 | 805 | 62.0 55.0 82.5 68.8 57.0 935 75.3 73.5 80.5 7.0

Lsg? 0.3 505 | 880 | 73.8 | 830 | 835 | 833 | 75 | %50 | 843 | 740 | %5 | 843

0.5 5.0 | 910 | 735 82.0 90.0 8.0 | 720 96.5 84.3 73.5 915 | 85

0.1 780 | 815 | 79.8 75.0 81.5 78.3 74.0 86.5 80.3 91.5 90.0 90.8

sstl 0.3 80 | 80 | 81.0 | 790 | 710 | 750 | 760 | 80 | 8.0 | 940 | 910 | 925

0.5 820 | 875 | 84.8 715 81.5 79.5 79.5 81.0 80.3 94.0 935 | 938

0.1 655 | 85 | 77.0 36.5 80.0 583 | 605 87.0 73.8 82.0 93.0 875

Bss™ 0.3 710 | 870 | 79.0 | 430 8 | 638 | 710 | 880 | 795 | 915 | 975 | 945

05 740 | 910 | 825 46.5 715 620 | 675 93.5 80.5 90.0 9715 | 938

F5% 0.13 975 | 985 | 98.0 99.5 100 99.8 | 870 94.0 90.5 93.0 93.0 93.0
B s 709 | 874 | 79.1 67.7 83.2 75.5 71.8 90.1 80.9 85.7 928 | 893
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Fig. 4. The ROC of proposed method in 0.3bpp.
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Table 2. AUC comparison of previous works and
proposed method.
steganalysis
A | Xuan® | Lid® | park™® | Alohu
] \HEE
0.1 0.72 0.76 0.81 0.88
s | 03 0.86 0.92 094 | 093
05 0.85 0.9 0.94 0.96
0.1 0.87 0.80 0.87 0.97
st 03 0.90 0.84 084 | 098
05 0.90 0.88 0.88 0.99
0.1 0.88 0.67 0.80 0.97
Bss™| 03 091 0.75 0.86 0.99
05 091 0.70 0.89 0.99
013 1.00 1.00 096 | 098
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