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Vulnerability Analysis on the Strong-Password Mutual
Authentication Protocols
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Abstract

Most services need to have authentication protocols to verify users' eligibility in the network environment.
For this, a lot of user authentication protocols have been researched and developed. Two of them, SPMA and
I-SPMA protocols, introduced the lack of mutual authentication and vulnerability to the reply attack of the
prior protocols and suggested revised protocols. Nevertheless, these protocols did not mention about the critical
problem caused when the server and the client lose synchronization on the secret information between them.
Therefore, in this paper, we analyze the security characteristics of the existing protocols and prove the
vulnerability to the synchronization of the protocols.
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Table 1. Authentication protocols and their vulnerabilities

I 723

At TEEF A 1A} o}o]t]o] 2ok
CINON(Chanied one-way data - d4E e AR 5 HEY | & oy Aae ma
verification method)[2][3] (1990, 1991) A Shimizu | g 390 21 Folg e, w18
. . . . A. Shimizu,
PERM('P'nvacy enhanced information reading T Horioka 22 2 27k} 2] ok
and writing management method)[4] (1994) H Inagaki’
M. Sandirigama, 53 A=z A AAE TA
SAS(Simple and secure)[5] (2000) A. Shimizu, 2 24 #Hkd B fg]; ° J > ;’01 H;;; e
M. T. Noda 1———7ﬂ‘l‘0*1]‘r1*|
OSPA(Optimal strong-password ¢ L. Lin, % 34, AHl= AR 34
o o H. M. Sun, §EAAMEAT TN 50 azA) 340
authentication)[6] (2001) T. Hwang
SE-OSPA(Security enhancement for optimal C.W. Lin,
OSPA(Sccurity enhancement for optima L) Shen, |OSPA ZEEEZ QHiA B3 | AHlx AR FAd Ho
strong-password authentication)[7] (2003) M. S. Hwang
NSPA(New strong-password authentication)[8] (C: \SV'TI;:;’ SE-OPSA ZZEF <A, F59%FE AZHA e,
(2006 WS oy | EEY 23 9 34, Al AR 320 FHed
TE,
SPMA(Strong password mutual 2, o)z Az A LA ok
authentication)[9] (2009) 234, R AS 320 A
719
I-SPMA (Improved Strong Password Mutual AEA, £ 27 B B 274, AUl AR A
Authentication)[10] (2010) 27 ° e Fof
F&S FUsE & e dT7E0] JFE] gtomn, I, aEAS
FAQA A TREZLS ¥ 19 2ok
2-1 Q8 Z2EZO| &HIHY

==

3
F517) A5tol PPgo AZta gov, 329
© %3 37, AQ% 24, 93 34, 4 934
37 o 3% AARA A PIF o
Z A A HH2E AR BHOR SHE 7}
230 AHANA AEHA 84S S BN B
fobe MR} BE] e ol F Y] BE 9
2048 394 AZHRYIE

etk 5, sAAel o8] AEHs HH
b AGHY o]& 78 W E gle ¥ ok of
T RE AMAL Q% ZREZ AA7L AHEA &
=tk #H2 AHEAL Q1F, RFID 58 £33 7]1E =
RES R A2 #AH R Ae S8
olell thg-3t7] f1g A77F Slks] WP glom

3 1914 Uehd nle} o] Aoke Q1% Z2EF
% 19904, 1991 A. Shimizuol &J3l A A<t
, dE R ZA] 5 EEY X A

3te] ¢1%38h= CINON Z2ZEZS ekl o
o A.Shimizu, T. Horioka, H. Inagaki= CINON X Z&
Fo| FiA Ao} nj o) tet EAS A|ge
2 PERM ZEZEZS AIQFSFAANE S04} 34
Hokgt EAS 7k Atk M. Sandirigama, A.
Shimizu, M. T. Noda® F7H2} 34 HoFdS ok
SAS Z2EFS ARletAARE o] 9] F3 AFA

oX i rlo
32,
(o

o B

C. L. Lin, H. M. Sun, T. Hwang2
Muj2 AR FAS B3 OSPA T2
AR oy £ AFA FFd disiAe

™

(@]
s
=
fo+)
=
(¢}
o
ol
2
o
olN
D
ok
DU
tilo
.
rdo
QL
=]
)
w2
g~
o8
(K



724

ZEZY| QFHAS 73)st SE-OSPA Z2EZS A
oFetoith 8lA|5F SE-OSPA TEEZL AJH|A AR
FA kS 7FA a1 9lo] C.W. Lin, C.S. Tsai, M.
S. Hwang©] QtA43} §-845 73313 NSPA X2 &
F5 ASHoY Agket T2EFLE A5AFS
g8t gom, 94 4, Al AR FHd o

o] Tt} webi] NSPA ZZEZ
sto] A3R15S AT A aeT, T4,
A, f71%9S SPMA ZEEZS Aot
S A izt FHeFHo] EA) }M_Uﬂl ol 7

=]

£ o
ol &
A
J&
oot

0-2 JWMEl ZEE YAYE ASE Z2E
Z(-SPMA ZREE)

B =52 SPMA, [-SPMAS EANudo g &
ou AAeke A datde YRR £

O

3

AoM= 71 Hdll /| E -SPMA T2 EZ S &
A& Afetasl @tk 1-SPMA Z2EZE FEHA
B RASHAH O o]Fojx glom, FTEHAAA AL
A= ofeltie} Ha9ert XWFJ 2RlEJIES
Bl Q1S oA AREARE YE g ofolt, 3

29E azgla

&}, 3 [.SPMA TEEZS T

Al sHE LTS ofolt] HRE o] §FFOZH

A 7V AE T A0 tigk Hok S dAl Al
7

srlEAEE So) 5952 59

539 A7 ololdsl A2Ag g
B3] AL8A7} 1 a9l
F 71 238 Auo] A%, A

AE RS ARSI AZHANA B v

S-23)8) a3 =22 A 158 A 535 20119 10€

2 BB YT F 2rtEstee] Agse a2

o]FoA Sitt. ofell tigh Mak= 19 13 2k

H 2. |-SPMA Z2EZ9| £(¢
Table 2. Definitions in the [-SPMA protocol
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Fig. 1. Registration process of [-=SPMA
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