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ABSTRACT

Confidentiality is one of the most important requirements of information protection 

systems. The access control technique has been used to provide confidentiality, but it has 

fundamental problems in that it cannot prevent violations of confidentiality committed by 

authorized users. Information flow control is a technique introduced to resolve such problems, 

and many approaches based on programming languages have been proposed. However, it 

is not easy for a programmer to implement the technique at the source code level. 

Furthermore, the practicality of information flow control is difficult to demonstrate 

because it does not provide control over programs that have already been developed. This 

paper proposes a method that enables a practical information flow control through using 

a protected area, a separate part of computer system storage. Case studies are given to 

show its usefulness.
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1. Introduction

The rapid development and diffusion of 

information and communication technology 

has led to easy sharing of information assets 

within and between organizations. However, 

although these changes result in an increase 

in workplace efficiency, they also increase 

the possibility of attacks against informa-

tion assets. The main goal of information 

security is therefore to reduce the vulner-

ability of information assets to various kinds 

of threats. There are three basic require-

ments for information security : confidentiality, 

integrity, and availability, with confidentiality 

being the most fundamental of these.

The access control technique is one of 

various methods that have been proposed 

and used to provide confidentiality[7]. It pro-

vides confidentiality by allowing only au-

thorized user or group to access the specific 

information. However, the absence of control 

for information propagation is the major 

limitation to the access control technique. 

Data encryption method and anti-virus product 

cannot prevent the information leakage by 

legal users, either[4, 8, 14].

Information flow security is a concept 

introduced to resolve the problems asso-

ciated with access control techniques by 

disallowing information from flowing into 

processes that can potentially harm con-

fidentiality and preventing violation of con-

fidentiality by authorized users, one of the 

problems of conventional access control. 

Numerous information flow security techni-

ques, based on programming language, have 

been proposed by a number of different 

researchers. Outcomes such as Jif[2, 20] and 

Flow Caml[19] have been presented, but 

their practicality has not yet been demon-

strated.

In order to overcome the limitations of 

the existing methods, this paper proposes 

an information flow security based on a 

protected area. A protected area is a sepa-

rate region of computer storage such as a 

specific directory or a specific disk drive in 

which sensitive data is stored. Data and 

information in computer systems usually 

involve a type of file that is read, saved, 

and moved by programs launched by the 

user. An administrator categorizes a pro-

gram that needs to access the sensitive 

data as a dedicated program, and the pro-

gram is controlled to save data only to the 

protected area. A user who has access rights 

for the protected area can read data both 

from the non-protected area and the pro-

tected area. However, he/she can save data 

only to the protected area. A move of data 

from the protected area to the non-pro-

tected area is controlled and restricted by a 

log system and a supervisor.

This paper is constructed as follows. 

Chapter 2 summarizes the main idea and 

problems of the existing researches. Chapter 3 

describes our information flow security meth-
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od based on a protected area and compares 

it with existing methods. In Chapter 4, two 

cases are given to show the practicality of 

our method: web based file upload/down-

load system which adopts our protected 

area for information flow control and a file 

propagation system with our protected area 

that guarantees not only the efficiency for 

working but also information confidentiality. 

Chapter 5 concludes the proposals made in 

this study and suggests some topics for 

future studies.

2. Related Works

2.1 Access Control Methods

Access control methods are traditional 

and general ways to provide confiden-

tiality. There are three major access con-

trol methods: DAC (Discretionary Access 

Control), MAC (Mandatory Access Control), 

and RBAC (Role Based Access Control). 

DAC provides access to each piece of in-

formation to individual users by allowing 

each user or group of users to read, write 

or execute specific information[7, 18]. MAC 

provides a level to each user and set of 

information, and access between user and 

information is implemented based on ad-

ministrator's policy or rule. For example, 

information of the highest security level 

can only be accessed by users with the 

highest clearance level[7, 18]. The RBAC 

model was proposed with the recognition 

that efficient information management is 

becoming difficult to implement as vari-

ous types of information systems are be-

ing utilized at corporations and other or-

ganizations in a rapidly increasing rate. 

RBAC defines roles, based on which per-

mission is specified and assigned to each 

user or group of users. RBAC focuses on 

improving management efficiency related 

to information protection[7, 13].

Operating systems such as UNIX, LINUX, 

and Windows support DAC. However, 

they have a fundamental limitation because 

the support is based on a file system. 

For example, an illegal propagation of a 

file cannot be restricted unless it is 

through the file system, as the information 

that is necessary for access control of a 

file is not included in the file itself, but is 

included in metadata of the file. As 

shown in <Figure 1>, it is impossible to 

control the receipt of a file when the file 

is delivered in an e-mail message, be-

cause the metadata for the file does not 

get transferred along with it. Thus, even 

though file movement is through a file 

system, there is no way to prevent legal 

users from propagating the file. With 

similar weaknesses as DAC, it is difficult 

to deploy MAC in general applications[4, 

8, 14]. As mentioned earlier, RBAC fo-
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<Figure 1> An example of violation of 

confidentiality by an autho-

rized user

cuses on improving management efficiency 

related to information protection. Accor-

dingly, RBAC has problems similar to the 

two aforementioned techniques.

2.2 Information Flow Security

Information flow control is a concept 

introduced to resolve the problems asso-

ciated with access control techniques by 

disallowing information from flowing into 

processes that can potentially harm con-

fidentiality and preventing violation of 

confidentiality by authorized users, one of 

the problems of conventional access control.

Numerous information flow security tech-

niques based on programming language have 

been proposed by a number of different 

researchers. In language-based information 

flow security, confidentiality is guaranteed 

by deciding a security type for each vari-

able or expression and defining a language 

semantic that satisfies non-interference. A 

security type is similar in the perspective 

of security as ‘int’ or ‘long’ are in general 

programming languages, while non-inter-

ference means that a variable of a high 

security type must not have any influence 

on the output of a variable of a low se-

curity type. Attackers can inference the 

data of a high security level by monitoring 

the data of a low level when the non-in-

terference requirement is violated.

By using a security type system, it is 

possible to decide the legality of an ex-

plicit information flow. It is also possible 

to determine the risk of an explicit in-

formation flow, as a compiler can catch 

an error when a variable of a long type is 

assigned to a variable of a short type. For 

example, suppose that a variable ‘A’ has a 

security type ‘High’ and a variable ‘B’ has 

a security type ‘Low’; Both ‘High’ and 

‘Low’ are security types and ‘High’ is a 

higher security type than ‘Low’.

int A : High; // a variable ‘A’ of a ‘High’ 

security type

int B : Low; // a variable ‘B’ of a ‘Low’ 

security type

B = A; // recognized as an unsuitable 

assignment statement 

     // by a compiler that validates in-

formation flow

However, non-interference is not ful-

filled by controlling only explicit flow for 

information flow security. In the code be-

low, the variable ‘A’ has a security type 

‘High’ and the variable ‘B’ has a security 
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type ‘Low’. This is an insecure code be-

cause it has the same effect as the ex-

plicit flow from ‘A’ to ‘B’, although there 

is no actual explicit flow.

A = A mod 2;

B = 0;

if A == 1 then B = 1;

else skip;

This type of information flow is an 

‘implicit flow’ and it can be eliminated by 

using static information flow analysis[4]. 

It is based on a security type system and 

a code snip can be found to violate con-

fidentiality during compiling with typing 

rule. Denning and Denning[6] first showed 

that information flow security could be ach-

ieved by static analysis. Heintze et al.[11] 

and Clark et al.[5] also propose infor-

mation flow security methods based on 

static analysis. Myers et al.[3], Abadi et 

al.[1], and Zdancewic et al.[16] propose 

methods for cases to inevitably down-

grade or declassify security levels.

A security level is not always predi-

cable. For example, it is impossible to 

statically decide the type of variables and 

expressions before running a program when 

information comes from a file. Accordin-

gly, it is necessary to analyze in run- 

time, and Zheng et al.[10] gives a method 

supporting a run-time inference of se-

curity type. In[15], authors propose an in-

formation flow type system to support 

for specifying information flow security 

policies that depend on which principals 

interact with the system. Run-time in-

formation flow security systems are be-

lieved to be less secure than static sys-

tems, and they do not fit with the pro-

gram to have complex branch struc-

tures[4, 12].

Besides the above research, there are 

some other research topics such as sup-

porting concurrency, removing of covert 

channels, and adopting information flow 

security for commonly used programming 

languages[4]. However, in spite of all 

these efforts, information flow security is 

rarely used as a technique for confiden-

tiality protection. This contrasts with ac-

cess control techniques, which are gen-

erally used for confidentiality protection. 

The first reason for this may be the dif-

ficulty in defining a security level. It is 

difficult for a user or a developer to de-

fine a security level on specific data, and 

it might be an unfit approach in that 

mere typing of commonly used program-

ming languages occasionally results in 

errors. Moreover, the practicality of in-

formation flow control is difficult to de-

monstrate because it does not provide 

control over programs that have already 

been developed[17].

Vachharajani et al.[12] proposes a RIFLE, 

an architectural framework based system, 
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<Table 1> The limitations of existing confidentiality protection methods

Method Limitation Description

Access Control  The absence of an information propagation control over authorized users

Language-based 

Information Flow 

Security

- The absence of a control over programs developed in other languages

- The absence of a control over programs have already been developed

- Hard to apply(A manual work at source‐code level is needed)

- The restriction of the controlling scope(a single program or a system)

RIFLE
-The possibility of a decline in performance resulted from a binary conversion

- Hard to apply(OS enhancement and special hardware are needed)

to solve the problems of existing lan-

guage-based approaches. RIFLE first de-

fines an IFS ISA (Information-Flow Secure 

Instruction Set Architecture). IFS ISA is 

an architecture that supplements regis-

ters, instructions, and etc related to in-

formation flow security to a general ar-

chitecture. RILFE translates existing pro-

grams into binaries that can be executed 

on IFS IA and provides information flow 

security by hardware to aid information 

flow tracking and a security-enhanced 

operating system. Therefore, all programs 

executed on this architecture are equip-

ped with information flow security. However, 

although the results for translation of 

several binaries are given, experiments 

for complex and huge programs are not 

included. In addition to this, the execution 

time of the translated program is in-

creased, so more verification for demon-

strating the practicality is needed.

In conclusion, information flow security 

can be applicable to a single program or 

a system. However, it provides a re-

strictive protecting range in that it does 

not support global confidentiality rotection.

<Table 1> summarizes the limitations 

of existing confidentiality protection meth-

ods described above. Using our method, 

we handle all these limitations except 

performance problem. In fact, a perform-

ance problem is a big issue for information 

security systems because they require 

extra processing time and space. The 

performance problem is a topic for our 

further research.

3. An Information Flow Secu-

rity Method Based on a Pro-

tected Area

3.1 A necessity of information flow se-

curity based on a protected area

Users utilize programs when they read, 

save, or move data, and programs gen-
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<Figure 2> Information flow control 

of a dedicated program

erate data or information. Therefore, we 

can define that information flow in in-

formation systems is done by programs. 

As mentioned earlier, access control tech-

niques and information flow security meth-

ods cannot effectively prevent the con-

fidentiality violation of these programs. 

On the other hand, data generated by a 

single program can have different security 

levels. For instance, a security level which 

is granted for each document file must 

reflect the contents that it includes.

Basically, an access control list or a 

security type is given by each individual. 

An overrated security level can poten-

tially undermine work efficiency by as-

signing security levels higher than are 

actually necessary, preventing information 

from being distributed and shared. Con-

vertsely, an underrated security level can 

also harm confidentiality by applying se-

curity levels lower than are required[9]. 

The actual difficulty for information se-

curity is that the compliance with a se-

curity policy does not guarantee security 

protection, because there is no objective 

method to automatically judge the suit-

ability of a given security level.

This paper proposes an information 

flow security method based on a pro-

tected area as a solution for the above 

problem. A secure area is a separate disk 

drive in which sensitive data is stored. 

Access to the secure area is allowed only 

to dedicated programs, and sensitive data 

is controlled so that it is saved only to 

the secure area. How a secure area can 

be used for information flow security is 

described in section 3.2 and 3.3.

3.2 Program control based on a 

protected area

It is possible to designate a program 

as a dedicated program that generates 

and uses sensitive data, while the data 

generated from this dedicated program can 

be sensitive or not. We manually desig-

nate this program because creating an 

automatic classification of programs is 

not a simple task. <Figure 2> and <Figure 

3> show an information flow control us-

ing a protected area.
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<Figure 3> Information flow control of 

a non-dedicated program

<Figure 4> Information flow control 

for a protected area

The first thing to do is to set a pro-

tected area. Our system defines a specific 

directory or a specific drive as a pro-

tected area and designates the owner of 

the protected area. We impose a condition 

that defines a protected area within a lo-

cal storage, and only an authorized user 

is allowed to access this protected area.

Basically, the owner of a protected area 

has an access privilege for his own pro-

tected area. Dedicated programs launched 

by authorized users can read both from a 

protected area and a non- protected area. 

But they can save data only to a protected 

area. For example, if Microsoft Word pro-

gram is defined as a dedicated program, 

Word document files(.doc) must be saved 

to a protected area. Fundamentally, a file 

movement from a protected area to a non- 

protected area is restricted. Non-dedicated 

programs cannot read data from a pro-

tected area and write data to a protected 

area because they cannot access a pro-

tected area although they are launched 

by authorized users(<Figure 3>). Accesses 

to a protected area by unauthorized users 

are essentially rejected. <Figure 4> and 

<Figure 5> are a flow chart of an in-

formation flow control for a protected 

area and a non-protected area.

3.3 Analysis of information flow 

control based on a protected 

area

Policies given in section 3.2 seem to be 

exceedingly naive, but they can be used 

very effectively for confidentiality pro-

tection.
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<Figure 5> Information flow control 

for a non-protected area

<Figure 6> Existing service mechanism 

for file sharing

(1) Only programs that generate or use 

sensitive data are allowed to access a 

protected area, and data cannot be saved 

anywhere except in a protected area. 

Moreover, moving data from a protected 

area to a non-protected area is strictly 

prohibited. Therefore, sensitive data can-

not flow into the place to violate confi-

dentiality.

(2) Authorized users allowed into a 

protected area can freely access and uti-

lize the data in it without any limitation. 

This only becomes a problem when an 

authorized user wants to propagate the 

data to another user. The owner of a 

protected area can solve this problem by 

simply adding the other user as an au-

thorized user. The added user is also 

controlled within the protected area with 

the same policy, so the addition does not 

result in confidentiality violation.

(3) A protected area is a specific stor-

age such as a directory or a disk drive, 

and an authorization for the area is lo-

cally granted. Therefore, the user addition 

described in 2) yields two problems. First, 

data in a protected area can be accessed 

by only one user at a time. Sharing files 

is possible by using a mechanism such as 

Windows shared folder, but in the case of 

the mechanism, an access by a program 

of PC C0 to a file of PC C1 appears as 

an access, not by a program of PC C0, 

but by a service of PC C1. Consequently, 

an access control module run on the PC 

C1 cannot distinguish if this access is le-

gal one, i.e. the module cannot decide 

whether the access is from a dedicated 

program or not. We therefore prevent 

folder sharing because of this technical 

limitation. Second, an added user can free-

ly access any data in the allowed pro-

tected area. This might be more data 
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<Table 2> A comparison for IP, CPOL, 

and CPRD

Item
Access Control

Information Flow 
Security PA

DAC MAC RBAC SA DA RIFLE

IP X △ X O O O O

CPOL O O O X X O O

CPRD O O O X X O O

<Table 3> A comparison for applicability

Method Feature Description for Applicability

DAC
-Adopted in OS or information systems

- Policy is defined by each individual person

MAC
-Adopted in OS or information systems

-There are predefined levels that are assigned to each user and set of information

RBAC
-Adopted in OS or information systems

-Administrator defines policy

SA
- Programming language and compiler

- Security type is defined at the source code level

DA

- Programming language and compiler

- Dynamic type is defined at the source code level

- It can cooperate with the external information

RIFLE
- Proposed architecture

- OS enhancement and special hardware are also needed

PA - Software installation is needed

than is necessary for this user to have 

permission to see, although the user can-

not leak any data from the protected area. 

Therefore, a method for handling this sit-

uation is needed and we will provide a 

secure file sharing mechanism based on a 

protected area in section 4.2.

3.4 A comparison with existing meth-

ods

We have compared our method with 

existing access control methods, language 

-based information flow security meth-

ods, and RIFLE for limitations described 

in <Table 1>. Some comparing items are 

abbreviated as follows:

- IP：Information propagation control over 

authorized users

- CPOL：Control over programs developed 

in other languages

- CPRD：Control over programs that have 

already been developed

Our method is compared to existing 

methods for IP, CPOL, and CPRD and 

the results are shown in <Table 2>. SA, 

DA, PA are abbreviations for static anal-

ysis, dynamic analysis, and protected 

area, respectively. The applicability of all 

methods is shown in <Table 3>.

 The methods used for confidentiality 
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protection essentially reject data access 

by unauthorized users. Access control 

methods provide control over all pro-

grams because they grant authority not 

to a program but to a user, while they 

cannot prevent legal users from prop-

agating data; MAC provides an information 

propagation control over authorized users 

partially in that an access to information 

is granted based on both the sensitivity 

level of data and the clearance level 

of user. Currently, many language- 

based information flow security methods 

statically or dynamically prevent pro-

grams written in the language from 

flowing data to insecure points, but they 

cannot support the same functionality 

over programs written in other program-

ming languages or programs previously 

developed. To overcome this limitation, 

RIFLE, a framework-based system, is 

proposed. It provides a control over pro-

grams previously developed with auto-

matic translation, but it proves to be an 

inflexible approach as a method for pro-

viding information security.

Our method provides confidentiality 

protection through use of a protected area 

with a simple control policy. It provides 

an information propagation control over 

authorized users as explained in section 

3.3. An administrator can control information 

flow by defining dedicated programs. Mo-

dules to control programs must be installed 

on each PC. Providing confidentiality 

protection is easy, not only for stand- 

alone programs, but also for complex in-

formation systems using a protected area. 

In section 4.1, we show how our method 

can cooperate with web-based information 

systems generally used for information 

sharing in organizations and propose a 

protected area based system that enables 

secure file propagation in section 4.2.

4. Case studies supporting in-

formation flow security with 

a protected area

4.1 Information flow security for a 

web-based system with a pro-

tected area

A web-based system has an important 

position as a platform for information 

sharing in organizations, due to its out-

standing extensibility, scalability, and ac-

cessibility. Guaranteeing confidentiality for 

web-based systems is an essential re-

quirement, and most of them use access 

control methods as tools for this. As 

mentioned earlier, access control methods 

can prevent unauthorized users from ac-

cessing the specific information, but can-

not prohibit legal users from propagating 

information that they are allowed to access. 
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<Figure 7> An example of violation of 

confidentiality for a web- 

based system(Information

propagation cannot be con-

trolled)

<Figure 8> Information flow control 

with a protected area for 

a web-based system

For example, in the file sharing system 

in <Figure 7>, which is a type of a 

web-board, it is impossible to control the 

file flow after a legal user downloads a 

specific file onto the user’s PC. 

This problem can be solved by using a 

protected area. A program to download 

files from a web-board is a web browser 

and even though a specific ActiveX con-

trol for file download is used, it is run 

within a web browser process. Therefore, 

if a web browser is defined as a dedi-

cated program, it is controlled to save its 

data only to a protected area(<Figure 8>). 

However, this creates another issue, for 

although some locations(web pages) in a 

web site contain insensitive data, these 

data must also be saved to the protected 

area. To solve this problem, a web page 

that includes sensitive data registers itself 

into the access control module through a 

registration ActiveX control. When a user 

enters the web page that contains the 

sensitive data, the web browser is regis-

tered into the access control module with 

their process id. When the user leaves 

the web page, the web browser informs 

the access control module of this fact. 

With this mechanism, the web browser 

is controlled as a dedicated program only 

if it accesses a web page that contains 

sensitive data.

4.2 A file propagation method with 

a protected area

As described in section 3.3, a mecha-

nism to support secure data sharing with 
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<Figure 10> Secure file propagation 

through a protected area

<Figure 9> Information flow control with a protected area for a web-based 

system at client-side

an unauthorized user is needed for a pro-

tected area. When User0 wants to send 

User1 a file in his protected area, he can 

do this by the method depicted in <Figure 

10>.

First, User0 converts the file into a de-

livery file format. This conversion utilizes 

an encryption, and the encryption is done 

with unique information of User1. Data 

based on PKI or a unique id for each 

protected area can be used as this in-

formation. When the User1 receives the file 

from User0, he moves the file to his own 

protected area and decrypts the file. The 

file is an invalid file in a non-protected 

area because it is encrypted, and it can 

be moved to only User1’s protected area 

due to its unique information. User1 reads 

the received file using a dedicated pro-

gram and works with it. The file is con-

trolled by information flow security, so 

the confidentiality is kept. If organizations 

use this mechanism for file propagation, 

the whole process for conversion and 

propagation is explicitly controlled. If nece-

ssary, the process can be logged or be 

required to meet with an approval.

5. Conclusion and future work

With the development of information 
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and communication technology, threats 

against information asset in organizations 

are increasing immensely. Though ensur-

ing confidentiality has been an old topic 

for information security, there is no com-

plete solution for this problem yet. Tra-

ditional access control methods prevent 

unauthorized users from accessing spe-

cific information, but they cannot forbid 

violations committed by legal users. Infor-

mation flow security is introduced to over-

come the limitations of access control 

methods by disallowing information from 

flowing into processes that can poten-

tially harm confidentiality. There are many 

language-based information flow security 

methods. However, they are impractical 

in that they cannot control programs wri-

tten in other programming languages or 

programs previously developed.

We have presented an information flow 

security method based on a protected 

area to resolve problems of the existing 

methods. Information in computer systems 

resides in storage systems. Therefore, we 

can provide global information flow con-

trol by letting sensitive data exist only in 

a separate region and then controlling 

access of programs to that region. Pro-

grams that generate or need to access 

sensitive data are categorized as dedi-

cated programs, and they are controlled 

so that they only can save their data to 

the protected area. Access by non-dedi-

cated programs to a protected area is 

disallowed. Moving data from a protected 

area to a non-protected area is restricted, 

but it can be safely done as shown in 

our case study. We have also shown that 

our protected area can provide confiden-

tiality protection in the case of a web- 

based system, a condition where currently 

existing methods cannot provide confiden-

tiality protection.

We have blocked the use of a shared 

directory or a network drive due to a 

technical limitation. But they are general 

file sharing methods for many organ-

izations, so we need further research on 

this problem.
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