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1. Introduction 
 

With the increasing global threats of international 
terrorism and nuclear terrorism, there is a spotlight 
on the education and qualifications of nuclear power 
plant protection workers.  

In accordance with Article 9-2 of the Protection of 
Nuclear Facilities and Nuclear Emergency 
Preparedness Act, the Korea Institute of Nuclear 
Nonproliferation and Control (KINAC) implements 
the legal education for the protection workers of 
nuclear facilities and draws out the job capability 
based education system through job analysis of the 
protection workers. 

In this paper, we will discuss the education and 
qualification standards for security personnel at U.S 
Nuclear Regulatory Commission and discuss the 
educational development plan for the security 
personnel of nuclear power plants in Korea. 
 

2. Individual Training and Qualification of 
Security Personnel for duty 

 
The outline of the US Nuclear Regulatory 

e (RG) 5.75 
'Training and Qualification of Security Personnel at 
Nuclear Power Reactor Facilities' is Individual Training 
and Qualification for Duty, On-the-Job Training (OJT),  
Performance Evaluation Program, Duty Qualification 
and Re-certification, Weapons Training, Weapons 
Qualifications and Re-qualifications, Weapons, 
Personal Equipment and Maintenance. The active 
human maintenance for the security personnel at 
nuclear facilities is based on analysis of Individual 
Training and Qualification for Duty.  Based on this 
analysis, Nuclear operators in Korea will consist of 
Duty & Weapons Qualification and Re-certification.  

This paper will focus on the element; Individual 
Training and Qualification for Duty. 
 
2.1 Critical Function Job Tasks 
 

In a security organization, security personnel must 
be trained and qualified to perform their duties prior 
to performing security tasks.  

In addition, the security education program should 
have a list of trainings that can complement the job, 
knowledge, skills, and abilities to acquire set 
qualifications. In US RG 5.75, the security organizations 
are divided into detailed duties (divided into 28 
categories) according to the security personnel, and the 
qualifications for these duties are listed as follows.  
 
Table 1. Critical Functions Job Tasks Qualification Table  
[1 of 28 categories] 

 
[Performance Method - M: Must Perform, P: Perform, S: Simulate, D: Discuss] 

 
2.2 Security personnel Training 
 

Nuclear operators should provide physical 
protection programs to security personnel for 
training, qualification and periodical revalidation to 
perform their assigned tasks. According to the NRC 
RG 5.75, physical protection programs should be 
designed to include the following list 66 elements:  
the mainly important elements are NRC 
requirements and guidance for physical security at 
nuclear facilities, NRC requirements and guidance 
for physical security at nuclear facilities, NRC 
requirements and guidance for physical security at 
nuclear facilities including 53 elements. 

 
3. Improving Task-based Training for 

Security Personnel at Nuclear Facilities in 
Korea 

 
KINAC was designated as a physical protection 

education institution in 2011 and is carrying out 
compulsory physical protection training for nuclear 
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facility security personnel. In order to escape the 
limitation of time-consuming education, the 
education courses have been improved to focus on 
the development of educational contents such as 
practice-oriented training, visiting training, and 
improvement of curriculum. 

In particular, the following results were derived 
for establishing a job competency - based education 
system. The guards are divided into three groups: 
General Security Personnel (including Security 
Officer), Cyber security personnel, Security Guides. 
In order to establish the education reform plan based 
on job competency, job analysis is developed 
through focus group interviews (Table 2), 
Competencies (Knowledge, Skill) are defined by 
subject (Table 3), and feedback (Table 4) through an 
education needs survey. 
 
Table 2. Task and Duty for General Security Personnel  
< Task: General Security Personnel > 

Field Duty 

Physical 
Protection 
training 
exercise and 
management 

Annual exercise 
planning 

Force on 
Force/Table top 
Exercise planning 

Writing of 
exercise 
planning 

Meeting  
for pre-
exercise 

Implementing of 
exercise 

Evaluation & 
Follow up 

Management 
of trainee 
target  

 

Management of 
security 
equipment  

Review of blind 
area 

CCTV operation 
and maintenance 

Operation and 
Maintenance 
of Unmanned 
Security, 
Access 
Control 
system 

Equipment 
update of  
Central 
Alarm 
Station  

X-Ray detection 
operation and 
maintenance 

Operation and 
Maintenance of 
Fence and sensor  

  

 
Table 3. Essential Capability for general security personnel 
by each subject 

Subject Main contents Knowledge Skill 

General details 
and Law of 
Physical 
protection 

- Act on Measures for 
the Protection of 
Nuclear Facilities, etc. 
and Prevention of 
radiation disasters 
- United Defense Act 
- Introduction to  

Nuclear Security 
- General PPS  

Elements 

- Law of National  
Physical protection  

- Requirements of 
Physical 
protection(Sabotage) 

- Categorization of  
physical protection of 
Nuclear Material  

- Design Basis Threat 

- Use of 
Physical 
protectio
n system 

Regulations of 
Physical 
protection, 
Regulation of  
security 
operations 

- Regulation of PP & 
Operation 
- Instruction of 
technical standard 
- Regulation of security 
tasks 
- Regulation of 
Documentary supply 
- Cooperation with 
organization of 
Regulation request  
- Preparation of 
amendment 

- Regulation of PP 
- Guidelines of  

technical standards 
- Regulation of  

security tasks 
- Regulation of  

Documentary supply 
- Knowledge about  

background of  
amendment 

- Ability 
of 
making 
document 

Table 4. The subjects based on Competency for General 
Security Personnel 

Career 
 
Subject 

Trainees 

Initial Training Course 
(within 1 year) 

Continuing Training Course 
(Annually) 

Optional - 

· Exercise for physical protection 
and management for training 

· Access Control 
· Advanced for Physical Protection 

Inspection 
· Advanced Management of 

security equipment 
· Advanced Vital Area operation 
· Principle of Physical Protection  

Sensor 

Required 

· General Matters concerning Physical Protection; 
· Physical Protection Regulations & Security Regulations 
· Physical Protection Inspection 
· Management and Operation of Security Equipment 
· Management and Operation of Vital Area 
· International & National Trends of Threat  

 
By establishing the basic elements based on the 

above-mentioned job competencies, we will establish 
a basic plan based on job competency, develop and 
improve course-specific curriculum, and ultimately 
establish job competency-based education within the 
next five years. 
 

4.  Conclusions 
 

The policies of the current government is 
promoting the regularization of security personnel in 
the safety and risk fields in order to establish social 
safety nets.  Also, we need not only safe 
employment but also systematical advanced human 
resource development program at nuclear facilities in 
Korea. Therefore it is necessary to improve and 
develop a customized training program for the 
security personnel training and qualification in Korea 
based on NRC RG 5.75. 

It contributes to strengthening the national nuclear 
security culture by establishing a more advanced 
system for national security personnel, including 
organizing and providing a task-oriented comprehensive 
program. 
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