
제40회 한국정보처리학회 추계학술발표대회 논문집 제20권 2호 (2013. 11)

 
An Approach Towards Secure Matchmaking Using Mobile Social 

Network 
 

Fizza Abbas, Rasheed Hussain, Junggab Son and Heekuck Oh  
Dept. of Computer Science and Engineering, Hanyang University, South Korea 

Fizza_alvi85@yahoo.com 
 

Abstract 
 

 Mobile social networking applications are getting increasingly popular among today’s mobile applications. Mobile 
users find their old or new friends anywhere or anytime through mobile social network (MSN) services. MSN uses 
matchmaking mechanisms to discover mutual interests among different people. To discover friends in MSN, a user must 
share his/her private information which can be a risk for his /her personal privacy as this information can be learned by a 
malicious or semi honest user. In this paper we give a brief survey on MSN that includes MSN categories, components, 
architecture and applications. In the rest of the paper we discuss the matchmaking protocols. Finally we give some 
suggestions to improve the previous protocols.  
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I. INTRODUCTION* 
With the advent of internet and mobile technology, the 

ways people interact with each other are changing. People 
use their mobile phone applications to communicate with 
their old friends as well as make new friends with mutual 
interests. The heterogeneous network in which mobile clients 
make social relations by matching their profiles or interests, 
provided by them or their mobility pattern is called Mobile 
Social Network (MSN). MSN integrates social networks and 
mobile technology [1] as shown in Fig. 1.  

 
Fig. 1. MSN combination of social and mobile network 
 
Social network use context information and communication 

technologies so that users exchange data and profile 
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information to make relationship.  
Mobility is one of the features of today’s human society. 

This not only changes the behavior of users but also makes 
information sharing, exchange and delivery services 
increasingly difficult. 

As with the movement of a user his requirements also 
change. Matchmaking is one the application of MSN in 
which user share and matches their profiles by using 
centralized or distributed mobile networks. This paper covers 
study of mobile social network and matchmaking protocol 
used in MSN.  

II. BACKGROUND 
In this section, to understand MSN, we discuss the detail 

MSN architecture, and components and applications. 

A. MSN Archietctures 

 
Fig. 2. MSN Architecture 

 
There are three basic architecture utilized by MSN as 

shown in Fig. 2. 
The centralized architecture is like client server structure in 

which the server is used to share, deliver and exchange 
information.  This architecture supports web based MSN in 
which mobile clients rely on content provider e.g. Facebook 
server. There are many frameworks which are implementing 
this architecture. For example in “MobiSoC” [2] authors 
propose a middleware that shares, manages and captures 
social state of physical communities. This middleware uses 

MSN Architectures 

Centralized Distributed Hybrid 
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centralized server and through application programming 
interface (API), a mobile client interacts with services. In [3] 
authors propose another middle ware called “Roadspeak” in 
which the concept of virtual chat group is put forward. The 
reason for this idea is to facilitate users that are physically 
present in area but are not been able to contact directly. The 
trusted server is one the bottleneck of this architecture. The 
server knows about the users’ private information and if the 
server compromises the users’ information can be revealed to 
the attacker or adversary. 

In distributed MSN architecture mobile user broadcast 
his/her interest over communication channel using Wi-Fi or 
Bluetooth. One of the examples of this architecture is 
MobiClique [4], in which users download information from 
Facebook to their device and broadcast it to any nearby 
Bluetooth device and then performs matchmaking between 
the receiver and owner by sharing profile information. The 
problem faced by a user in this approach is the risk of 
leakage of his/her private information to a malicious user. 
Although the mechanism of broadcasting information uses a 
secure channel but there is no verification about other user, 
which can be a semi-honest or malicious user. 

Hybrid approach also utilizes the centralized server but it 
puts restriction on the functionality of centralized server. The 
server takes part only in verification and managing the user’s 
location and personal information while the match making is 
done by users themselves. In our suggested approach we use 
the hybrid approach while performing matchmaking because 
to have lesser trust on TTP (Trusted Third Party). 

B. Compenents of MSN 
Content provider, network infrastructure and mobile user 

are the components of MSN as shown in Fig.3.  Content 
provider is fixed server or web based MSN server that 
connected to the internet and through which data or contents 
are received by mobile clients. Mobile user/device receives 
data from content provider through network infrastructure. 
Network infrastructure is a medium to transfer data from 
mobile user to content provider that can be distributed, 
centralized or combination of both. 

 

 
 

Fig.  3. Components of MSN. 

C. Applications of MSN 
 MSN applications are developed to help mobile users to 

make relationships among other mobile users depending on 
their social behavior, mutual interest and relationship. Some 
aspects of MSN are shown in Fig. 4 which represents how 
MSN covers daily usage areas of mobile users and provides 

applications. 

 
Fig. 4. Aspects of MSN 

Most common MSN applications are [1]: 

1) Online social networking 
MSN services provide freedom to use social network 

services like Orkut, Facebook, Hi5 and more by using their 
mobile phone Applications. 
2) Health services 

MSN can be used as virtual portal for sharing and dis
cuss health information through the applications like mC
are services and PatientsLikeMe. 
3) Wearable Servcies  

A wearable network comprises of mobile devices which ca
n be worn on the body and are used in behavioral modeling, 
health monitoring, and entertainment development. The MS
N can provide necessary integration of social contextual data 
with the Internet required by wearable network to automate d
aily tasks. 
4) Location Based services 

Location-based information when combined with social 
network can provide the MSN users with a variety of 
contextual services such as finding location of people or 
friends, nearest banking cash machine, restaurant, nearby 
social events and even location based advertisements and 
games. 

D. Matchmaking Process archietcture 
Matchmaking is very famous application of MSN in w

hich two parties involved matches each other’s interests 
in the matchmaking but don’t wish to reveal any   addi
tional information other than what is necessary. A match
making issue can be described as a private set intersecti
on (PSI) problem or a private cardinality of set intersect
ion (PCSI) problem. Private set intersection (PSI) protoc
ols allow two parties – a server and a   client – to int
eract on their respective input sets of their interests, suc
h that both the parties only learns the intersection of th
e two sets, while learns nothing beyond what is necessa
ry.  
1) Threats in Matchmaking Protocol 

There are two standards to explain threats in matchmaking 
protocol. First concerns with the size of the sets being 
matched which can be small or large. If the set is small then a 
malicious user can easily learn about the contents of the set 
by making queries and if the set is too large then the 
probability to learn other’s interests is increased which can 
result in cheating other user. Other standard is due to Semi-
honest users or the malicious user. Semi-honest are those 
users which follow the protocol but are curious to learn about 
other user’s interests.  For example If two parties are 
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running a matchmaking protocol then one of them  can try 
to learn other’s interests while not showing their interest fully 
or showing only a subset of their interests. Other user can be 
malicious or attacker which can perform a variety of attacks.  
Consider an attacker which forms a larger number of 
interests set (including fake interests) against an honest user. 
There is a high probability that the   attacker’s large 
number of interests will eventually result in positive matches 
with the honest user and hence he will learn those interests. 
The protocol should be able to eliminate this kind of security 
breach. Another scenario can be an attacker which tries to 
know other user’s interest by running the protocol against a 
user again and again, which eventually can result in a 
successful match.   
2) Matchmaking Protocol 

In mutual PSI protocols instead, both interacting parties 
learn the intersection. 

· Oblivious polynomial evaluations based protocols  
These protocol using homomorphic encryption and balance 

hashing. It’s a one way protocol i.e. client knows intersection 
set but server knows nothing. The author in [7] first proposed 
this protocol, based on polynomial evolution and then many 
researchers extend their research. Matchmaking Protocol 

· Communicative encryption based protocols  
Commutative encryption states that Ek1 (Ek2 (m)) = Ek2 

(Ek1 (m’)). This approach is used by Agrawal et al. [9], and 
they try to solve many malicious attacks during intersection 
between two parties. In [10] the authors extend this work. 

· Oblivious pseudo-random functions based 
protocols 

In [8] author proposed scheme based on pseudo rando
m functions and researcher extend this work by using li
near number of exponentiations. 

III. RELATED WORK 
There are many researchers working on matchmaking 

protocol. In this section we discuss the work of Agrawal et.al 
[8], Xie et al. [10] and Wang et al. [11]. 

Agrawal et al.’s Protocol [8] uses a commutative 
encryption function for private intersection problems. 
Authors suggest the power function, fe(x) = xe mod p, as an 
example of a commutative function. The security of their 
protocol is based on the Decisional Diffie-Hellman 
hypothesis (DDH). They have some limitations: 

– First, the protocol does not use certified set elements, 
which allows an adversary to     freely choose the 
inputs to the protocol.  

– Second, only Alice learns the intersecting elements, 
and she could lie to Bob about the results. There is 
no guarantee that Bob will not reorder the list 
formed by the second element of the pairs. This will 
result in Alice misidentifying an intersecting 
element.  

– If Alice reported the index of the intersecting pair 
to Bob, Bob could still correctly identify the intersecting 
element. 

Xie et al.’s Protocol [4] Uses TTP only in setup phase for 
certifying user’s interest. The protocol is based on 
asymmetric key-based cryptography as compare to Agrawal 
et al based on public key cryptography that is more 

expensive. Three phases are there includes initial phase, 
interest Signing phase and matchmaking phase. However, 
Xie's protocol can only be used to find a friend, without 
considering the best one who has the largest number of 
mutual interests with initiator. 

Yong Wang et al. further enhance Xie protocol by 
introducing   the best match. They use the concept of 
matching a user’s attributes with various candidates and find 
the one with most matches i.e. the best match .They follow 
remaining concepts of Xie at al. so have similar issues with 
Xie. Mostly they talk about using Bluetooth which limits the 
protocol to only people who are physically near the user. If a 
user wants to match attributes with people globally, this 
protocol does not give this provision. Also the user uses a fix 
number of attributes which are signed by an attributes 
verifier. This limits the possibility for a user to change his 
attributes set. 

IV. PROPOSED APPROACH 
By looking various approaches we are proposing an 

approach which uses the concept of hybrid MSN architecture. 
In our approach there is a server that identifies the users 
attributes and called as Identity server (IS), the initiator (user 
1) and candidate (user 2) as shown in Fig. 5. 

 

 
Fig. 5. Components of proposed approach 

In our approach User l is the initiator of protocol which run 
protocol against each of the candidates. Both the parties 
should only learn the intersection set between them mutually. 
Also, any other attribute information should not be known to 
any other party like in Xie’s and Wang’s protocol. In this way 
TTP issues can be resolved. In previous approaches there is 
no any way to identify the user as Xie uses Facebook for 
example. But as we know we cannot trust users, which 
means a user can have multiple Facebook IDs, so we suggest 
that a user’s IMSI (international mobile subscriber Identity) 
can be used as user ID. In Xie and Wang’s protocol two types 
of server are used one for verifying a user’s attributes while 
other is for identity. We proposed that we can use only one 
server named Identity server that authenticate users’ id and 
also limit the number of attributes a user can have. To limit 
attributes restrict every user to have only a limited number of 
interests so that no one can send large number of attributes 
that can increase the probability of matching with the 
attributes of other user having limited number of attributes. 

V. CONCLUSION 
Privacy is one the key concern during matchmaking using 

MSN. This paper includes the study of mobile (MSN) and 
matchmaking mechanism. We provide survey for MSN and 
also matchmaking approaches with their limitations. In the 
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end we suggested an approach that can overcome the 
limitations of previous approaches. 
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