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1. Introduction 

    The advent of IPv6 protocol opens up broad prospects 

to implement the next generation Internet. The characteristic 

of IPv6 makes the uses of Internet extend to all areas. 

Among the various functionalities, fragmentation 

mechanism is used to fragment and reassembly large IPv6 

packets, which makes it possible to transport large IPv6 

packets between different types of networks by following 

concerted length of the fragments.  

In the meantime, because of some features of 

fragmentation itself, Fragment Header is also used as 

carriers of invasion or means of attacks by attackers 

frequently. In view of this, the security research on these 

threats has been extensive widely. Many effective prevention 

methods have also been developed and applied to the IPv6 

networks 

This paper discusses three kinds of threats: ‘tiny 

fragment attack’, ‘overlapping fragment attack’, and ‘DoS 

attack’. The prevention mechanisms to these attacks are also 

discussed. 

 

 

2. Background 

Fragment Header is the extension header that used to 

fragment large data packets. This section describes Fragment 

Header structure and fragmentation mechanism in IPv6 

protocol. 

                                                        

*

 This work was supported by National Center of Excellence in 

Ubiquitous Computing and Networking (CUCN), Korea. 

2.1 Structure of Fragment Header 

Fragment Header is used to send IPv6 packets that are 

larger than the Path Maximum Transmission Unit (PMTU). 

According to RFC 2460 [1], the format of the Fragment 

Header is shown in Figure 1.  

 

Next HeaderNext Header ReservedReserved Fragment OffsetFragment Offset ResRes MM

IdentificationIdentification

Fig.1. Structure of the Fragment Header in IPv6 protocol 

 

IPv6 standard describes that the fragmentation can only 

be performed at the source node to remove the burdens of 

immediate nodes for the efficiency of data transmission. It is 

suggested that a source node check PMTU to a destination 

node before sending any length of an IPv6 packet using 

PMTUD (PMTU discovery) mechanism. IPv6 standard 

requires a MTU value of at least 1280 bytes and proposes 

the link path to be able to transmit at least 1500-byte long 

packages. When an IPv6 packet is larger than the MTU of a 

current path, the source node must perform the fragment 

operation to divide the original IPv6 packet into several 

small fragments. At the destination node, these fragments 

will be reassembled into original IPv6 packet. 

An IPv6 packet can be divided into two parts: an 

unfragmentable part and a fragmentable part. An 

unfragmentable part includes the IPv6 header of the original 

packet and three IPv6 extension headers, which are 
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Hop-By-Hop Header, Destination Options Header, and 

Routing Header. If these extension headers appear in the 

original IPv6 packet, then they must be carried by every 

fragment. A fragmentable part consists of the other possible 

extension headers, such as Authentication Header and 

Encapsulation Security Payload Header, and payload which 

are not included in the unfragmentable part. 

A fragmentable part is divided into several parts and 

contained in all of the fragments. The fragments come from 

the same IPv6 packet must have the same fragment 

identification with different offset values. For each fragment, 

it can be made up of three parts, in order, an unfragmentable 

part, Fragment Header and a piece of the fragmentable part 

[1]. 

 

2.2 An example of IPv6 fragmentation 

In this section, we describe an example of the IPv6 

fragmentation mechanism. 
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Fig.2. Example of IPv6 fragmentation 

 

As shown in Figure 2, we assume that the original IPv6 

packet is 300 bytes in length, including 40 bytes of the IPv6 

Header, Four 30-byte IPv6 extension Headers (Hop-by-Hop 

Header, Routing Header, Authentication Header and 

Destination Header) and 140 bytes of payload. Assuming 

that the value of PMTU to be 210 bytes. As the 

unfragmented part must be included in each fragment, 

therefore, a total of three fragments need to transmission 140 

bytes payload. 

The 32 bit unsigned integer value in the three Fragment 

Headers is the same. It means that the three fragments 

belong to one original IPv6 packet. When these fragments 

reach the destination, they can be reassembled [4]. 

 

3. Threats of Fragment Header 

We discuss three kinds of the most used attack methods 

based on the IPv6 Fragment Header: ‘tiny fragment attack’, 

‘overlapping fragment attack’, and ‘DoS attack’. The 

concerned areas of these attacks are illustrated in Figure 3. 

 

AttackerAttacker VictimVictim

Tiny Fragment AttackTiny Fragment Attack Overlapping Fragment AttackOverlapping Fragment Attack

DoS Attack Based on FragmentationDoS Attack Based on Fragmentation

InternetInternet

 

Fig.3. Three kinds of attacks 

 

 

3.1 Tiny fragment attack 

 Tiny fragment attack is an attack that imposes an 

unusually small fragment size on outgoing packets. If a 

fragment size is made small enough to force some of a TCP 

packet's TCP header fields into the second fragment, filter 

rules deployed in security systems that specify patterns for 

those fields will not match. If the filtering implementation 

does not enforce a minimum fragment size, a disallowed 

packet might be passed because it does not hit a match in the 

filter.  

 

3.1.1 Attack 

In this example, the attacker generates a very small 

IPv6 packet to force the sensitive TCP header fields to be 

fragmented into the second fragment. As we see, there are 

two fragments that have been generated. Fragment 1 

contains only 8 octets of TCP data, including Source Port, 

Destination Port and Sequence Number fields, the TCP flag 

field has been pushed into Fragment 2. So the filter will not 

find the TCP flags field and will not be able to test the 

validity of the connection request, it will ignore them in 

sequence. Because most of the filtering mechanisms only 

check the first fragment of the IPv6 packet, Fragment 2, 

which has the other fields of the TCP data including the TCP 

flags filed, can pass through the filter unhindered. After all 

Fragment 1 2 3 

unfragmentable part 100 bytes 100 bytes 100 bytes 

Fragment Header 30 bytes 30 bytes 30 bytes 

fragmentable part 60+20 bytes 80 bytes 40 bytes 

offset / M flag 0 / 1 20 / 1 100/ 0 

<Table 1> Fields of each fragment 
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the fragments have arrived at the destination, they will be 

reassembled, the TCP connection, which ought to be 

dropped, will be accepted [2]. 
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Fig.4. Fragmented packets used by tiny fragment attack 

 

 

3.1.2 Prevention 

As it has been mentioned in RFC 1858 [2] and 3128 [3], 

the method that used to prevent the attack has been afforded.  

 

if FO=0 and NextHeader=TCP  
and TRANSPORTLEN<tmin then 
DROP PACKET 
if FO=1 and NextHeader=TCP then 
DROP PACKET 

 

Here, FO means the Fragment Offset of the fragment, 

and tmin is the minimum length of the transport header (i.e. 

TCP) required containing enough information that should be 

checked by the filter. The filter will check the fields in 

Fragment 1 and Fragment 2, and math with the rules, drop 

illegal fragments. If the original IPv6 packet contains TCP 

information, then the Fragment 1 should include all the TCP 

information. So when Fragment 1 contains TCP information 

but the length is less than the reasonable length, then drop 

the packet. For these reasons, Fragment 2 should never 

contain any TCP information, so when TCP information 

appears in the Fragment 2, drop the fragment [2] [3]. 

 

3.2 Overlapping fragment attack 

Overlapping fragment attack is also called IP 

fragmentation attack. In an overlapping fragment attack, the 

reassembled packet starts in the middle of another packet. As 

the operating system receives these invalid packets, it 

allocates memory to hold them. The illegal data in the 

later-coming fragments will overwrite the legitimate data 

during the reassembly process. Then the reassembled IPv6 

packet can access limited system resource, and invade the 

system. 

 

3.2.1 Attack 

Following the fragment reassembly mechanism, the 

fragments will be reassembled by following the sequence 

and data offset when all reach the destination. In this 

example, Fragment 1 has the harmless TCP flags value, so it 

can pass through the filter unharmed. Although Fragment 2 

contains harmful TCP flags information, it can also pass 

through the filter because most of the filters do not check the 

non-zero-offset fragments. During the reassembly process, 

Fragment 2 will overwrite the specific portion of Fragment 1 

with harmful TCP flag data. And then the restricted port 

connection request of this IPv6 packet will be accept. [2] 
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Fig.5. Fragmented packets used by overlapping fragment attack 

 

3.2.2 Prevention 

For the overlapping fragment attack, the RFC 3128 

document provides a method to prevent this kind of threat. 

The method considers both the fragment with offset 0 and 

offset 1. For a common fragment with offset 0, it must 

contain the whole TCP header information, so if the length 

of the TCP header is less than tmin, then we can drop this 

fragment. Because all the TCP header information must be 

contained in the fragment with offset 0, the TCP flags should 

never be contained in a non-zero-offset fragment. So if the 

fragment with offset 1 contains TCP flags information, it 
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will be dropped [2] [3].  

 

 if FO=0 and NextHeader=TCP  
and TRANSPORTLENTH<tmin then 

 DROP PACKET 
 if FO=1 and NextHeader=TCP then 
 DROP PACKET 

 

 3.3 DoS attack 

A denial-of-service attack (DoS attack) is an attempt to 

make a computer resource unavailable to its intended users. 

In IPv6 environment, the attackers attempt to consume the 

reassembly buffers of the destination system by sending 

massive large Ipv6 packets, and make the system unable to 

answer the other service requests [5] [6]. 

 

3.3.1 Attack 

An IPv6 packet that larger than the MTU will be 

fragmented at the source and be reassembled at the 

destination. The attacker sends a great deal of large IPv6 

packets to a victim. So the destination has to reassembly 

these fragments, but the workload of reassembling these 

fragments is out of the ability of the victim, reflects on that 

the other normal service requests will not be response, 

further more the service is interrupted. The attacker can also 

set the data offset of the non-zero-fragments with abnormal 

values in order to force the buffer to be overflowed during 

the reassembly process, this may cause the service to be 

interrupted or system down [5] [6]. 

 

A ttackerA ttacker V ictimV ictimR outer 1R outer 1 R outer 2R outer 2In ternetIn ternet

Large IPv 6 F ragm ents  

Fig.6. Illustration of DoS attack 

 

3.3.2 Prevention 

It seems that the prevention of DoS attack based on 

fragmentation is a little passive. We are going to implement 

the prevention by 2 steps. First we have to monitor the 

network traffic in real-time, analysis the information and 

decide whether the traffic is abnormal. Then if the traffic is 

considered to be abnormal, we can apply an access control 

list to filter and block the malicious IPs. The items in the 

access control list can be derived from the statistics that we 

have got in the first step. However, this method still can not 

completely prevent DoS attacks. New prevention methods 

are constantly developed [6]. 

 

 

4. Conclusion  

By monitoring the NextHeader and setting the value of 

tmin (shown in Section 3.1.2), we can prevent most of the 

‘tiny fragment attack’ and ‘overlapping fragment attack’, but 

this is of no effect to prevent ‘DoS attack based on 

fragmentation’. Whereas the DoS attacks are diversity, the 

prevention of ‘DoS attack based on fragmentation’ can be 

done by dedicated prevention systems, in order to reduce the 

workload of fragment filtering system. 

We described the IPv6 fragmentation mechanism, 

brought three kinds of IPv6 Fragment Header aiming attacks 

and the corresponding prevention methods, and gave an 

overall view of the Fragment Header security issues. More 

significantly, by doing research on the content of the 

above-mentioned, we found that the current prevention 

method are not enough to stop attack based on Fragment 

Header, and the complicated prevention methods had 

affected on the efficiency of the system. Research on more 

complete and more efficient prevention method is of great 

significance for the development of IPv6. The research in 

this area will continue. 
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